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Abstract With the rapid development of cloud storage and the increasing awareness of privacy, more
and more private data are encrypted before outsourcing to the cloud. Thus, how to search in
encrypted data has been a new research item in the scope of searchable encryption. One of the
solutions is public key encryption with equality test (PKEET). It can check whether the plaintexts of
two ciphertexts encrypted under different public keys are the same, without leakage any information
about the plaintexts. Recently, many public key encryption schemes with equality test have been
proposed. However, in these schemes, there were only one server be used to perform the equality
test, which means that they could not withstand the inner keywords guessing attack. To solve this
problem, we propose the first dual server identity-based encryption scheme with equality test (DS-
IBEET). And we prove the security under random oracle model. In addition, performance evaluation

shows that our scheme is suitable for resource-limited mobile devices.

Key words equality test; identity-based encryption; cloud computing; dual server; searchable encryption

W OE MASAMORESZABZ N RERRY FRGRI, MR S 0 IR F A=
LR Ao AT B LB AN REA NN E LR B HBERITHIAEETRAT A TEZHREA
P B XLFMA A NAMER AL —FHEERTE . CTAERERALAZGHFELTHE 2 &
B R E LR FAE.L L, — R A E AR E N e A AR R R, AR X B UP
RRAT—ABEBRPUTFAINZHBE RERALZERE B AR XL FHEMNLE. AT HRZXANF
B ERBETEAT RSB FELEMA LG NAA I E W, F AR ST HIER FTEH T T %
A Rl B, st iRt g AT T AR AT . AT R I P EE A TR R TR A A B X &

28| FHEHNE AT HEOWE ;=L RSB, THEME

hEESES TP391

Wi B 2017-06—11;1& @ HHEB:2017-07-28

E&TH  HRARPAIEETE (61472287 s WL A ARFL = 3E 4 5 i H (2015CFA068)
This work was supported by the National Natural Science Foundation of China (61472287) and the Key Program of Natural
Science Foundation of Hubei Province of China (2015CFA068).

BIE1EE 1% (hedebiao@ whu. edu. cn)



REITAE BT PR T B0 U S5 2 SCAE(E R E Bl

2233

UTAER B A 2= 153 0 PR 3 e R I g s
Z WP B O B AE T 2 3 (it Dropbox  E
Sithr TR A E . B bR m s, H
PRl DL i 2% G AR 4R A A O RO CRLAR BT LB
SBR[ S T DR AP P B B A L £
P A% B 2 v 2 W2 EAT N . (X A AR A &K
FL R JEAE A — F P 1A% 0 B ok R R TR ME. i
R JT ¥R Z SN B A R R BN Ok R R 2 S R
e, AR Ty B A B K L R85 5 /) | el
IR SE R g 1 PR IE A BT Rl AT PR 55— R T
2o AT 48 &R 1 %% (searchable encryption) $ K.

AR RN HAR S — R VRS =0 % AR
18 5 SCHECHE AT ARG R[] I AN 2 1 O B 48 R A8 =X A
B RERUSMAL {5 B AR, 7T 43 S T 48 R XS
R4 ] 48 22 B I FOR. 1 A A
CHA B R A7 I s J5 2 ) DU RO ) P
NIV B % ) & dis » B Boneh 48 A E 4R Y.
Bt i+ R 22 0 G 1 1F 9% 0 SR i 2 0 e AR 5 BT
— S R 1) T SR A E 1Y T R A B T
ZEN B L (H Rk Sy S R SR T IR S5 AR
25 Gy 1 52 R OB 8 D s

s AT T — A BT OBUIR 55 i 09 8 S
SEAH A E 12 81 m % B3 L (dual server identity-
based encryption scheme with equality test, DS-
IBEET). % p s S 28 7 37 st an 181 1 o, fE—
A B B AL 22 W 2% (MHSND H, P CR s A0
REEL5E 2o BT IR 55 e AHAB I AT AR [R) 5 R A A <7
WK AR o R s AN 3k 3 A0 AT 09 B AA4E B AN, Alice AN
Bob J& 2 A~ AH [FRE R A9 A« AT 48 st AN AL ]
JE AR IR AR L DASS e 1 B B, Alice HY

a !)

g Cloud Data Server
Doctor ‘
0

Cloud Data Server

Internet
»¢I n
Alice Bob
Fig. 1 A typical MHSN scenario
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3) Bk R Cchallenge). #F A EH 2 A~ KT
(kg s fewwy ) o I B BATT 36 25 B 3 S Bk R Bl AL
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@ hy-query (T): B F HLYEY — W) 5 R =5
M3 L, 52 SR T HENLIE#E by € G JFHE (T,
h)BINEN BN L, & 0] by (T).

® Encrypt-query ( Params, kw). It 5 L 4k
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s,
C=,C,,Cy,Cp,C5) s
Ci=g",
C,=g",
C;=M" XWX H,U?),
Ci=g",
C:=WM | rH® hy (U,



2238

ARV S KR 2017, 54(10)
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|Adusmsy (k) —Advsmy (&) | < Pr[ Event1].

MT H, REHLISEHLW, ZREHLESFER, B
e A i) 3 A b R ORI 45 BT MOR 4l CDH iR i
Pr[ Event1 |2 1] Z 0% (1.

Game2. Game2 5 Gamel AR M 6, X B 1F
T e Game2 H, BRECHE HBENLEC W, B T C,. A
PRI A R AT

D WL (Setup) . Ph 584 121790 46 1L 55
B B PR Cphs, »sks, ) T Cphs, o sks, ) B Cphs,
sks, s pks, ) KL ET

2) AP B 1(Query-phase- 1 ). & T ) Pk %
H R IE T G A

D h-query(T). WH FHLLEP — DR 4hH =
MER L SESH T BNLESE HEG, FF¥(T,
H)WEIF % L. 3R AT,

@ H,-query(T): Ll F HLYE — A% b5~

ZWINR Ly, ESH T HEPLESEE H € G I H
(T H)#WmMEFNER Ly, & H, (T).

@ H,-query(T): Il 7 HLYEH — A H1 b5~

WK Ly, S E S8 T HEHLESE H, € G 3744
(T H)#MENF)FR Ly, . &0 H, (T).

@ hs-query(T) ;. T H WL —DRIIE N =S
BNR L, 45 S8 T LIRS hs € Gy FFRCT,
hy ) BSINENF) K Ly, 3 (8] 2y (T).

® Encrypt-query (Params, kw). I T 5 L 4k
PR R 2 IR L, = Cew, O, 45 5E Z A
B S 0 B SCOCBEF Reww HEAT IR

C<Encrypt(Params,kw) ,

=

C=.Cy,Cs,Cp,C5)
C=g",
C,=g",
C,=W,,
Ci=g"”,
C=WrO® hs(U),
U, =eChp g1 €6y,
U,=e(hp.g:.)€Gr,
U,=e(hp.gs)€Gr,
Pk R 0] C 255 F-

3) $k % Cchallenge). BUF A #H#H 2 K5
T Chwy s kwy ) s I8 BT K 3% 45 Pk CE S PhCE BE
BMLEEHE b€ (0,1} I 115 % Chre, N Cro, KIBERTL
T A

4) ZHBYEE 2(Query-phase-T1). ILBY Bt 5%
WY B 1 — B BAA 2] Chw, » kv, ) X R ) %5 3C
A hkw=kw, MH kw="rkw, , WK B | Ff 455K,
e N H A Event?2.

5) Hith Coutpur). 2, B F A f Xt o 095G
MAE 6" N b="0" ] A A5 k.

HE 4 BE L TS B A Y P B DL & Difference
Lemma“*" , fE F:ff Event2 NRAMHEH T . 8F A
TR Game2 AU Hi E

| AdvSms (k) — Advsm (k) | <<Pr[ Event2].

MT W, 2RLEFEN, BEE RSB D K
iR 25 BT ORI CDH R Pr Event2 | /& 7] 2.
I 7. iF ke

5138 2. W FALE LW IR T A Adus 5 (R)
S ] Z WG .

. GIEE 2 IR R S 51 1 2L X
=R 8

EIE 2. AW DS-IBEET il 78 5C 5 5 Il
Bk TR X 3 .

e AT DL G 3 3. B 4 R B 5 GERA.

518 3. X 7L & £ wi L w | & T A,
Adog N () 1T 20 (1.

. EFATHY DSIBEET #pil . B 1] 2 fi#
B — 0 sed i = hyp, - 5 BAR Y SCHE 7 IE K ik
B 1A 25 3tk I A o] 5C 385 19 15 L. ik %

5138 4. X T AR = 2w L af [ & F A,
AdoSP RN (k) ] 2 K.
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WL G4 RIE ]S R S B 3 Rl

ANHEFR.
538 5. X F AL & £ Wi K f 8] 8 F A,

AdoSP KON (R BT 7 W £

WL ERE R AR

Game0. 3X J& £ % % =5 Ik 55 &% 19 90 46 AR A<
i 2.

D WG4 B3k (Setup). Pk FH 2170110 E
B B B X R Cphs, o+ sks, ) Fl Cpks, o sks, ) s #4
(pks, » pks, »sks, ) K EHTLF.

2) T EE 1(Query-phase- 1 ). BT 7] #k 1%
HORIE TN A

@ h-query (T): M HUH PLYES — D H) Uh o =
MER L ESE T, HILESE HEG, JRIG(T,
HYWRM#EE L, &1 $AT) $.

@ H,-query(T). WM s M4 — 01N
BHINER Ly, JHESE T WML H € G I
(T,HO#&MENFNZK Ly, . &8 H, (D).

@ H,-query(T). WM F MY — N0 1m N
BWINR Ly, 4 E S8 T HEHLESE H, € G I 4%
(T H)WMMBNGIE Ly, . &0 H, (T).

@ hs-query(T) . W H WLLE— DRGNS
WFNR L, A ESE T BEHLIESE by € G IFHECT
hy ) IIMEIFN R Ly, . 3R 0] hy (7).

® Encrypt-query (Params, kw). M 1l 5 H 4k
Pr— MR R A BIFNE L, = kw, C) 45 € S5
B S 0 W SO 7 R HEAT N

C<Encrypt(Params,kw) »
Hrp.
c=(ae,,C,,Cs,C L0,
Ci=g",
C.=g",
C,=M" Xh(Uy)XH, (U,
Ci=g",
C:=WM | r)D® hy (U,
U, =eChp.g1)€Gr,
U,=e(hp,.g,) €Gr,
U,=eChp.g:) €Gr,
IR o, O BRI EN 513 L, . PlCE R [ C 25
T

TestSF(Cystdyp, »Cystdp, ) : HHLF HLYE
PR N B BIINER L = (Castdip, «Cytdip, »
Xos X0 o 45 58 5 SCRIAHRL B T] T3

2239
Cs.a
X, - — ’
YU H, CeChypy, 2Co))
Cap
Xl? =

T HL ey, +Cop))

3) Pki% Cchallenge). M T A H e 3 DAY
KT kg s kw, s kw,) IR TATT RGP 3k
iE BEPLERE (D) .0, ) {0, 1,2} I8

CTi,<Encrypt(params, pks, s pks, skwy, ) »

Tio<TrapGen(params, pks, s pks, skw, ) s

Cirs<TestSF(params,sks, sCT{, s Ti.).

PR E B Crrs = (X0 X} RILGEHTF

4) i th Coutput). I )7 #F A i th B X {0,
by VRGN {61,050 {0, 1,20 A (b . by b = {0,
by b U A RS XA R

AT E X A B 150 K GameO #9 fL # K
Adgy (o). HRAE T SCE LR IND-KGA-TIHEARL A7

Adogms) () =AdoS N (k).

Gamel. Gamel 5 Game0O #: A H [F], X 5 78
T 7E Gamel o, PEHECE HTBENLEL W, . W, B T
Hash % H, :Gr—>Gy . BARTERE R AT

D) W IR AL B YE (Setup). Phi% F iz 17 9] 1h 1L &
B B AR Cpls, s sks, )TN (phs, o sks, ) B Cpks,
Pk, »sks, ) Kk B #TF.

2) BB Bt 1(Query-phase- 1 ). & F 7] Pk %
B R IE TN A

@ hquery (T) . MWHHLYE — DR N =
IR L SESH T, MLESE HEG, JF¥(T,
HYWM#I51 % L, &[5 A (T).

@ H,-query(T). WS LA — W 1H N
HWINR Ly, »E S8 T HEPLESE H € G 3744
(T,HO&MENFNZR Ly, ,i& B H, (D).

@ H,-query(T): Il 7 HLYEH — A% b5 o~
ZBNR Ly, HESH T HEPLIESE H, € G I 4%
(T H) W mENFIE Ly, ,i& W H, (T).

@ hs-query (T): M FHLYE — DRI H R =
MBIR L, 2 SH T BEPLIE SR by € Gy FFHSCT
Ry BB G Ly, R 1] hy ().

® Encrypt-query ( Params, kw). Il 5 L 4k
Pr— IR R A BIFNE L, = kw, C) 45 58 S50
B S 0 B SCOC B R SHEAT IR

C<Encrypt(Params.kw) ,
Hrp.
Cc=,Cy,Cs,Cy,Cs) s
Ci=g",
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C,=g",
C;=M" Xh(U})XH,(U?),
C,=g",
Ci=WM | r)® hy, (U},
U =eChp.g)€Gr,
U,=eChp.g.)€Gr,
U;=e(hp.gs) €Gr,
Pl R 0l C 45 8T
© TestSE(Castdp, »Cyatdip,): WHFH HLYE
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iR AR R (D) 0, ) C{0,1,2) I8,

CTp.<Encrypt(params, pks, s pks, skw, ),

Tyr.<TrapGen(params, pks, s pks, skw,, ) s

Cirs<TestSEF(params,sks, sCT)» Th)
Pl & B Crs={(Xa X ) R IEBTTF.

4) P EE 2(Query-phase-11). W BES5#&
W B 1 — 2, (B AT A Chwy s k) B8 S0, 45
kw=kw, B#H kw=rkw, , Wik [l _| I45 403 4 10
HEALE Event3.

5) i th Cour put). Fe b s BT A v th B X {0y,
by VG {61,050 {0, 1,20 A5 by by b = {0,
by} I A BRAR XA R

MR A BE ML S0 LAY B P B DL M Difference
Lemma ™ . 7EF A Event3 NRAMEN T T T A
BRI Gamel 14 12 -

| AduSmst (B) — Adogms (k) | <<Pr[ Event3].

T W, W, J2 B 5 09 B 76 A i 2o 72 b
AR M5 F T ORI CDH R, Pr[ Event3 ]J2& 1]
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Game2. Game2 5 Gamel A M [F, X 5 78
T e Game2 P, PRECE HBENLE W, . W, B T
X Xy HARWERR T R W

D WA AL SEE (Setup) . PREAH B 17 W 46 L5
B U PIRE (pls, o sks, ) F (pls,, »sks, ) s ¥ ks,
Dks,, s sks, ) K3k BT

2) T EE 1 (Query-phase- 1 ). BT 1k 4%
H R G A

D h-query(T) . W F ALY — D0 IH M =8
HF% L, BESH T Mg He G, ¥ (T,
HY % m#EN 513 Ly, & 8l 2 (T).

@ Hrquery<T>- B HLAE S — A0 dhR
E’Jﬁ”%‘:{ Lnl n %ﬁ T, Fﬁﬂhﬁh H, €G, 3'JF'{57
(T H)#MFNFNZE Ly, &8 H, ().

@ Hi-query(T). WS LA — W 1H N
ZINR Ly, 2 SH T PR H, € G I 44
(T H)) MBI E Ly, . & H, (7).

@ hy-query (T): WHHHLAET — DR Ry =S
MBIR L, e SH T BEPLIE SR by € Gy FFHECT
hy Y BB F) 2 Ly, . 3R 18] by (T,

® Encrypt-query (Params, kw). Tl 5 L 4k
PR RS IR L, = Cew, C) , 45 5E Z A
B S 0 B SO R HEAT IR

C<—Encrypt(Params,kw) ,

Hrpr,
C=,C;,C,Cp,C5) s
Ci=g",
C,=g",
Cy=M" XU} )XH,U?),
Ci=g",

C;=M | r))® hy, (U,
U =elhp.g)EGr,
U,=e(hp.g:)€Gr,
Us;=eChp.g;) €Gr,
Pl ik 0l C 45 8T

© TestSF(Cystdpp, »Cpotdp,): I HLYE
PR N B BIINER Lo = (Castdip, «Cytdip, »
X X) o 457 B SCMA R B TT S 015

X, =W,,
Xp=W,.

3) PEf (challenge). FLF A 4% 3 DAY
KT kg s kw skw,) IR TR RGP 2k
iR AR R (D) 0, ) C{0,1,2) I8,

CT;.<Encrypt(params, pks, s pks, skw, ),

Ti.<TrapGen(params, pks, s pks, skw,, ) s

Cirs<TestSEF(params,sks, sCT/ s Ti) s
PR RS Cris= (X0, X ) RIEGHTLT

4) T B 2(Query-phase-T11). ILH Bt 5 7
PR BE 1 — 30 A0 R AT 25 3 ey s kwoy) (9 85 30, 25
kw=kw, B kw=lkw W& A | 25 F0HE XK . i
NEFEA Eventd.
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5) i Coutput). T J5 - B F A fy e (b,
by YRR (67,00 C {0, 1,20, WS (b, b, ) = {07,
by b A AR XA AR

HE B Bl AL 00 7 AL AL Y P i DL & Difference
Lemma *', fEFF Eventd RRAEMHRT BT A
Fn e liE Ak Game2 B0 #4012

| Advsind (k) — Advsi™i (k) | << Pr[ Event4].

T W, W, J2 BEAL I 5 19 . H7E A i) o 72
AR 25 BT OR$E CDH {3 . Pr[ Event4 JJ& 7]
2. it .

6 MERESHT

AR SC TSR B FE A T8 2 A4S O T 3R AT 3
T BRI AY M B AT 43 BT

T XIS 1 BE R AT VAL TR ATT AR BT B B B
() ECS = E#L_ LI MIRACL ™, k45 —se 3%
ARG EEVE W PATII . = EALAFC E A B 1
FE7s WG 15 ih 26 Z 5cin 2% 2 v, AT A Tate X,
KEE p R 512b, KEHBY g H 160b. & M,Exp,
BP,H.,h fl PA 73 KR brat ek B G LR
TR BB R M XHis 5 HashToPoint 38 %4 | % i
Hash iz 51 500z 530 30 26 5 2R 45 R 19 AT B[]
sk 3 FrR.

Table 1 System Information

k1 RGEERERER

Notations Value

System Ubuntu 14, 04

System Type 64-bit Operating System
CPU Intel® Xeon® E5-26300@2. 30 GHz

Memery Size/GB 1

Table 2 Parameters of Elliptic Curve

R2 WMEHZXSH

Param Value

n/b 512

8BA2A5229BDIC57CFCSACEC76 DFDBF3E3E1952C6B
P 3193ECF5C571FB502FC5DF410F926 7E9F2A605BBOF76
F52A79E8043BF4AFOEF2E9FA78BOF1E2CDFC4E8549B

A 1
0

117454 A4537B38AFIF9159DSEDBFB7E7C7C2E48760E

/930 A461D5FA51FID9210DCT0095FAB241FF57F1 BROSA9C

q 8000000000000000000000000000000000020001

2241
Table 3 Execution Time of Basic Operations
x3 BEERBREHITHE ms
Operations Execution Time
BP 5.275
PA 0.012
M 1.97
Exp 0.331
H 5.101
h 0.009

G GE it T AT DSIBEET Pl i 25 4> 5 32
MTHREIF A ISR 4 PR, s Bk % Sk iR
55 i D BR0 0 RS IR 55 45 00 X053 1k 1) 3 A 1) 18] 43 531
5 24.9ms,17. 952 ms,24. 692 ms fl 14. 508 ms.
SR B ISURT DLs A7 7R B IR 52 BR i 7% 3h i 4 b (g
INGEER IR SN D

Table 4 Computation Cost
x4 HEFH ms

Algorithms Operations and Cost Time

Encryption 3BP+M-+6Exp+H+2h=24.9

Decryption 2BP+M+Exp+H=17.952
TestSF 2BP+2M-+2H=24. 692

TestSB 2BP+2M-+2h=14.508

ASURSCHY AR TR RS AR 5 s, Hob AP
HEE G POLR AR R 2 45 #SCR N Gy
FOCK LR R ER) 4 5 B —4> Z, BEREC R R
JE BTN RE G Th oo R R K.

Table 5 Communication Cost

x5 BIEFH

Size of Size of Size of Keyword
Scheme -
Pubkey Ciphertext Trapdoor Search
DS-IBEET 2|Gy | 4G I+12,] |Gy | <

|Gy |: The bit length of element in G.

|Z,| . Bit length of number in Z,.

7 8 it

HR AT o — S SRR RE B2 T o B I
FE . SR A — IS5 4 2 5 8 SO E
R SRR BT 4 by 1 52 R 55 AR O BE T
DTy, S 1 i Rk A TR AR SO IR H T 2T XL
I 55 s F) 7 85 SC A% A 1 2 10 8 TR A8 O 7 B
PLBS LB B R ik B 22 e k. R , FRATT A
MIRACL KB X At AL RE BEAT T 3P4l 3 70 Hr
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TIHIEAETT A A5 R R W AT DSIIBEET P4
A RL4F . e IR Z IR sh i & Lz ty.

H1 T 5L T B 03 B I O ISR A A AT AR TR AL

AT — 28 TARRE 223X 58— A~ T0 Ik A5 1l 2 (4]
TE B2 U L.
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