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Abstract Virtualization technology as the basis of cloud computing has been widely used, while
security issues of virtual machine have been attracted more and more attention. The virtual machine

’

introspection, as an “out-of-the-box” method leveraged to monitoring virtual machine, provides a new
perspective for solving the security problems. Aiming at this situation, a triggering mechanism based
on VMFUNC is proposed. Taking the advantages of the CPU hardware features VM-Function and
RDTSC emulation, the mechanism minimizes the overhead of VM exits. Based on the extended page
table view switching through the VMFUNC, our mechanism avoids the system pause caused by VMI
programs. By means of overloading VMFUNC and Xentrace, our method can trigger VMI programs
actively, thus overcoming the VMI program resident consumption. In this paper, a VMI-as-a-service

system is implemented and verified by experiments. The results show that the performance cost is no

more than 2% , which makes VMI widely being used possible in practical cloud environment.

Key words cloud computing security; virtual machine introspection; VMFUNC; extended page table
pointer (EPTP) switching; VMI-as-a-service
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A LA AR VMI R 09 M 42000 42 St i g # AL 1 i
N HFEFE A 78 EPTP switching Z J5 B3 EPT Ti 3
AT O g M Ak S AT DR T U H A 10 TRR
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User Space Hypervisor
0 T \ S p
! o @ In Trace Buffer |
' ®InDom0 Userspace vl !
1
| pmmmmmmmomeeemees K P TSC Event Mask | Dom_ID | (EPTP_index)] |
'\ /*VMI Program */ ' | | - g !
I g (X "o TSC Event Mask | Dom_ID .r” EPTP index :
|1 vmi. init(vm_name); ! \ETPO | |1 ! " PP H
i +id=vmi_id(domain_id);, \ I ettt ittt ittty ’
i tload_sem(vm_offset); | \ R ] et N
NG g ! A\ ! void hvm_rditsc_intercept (struct cpu_user_regs * regs) --,
i e \ ..
[ A2 ! '\\{ : 2= :
N el D Sp— — =[N Cstruct vepu = curr = current' i
------------------------ TS \ » 1
\ \ \eptp_index)= vepu_altp2m (curr). p2midx s !
@ In DomU Userspace ‘\\ \\ -------------------- _,:
fTTTT T TS T ST T T W \ T N _‘_\:\_ ______ - .
E /+RSA Encryption / i i \ o = ® In RDTSC Interception )
IR e e v SRS N
| do_VMFUNC (0, index) R Y @In EPTP Switching Routine
1 1
oy 1 N\ \ D RS
E /*RSA Encryption End */ i . LI
1
1
\

do_vmfunc(int leaf, int index )
{asm volatile(
“vmfunc”:

VLoyT

:“a” (leaf), “c" 4o
:“memory” );} I

Alternative Extended Page Tables

Fig. 1
1

2.1 VMFUNC 47|

TEfE ] VMFUNC i 0 5 IR — R I8 £ )
e (CEPTP switching) 2Z Hi, Hypervisor {5 % 4
Guest-VM g 47 % i EPT b1 3. i o 4 gt 2 4
AR B3 e 0 3 (Xen Ay 2 UM A 2 1Y f K 45 F 0L
FHCHR 100 Sk 8 U8 1 BUHL N AE D5 8] 1) — Bk, IF B2
& H VM-functions control BN 1, 7 )§ “EPTP
switching” B €. Guest-VM B] DLffi 2L L& 2 F 2k
WAL T Guest-OS 9 AL 7 491, $h A7 VMFUNC
AP H“EPTP switching” I 6.

mov 0 % eax

mov S index %ecx

vmfunc In Guest-OS
In Hypervisor

vmread 0x201AH %eax

vmread 0x2024H  %edx

Fig. 2 VMFUNC code example
K 2 VMFUNC 189 7=

E 2016 4K P R ITRA 4 NGO B4 5
2T L 4 2% 3 (page map level 4 table, PMLAT) |
T H %38 £ & (page directory pointer table, PDPT) .
T H %3 (page directory table, PDT) 111 3 (page
table, PT). &4~ EPTP #§ 1 — PMLAT %544, [& 3
R Xen B2 ) VMFUNC - hEF1E P E WL
i HE 4 (EPT walking) (13 F2.

@ Intel T 2016 4F 12 H KA T #isUHy 5 TR M.

System design of VMI Triggering Mechanism based on VMFUNC
T VMFUNC ) VMI filt & AL % 3

SMPAT PR (B RSA fin %, dn e 1 25 3%
O ) H i) VMFUNC 5415 EPTP 4] #9175 45
BephAT . JF BT 9 EPTP K % fin 28 ) VMCS iy
EPTP FE . BT Hypervisor 3 i Hife Ay EPTP
fE, 3k Y4 ai ey EPTP Z5|{H. 8BS EE
M2, AT ECX ZF A7 48 A% A A A, ok X
P IE H VMEFUNC 35 3R Cffi FH 00 2 01 sh fig)
SARSCHT AR B EIHL A AR AT e
Hypervisor i1 & 45 2 p9 EPTP R5[H/N T % T
10, JU) 4] B 4y 1E % i VMFEFUNC 53R 3 | 2, B G A
ECX M{E KT 10CRWT R 10+ . U 4] b7 Ay 1 401
LTS BB K, I « /E R # i EPTP & 5[ 1{H.
WK 3 T 2E# 53 s . Hypervisor /UG RG2S 1 17
I 2 170 AR EPTP” 7 Bt f1“EPTP 1) 3% Hb hik
(EPTP _ LIST _ ADDR)” % Bt. “0x201AH” FI
“0x2024H” & & 4~ VMCS i ff) “EPTP” % Bt FI
“EPTP 1| % Hhk " Bt i Mo ik

MEHS— CPU & 2% 4 4451 # VE (virtual
exception) I ALY 7 58 4 T O A . 2
VMFUNC 1 # VE, Xen [ #1148 BEFR FF AN b 95 K
Ab PR Guest-VM [y N #8 3 , M T P& Hypervisor
PR At I Bl IR F b 5 VM i % il & 16 F.
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[F Bt ] VMFUNC fi1 £ VE 7] L5 Guest [ L
LA BLE £ /9 CPU JE 1, #4 Guest FEFUMLAE 20T
ZRB ] K A BE ) EPT violation § 39 VM Exit.

Hta FH VMFUNC i1 = VE 9 B2 P08 41
PERE. SR 1% 0 14 T g R 4R B 7E 58T 9 Intel CPU
e, B R SO VMEFUNC 48 4 14 F) o 3.

VM Instance Virtual Address
Page Map Page Directory | Page Directory | Page Table | Physical Page
VMFUNC | Level 4 Offset | Pointer Offset Offset Offset Offset
=== 3 ——=-
i Xen Heap for DomU )
: PMLA4T PDPT PDT PT Physical Page
v VMCS
EPTP
EPTP_LIST ADDR | %{:lcal
| pTE ress
Ly
EPTP List BN e FDTE
EPTPO | PMLAE —
EPTP1 M
EPTP511

Fig. 3 EPT walking
Kl 3 EPT walking

2.2 RDTSC £ ##

R T ARUE S IR A SC T T 3T RDTSC A%
L) VMFUNC &AL H1. L6 RDTSC
PLIF B M /0 B 2 A T 58 0 % & B RDTSC i
KB A i A Bk L Gl KA I VMEFUNC 2 15 $if 7
I fETR A 2] RDTSC A8 3K 5 458 481 A4 # e  , S2 81
7 VMFUNC #93% B IF BRI AN,

% Xen JEACHS B IR ABESE . & I Xen M #
BUAS HRRR 7 o 1A i LB A2 T 2 > B s, OF
H Xen I #) Linux 52 {5 Bk oA £ H B a) 82 1 % 4%
(time stamp counter. TSC){E N HmtahiE. TSC H
Al LA i RDTSC 484 i 8], RDTSC 454 M CPU
) TSC ZAF e H s 64 b MUMEBCH IR H w32 b
A EDX FA74% . ik 32 b A EAX H A7 45

H T, K 2 B 3185 85 i 4004k 2 fE 1 42 it
RDTSC # #, B #2 it Hypervisor X} RDTSC #l

Table 1
x1

RDTSCP $54 1 4 5 4 4 5 B4 50, B AT e iF
B4 ) 7 R LA T 399 1B) 32 iy TSC A 1 B
R WML H 45 ¥ (virtual machine control
structure, VMCS) L i 70 1) I B 7 B

WAE A CPU 2t bk ke, A LI &
VMCS #11) RDTSC EXITING {3 & 3B Guest-VM
i) RDTSC #54, 3 #F Hypervisor E il RDTSC
f&AWAT. Ry T 5 P R s A R RDTSC #
WA T Xen BT, IFEH 1 2 S 9H
FHCnZE 1R, 24 Guest P 1 4> Hypercall
i s Hypervisor #4047 I 4 8 TSC B R4 245
2 > Hypercall—"25 H] RDTSC 42 " # 4 H] 1)
VM 1 i )5 4 otk il K 52 30 0E #ORES. TR 2%
J&, Hypercall 93 8 5r © 2 9 B 0 R G2 .
i 1 J7 5% Hypervisor X} Guest-VM 1) RDTSC #&
UL, R T S B REAS VM fih % ML A )3 45

Capsulate Hypercalls
FR & 3 B %E A

Hypercall

Description

int do_enable_intercepting_rdisc(void)

int do_disable_intercepting_rdtsc(void)

Set RDTSC EXITING bit as 1, switching on RDTSC emulation.

Set RDTSC EXITING bit as 0, switching off RDTSC emulation.

A VMFUNC gy fii ] 5 RDTSC #0452 fig
R AE . B RDTSC #5401 R R0 b AT I
TTUD  ARUE W 45 1) SE B P85 5 Guest-VM IE
H A RDTSC 4§ 4 fr y= Az 0 FF 85 — 3.

2.3 VMIEFfAE

i i F 3k Xentrace ™, A SCHE T HFH M0 5%
BL A B AL b BL L, B T — FhORE 0% R
Guest-VM (1) VMI ki I 7 3K % [7] VMI F2 )% B i 19
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SR — AL 38 & DomO AL . %ML H 458 FH M .
HORKE It 22 i IR A, X 2R 58 09 1 BB 52 i AR /)N 5 e
KFEEE B4 T RGN LAV a] B A k.

Xentrace 52 7E Xen AU o H A — T A,
T 4 PR 50 23 BRON AR B, AE 1 A7 03K B8 10 B a5
FHEFT )R )2 4075 0 A it B] DA fdE FH Xentrace T E. 3k
M B 47 . Xen Hypervisor 1E 5 HE A & A 15 £ IR B
LR AN AR RGN LA WL, A3 X
e PR ER RS s Xen 22 IREEF B S A Xen TRy R4
CPU X R 922 v X Can &l 1 B3R @), SR J5 £ Dom0
) Daemon & 77 15 ¥ o BRI, 9 0 300 352 B
B % o X Jf 8 A 8. Xentrace A= B% 1 £ 85 &
7 L N = W N = E e L S B N R TS
VMFUNC fiifeis 2801t T 2T FE 4w 5
A il A 2 A7 At A AT L

[4: 7 Domain-U [ #1518 (Dom _ID) 5 i} 6] # ,
Hypervisor it 75 Z 2 fit EPTP R5], H L5 VMI
¥ Guest-VM Frffi F 9 EPT JT R B L. 28w X
() B Z5 i R Ak S &L 4 FR

| 1sc | EventMask | Dom ID | EPTP index |

Fig. 4 VMFUNC event record format
Kl 4 VMFUNC F 0 4% X

iz47 VMFUNC $§4 J5 . A SC# 4 1 (9 72 )7 18
A8 T 54 —%& EPT iR d, X —k,
JFok B A2 47 1R — & EPT 00 2wk 58 % ik ok
Dom0 437 1fij A H I g e 45 VM iz 1 A2 5 1Y 38 17
CanlEl 12538 ©) . A I 2 e Fi kg SO0 BL 0 A2 e 0
PAT L R VMR F 09 37 W] 1 R 65 15 8 I e Z )5
Hypervisor $4 DL kg 48 /1 1B (19 12 25 1 DomO I 13
AT XA T K0 B bR Guest-VM 17 £ X 4

F0 0 T A A

3  VMI-as-a-Service & & SL I

ARG M55 L2 7E Xen UL &
LS T VMIras-a-service 247, H B R B AR 2
VMIAE Ry — Rk 55 1 fe i 2 = F .

3.1 BREMEERR S

VMTI-as-Service & 4 F & 4N 3 A~ B He.
VMFUNC JEAE R 28004 338 B Al VM S gl i
He, i 5 Frax. B, VMFUNC BB 77 78 F

D https://github. com/lpjlwj/ VMI-as-a-Service

Hypervisor, 24 Hx EHLEE 2 80 # N 4% 2 Putr
VMFUNC 48 4], 25 S AT B2 . ) 25 Y14 o1 3% it
i, VMFUNC 8% 0 #5837 B — > RDTSC #4k iof
PP, 2 H W= B AR E VMFUNC 93047 Bl 2 5 4
TUFRSE L hE B8 2. Sk I #) B bR 4L VMEUNC
Fife ASBOR T 10 B, &8 ATk T VMM 1) 2 50tk
PR . 21 2 B 3 B B g I B, VM gl 45 B
TSR 5T LibVMI #9 {48 R k0 B bs EHLEY
WA HEAT 53 8T

Dom0 DomU
VMI Start-up Module ' Switch on/off |__
' ' e ; V
Xentrace | . | [ TTTTTTTTTOoCC
Daemon VMF[;JNC
e SeeeeEEEaEG aed :
—
Whether the event record is produced Hypervisor
Params Transition ,"E FomTmmsmosTosoosoo-oo
Module >, VMFUNC Perception !
‘ ST 1 1
Trace Buffer - [ Ev_k_xi]{ ? ________
l:l Isolated Domain E : : : : ] Functional Module

—> Data Flow ----» Control Flow

Fig. 5 System architecture and module partition

Bl 5 FRGE G R 43

3.2 VMFUNC & &8tk

VMFUNC A5 B 71 37 B0 EPTP switching
AT VMCS f EPTP 5 B iy 28, VMFUNC
R B = B 3 T AE

D) B2 BRI AR A7 2 A0 A EPTP. A SC7E 52 3
VMI-as-a-Service i, & T R GF 78 43 09 7T FH H L X R
i) VMFUNC Zigefi 7 IR 8, R 7E H B A T 8
M IRE. 4 P AR AT ] A VMEUNC Zyfgas . H
£ ECX rfit & B 2 1E ¥ ONF a5 F 10). i
% VMFUNC @&t e & 8l ECX % 17 #% 1 19 H K
T 10, W32 WY [7 9 EPTP, 3f X b W AR A7 1
EPTP {H.#& &% EPTP 2 &84k, 20 H 5 i
HIHL Guest-VM % 1 71 i} VMI-as-a-Service [ 15
K IR AT HE— 20 Ab HE.

2) RDTSC # 3% 5 # #l. Hypervisor X}
VMFEUNC 4§ 4 B #4F ¥ 78 RDTSC #3Kk 2 )5 5¢
B B VMFUNC 8RR B 1 4% .0 D) e B Ay Bl s
et Xt P & 19 VMFUNC 8 #4781, T2
AR ZG ., #l ] T RDTSC #8 4 45 b A % 9k
VMM #3k b T 0 55 A 3 3l il 42 8RR 46 4K R
CPU th TSC BYfH. 75BN B Pz 17 BIAE 45 s i 4
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MR TSC HHE B 5 AT A7 4 LORIE TSC A 1)
IEfME S — bk,

3) i+ EPTP 5 EPT index B4, 35 A
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Table 2 Average Execution Time of four VMI Programs

R2 47 VMIEFHFEHIRERE

VMI Operation Execution Time/ms
process-list 36.1
module-list 27.1
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CAPT 74.8
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Fig. 6 Comparison of different benchmarks
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Table 3 Comparison of the Existing VMI Methods
£3 WH VML FELR

VMI Categories Speed Resource Cost VM Performance Impact EPT View Consistency Compatibility
Guest-halting Very low Very high Low N Default
Guest ration VM v/mem s rt
o st e Mediom M Low v e o aion
Halt snap Low High High N Default
Live snap Medium Low Low N Hypervisor modifications
Live memory mapping High Low Very low Hypervisor+ Guest-OS modifications
Live Memory Reads High Low Very low Library+ Hypervisor modifications
Our method High Low Very low N Hypervisor modifications
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