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Abstract Automatic analysis is one of the important methods to evaluate the security of cryptographic
algorithms. It is characterized by high efficiency and easily implement. In ASIACRYPT 2014, Sun et
al. presented a MILP-based automatic search differential and linear trails method for bit-oriented block
ciphers, which has attracted the attention of many cryptographers. At present, there are still a lack of
research about solving the MILP model, such as how to reduce the number of variables and constraint
inequalities. According to the differential propagation model of the XOR operation, in EUROCRYPT
2017, Sasaki et al. gave a set of new constraints without dummy variables. The new constraint
inequalities can not only preserve the differential propagation for XOR operation, but also reduce the
number of variables. At the same time, Sun et al. uses four constraints to describe the property when
the input differential variable (the linear mask variable) of an S-box is non-zero and the S-box must be
an active, but in this paper, we just use one constraint. Based on these refined constraints and the
automatic method for finding high probability trails of block cipher, we establish the refined
differential and linear MILP model under the single key assumption for the lightweight block cipher
ESF. We have found that the minimum number of active S-boxes in 15-round differential trail of ESF
is 19 and the number is 15 in 16-round linear trail. Moreover, we find so far the longest impossible

differential and zero-correlation linear approximation distinguishers of ESF.
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Table 1 The Attack Results for ESF
*1 ESFEEHRTEHER

Attack Type Rounds Reference
Differential Attack 15 This Paper
Linear Attack 16 This Paper
Impossible Differential Attack 8 Ref[16]
Impossible Differential Attack 8 Ref[17]
Impossible Differential Attack 9 This Paper
Zero correlation Linear Approximation 8 This Paper

1 E&MIA

AATE e R B A S FOR B L 2R 5 f
TR G o 4 S B ESF.
1.1 ERAMNHFSMRE
L% ¢ % ESF Bk i i 4 32 bs
R;:% i # ESF B ikfith 4 32 b;
F % pR%
K, :%5 i % 32b 7%
AX R X, 1 X, E"J%ﬁ'le @ X,=AX;
<7 AEALEH Th.
1.2 ESF &%
ESF H 2 3 F Lblock 535 B 19 32 i o

MWD, A HKE 64 b, BH K 80 b, L4
¥k 32 %5, ESF B3R ) LY Feistel 4544, % o
$h SPN &5 #y. — %% ESF Jn % i f2 an | 1 fr
RO H R R F ol SPN 45449, ek A8 4 S
PRBICR S 5 bR P AL S R 8L F aniEl 2 i, 4
M F R F(R.K)=P(S(K, ®R,)) .3y S
PREUE — AR e S MR ITI AX4 I S &
R, 8 A~ S G HAR A in 3k 2 fios.

Ly Riv
Fig. 1 1-round ESF encryption
K1 1% ESF N

R;

y Y y Y
o Va N a
O— \v \¥ \v K;

<<

Y
VAR
A%

y

<<
<« (D
<<

Y
VR
A%

A

RENZA

Y
Lst]Lse JLss [ JLse J[ s [ ]| o]

P

F(R;,K))
Fig. 2 The round function of ESF
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Table 2 The S-Boxes of ESF
X2 ESFHISE

The S-Boxes Input Value(In hexadecimal representation)

S-Boxes

01 2 3 45 6 78 9 ABCDEF
So 38 F1AG65BEDU4270 9 C
S, FC27905A1BE S 8E6D3 4
S: 8 6 79 3 CAFDI1EH4O0DBS5 2
Ss 0O F B8 C9 6 3 D1 2 4 A7 5 E
S, 1 F8 3 CO0DBGS6 2 5 4 A9 E 7D
Ss F52B4A9 CO0 3 ES8DG6 71
S 7 2 C5 8 4 6 BEY91FD3ADO0
Sz 1 DF 0 E 8 2 B 7 4CA9 3 56

@ ZYy o P AE Sasaki 25 AAE 2017 RPN 1542 2 FAE R4S slide A, BK3E 2% https://eurocrypt2017. di. ens. fr/slides/ AO9-new-

impossible-differential. pdf.

@ K1 f1E 2 B TikZ for Cryptographers 774, BAR1#1% 1 S % http://www. iacr. org/authors/tikz/.
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Table 3 The Number of Differential Inequalities Obtained
by Different Methods
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The Number of the

5
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ESF Sy 327 24
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ESF S; 321 29

ESF S 327 23

ESF S; 368 32
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Table 4 The Number of Inequalities Obtained by
Different Methods
®4 FERAFEFEFENTERYE
The Number of

The Number of

S-Boxes  the H-Representation of Inequalities Obtained
the Convex Hulls by Greedy Algorithm

ESF S, 137 26

ESF S, 137 29

ESF S, 138 25

ESF S; 125 32

ESF S, 125 28

ESF Ss 125 27

ESF Si 137 28

ESF S; 125 34
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RN H RoR 00 A VR N 2 TE 2 R SOk
(12,217
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9 T84 ESF Bk AR BE 2 4 iR Cui 55
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XFFHE ST AN ] BB 25 4 A A G pE s H B ik
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MRS 2 99 B A, 45 & ESF 58k 19 o i 7
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Table 5 Experimental Environment for Solving MILP Model
&5 MILP &K1 R AR IRIT

Ttem Configuration
CPU Intel Xeon E7-4820 v2
RAM 512GB
OS Windows Server 2008 R2 Enterprise
Software Gurobi7. 0. 2

3.1 ESFEERENTMER
g L r 48 ESF S 3A #2270 MILP KAl
LA 7 A (9 22 70 MILP #ERIAT 373r+ 1 4> 4
A\ 72r+64 A2 i, ESF 5k AT 15 % 78 S 41 1
JE R 22010 K S SRR R 5L, Ik 6 o
Table 6 The Results for Single-key Differential

Analysis on ESF
R6 ESFHERBPEFHNER

Rounds # Active S-Boxes Rounds # Active S-Boxes

1 0 9 11
2 1 10 12
3 2 11 14
4 3 12 15
5 4 13 16
6 6 14 18
7 8 15 19
8 9 16

M 6 FRATHEXTF 15 #19 ESF Bk /%
AAEER S SRR 19, X 15 SRR, i T
SR ABAE B I ] 56 R Gl 15 D AT R % 18T 15
WHIR AL Ko ESF B3k S & &t 2 0 R 2
27 it (32=15+15+2) ) ESF & k2% 54
IR (2 DI =277 N TR 48 R ) B R
2% BT, FRATTIE B ESF Xf B85 4H 25 4y T ik 2 %
SHY.

3.2 ESFEEZMIWER

N7 r %8 ESF Bk i 4 MILP BERL, X F
¥ ESF Bk, 4k MILP AU 421r +1 A S
. 104r+64 A8, ESF 8L AT 16 5876 B % 4 1
BT LMIGER S &8s A, ik 7 Pion.

M 7 Rl X T 16 $2 1% ESF Bk e /N
TEER S &g 2 15 X Tl 16 e py AL, JR ESF
220 BT —FE B TR R A AR 2% 1 B R OC R
Gt 12 ), AT R % ERT 16 48 LA, [H A ESF
B S MR KREEmME R =27 fhiit &%
(32=16+16) ) ESF f/NMEEK S &5 N 30 (SLbx
AR T 300, F HERL S B, B R 2R M 22 1 7 A



2230

ARV S KR 2017, 54(10)

e =2 T IR AN A e 2 Tk Tk T BB R B SC
AN 27N T R R R B R W SR 2
S BRI B W SO E L 27 K R A A e R T
Bk S @& HUNT 32 MR B AR AT IR AN RE B . AT
Xt FIEM 448 ESF & 75 R0 2 1k B A5 2% 0 — 4>
T 7] A
Table 7 The Results for Linear Analysis on ESF
®7 ESFHEZUSTER

Rounds # Active S-Boxes Rounds # Active S-Boxes
1 0 9 7
2 1 10 8
3 2 11 9
4 2 12 10
5 3 13 11
6 4 14 13
7 5 15 14
8 6 16 15

3.3 ESFEEARTBRENTWER
HRAE 2.4 95 A WAL R A A RE 2 43 T ik @ or
r %t ESF 53k (A 7] fE 25 43 MILP 81, [ 7E AH B
)25 53 MILP B R i LAt b 38 2 > 2950, 20 5100
LA LTI RS DR A S o v VA i Dl T 5 =
L & 0, I T AR AR 5 A iR, A R TR 0 T
(16X 16)* =2 Fif . H48 & 3] 2108 4 9 % ESF
AT BEZE 4 AT IR 2 10 A AT g 2240,
o7 2R s Chin A R R 16 IR
(0100000000000000) + (1000000000000000) ,
(0100000000000000) ++ (4000000000000000) ,
(0100000000000000) 4+ (5000000000000000) ,
(0100000000000000) ++ (8000000000000000) ,
(0100000000000000) ++ (9000000000000000) ,
(0100000000000000) + (CO00000000000000) ,
(0100000000000000) + (DO00000000000000).
3.4 ESFEEFHXEZEERESTER
AR 2.5 97 B sh AL 18 &R A G 2 M 1T 19
B H#T - 30 ESF Bk i A etk i i MILP 5%
RUXF TR i MILP AL, 43 55 76 A0 R (9 £ M
MILP #EARVEERl E 3G 1 2 A 2958, 43 5 2 & 5E fa
AT R Y 1 A LE R AL B 1 K4k 0,
SAETR L [Ty 647 =4096 FEIE. L8R F] 925 4 8
R AL T RIS T R AR T 9
A DG L PR . o iy 7 Z5 TR BT R Chin A
BAEH 16 K2R

(0000000080000000) - (4000000000000000) ,
(0000000000800000) + (0000040000000000) ,
(0000000000000100) - (8000000000000000) ,
(0000000000000020) - (0000100000000000) ,
(0000000000000001) - (0000400000000000) ,
(0000000000000001) - (0000040000000000) ,
(0000000000000001) - (0000000100000000).

4 LERIE

TEASCH BT Sun 58 A 45 Y 22 40 PR H
AR vk M Sasaki %8 A2k #E (9 XOR #2:4E
YR FRAT R U S & A Y 2 R, E — A5
MILP #5581, 3§/ T ESF 83k 7= /& MILP #8554 () 45
P2 O (AT MILP [n) 857 SR i 55 = 2. 3.
PR AR MILP A5 R B 3] 42 6 90 o3 4 2% 5 B3 1k
ESF ., 16 % 45 T2 T BB 4R L 1 4 ESF 5k Y
ZEor MR /NG IR S G0 IF R AR K WA
AT BE 25 70 R AH 2R M X 4y A [ UE B T 248
ESF JE @48t 22 43 Yoty - AR M xf Tk B 42 %8 ESF J2
A R St AT 9K 0 — A TR ik )
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