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Abstract The private set intersection (PSI) is a specific application problem that belongs to the field
of secure multi-party computation. It not only has important theoretical significance but also has many
application scenarios. In the era of big data, the research on this problem is in accord with people’s
increasing privacy preserving demands at the same time to enjoy a variety of services. This paper
briefly introduces the basic theory of secure multi-party computation, and highlights the two
categories of current mainstream research methods of PSI under the framework of secure multi-party
computation: the traditional PSI protocols based on the public key encryption mechanism, garbled
circuit, oblivious transfer and the outsourced PSI protocols based on the untrusted third party service
provider. Besides, we have briefly summarized the characteristic, applicability and complexity of
those protocols. At the same time, the application scenarios of privacy preserving set intersection
problem are also explained in detail, which further reflects the practical research value of the problem.
With the deep research on the PSI problem, researchers have designed a set of private protocols that

can quickly complete set intersection of millions of elements in the semi-honest model.
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Table 1 The Comparison of Two Research Methods for PSI
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Comparative Items The Traditional PSI Protocols

The Outsourced PSI Protocols
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cryptography protocols, including symmetric, asymmetric, cryptography protocols, including symmetric, asymmetric,

Hash, digital signature and other algorithms, and all the Hash, digital signature and other algorithms, and all the

Similarities input information is encrypted and confused.

input information is encrypted and confused.

Security model definition and security proof method under Security model definition and security proof method under

the framework of secure multi-party computation are also the framework of secure multi-party computation are also

applied in the two kinds of PSI protocols.

applied in the two kinds of PSI protocols.
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Table 2 The Notation and Description
x2 HSHHA

Notations Description
C,S Represent the client and the server
X,Y Represent the sets of client and server
Vs w The size of the collection of client and server
i€[1,v] The index of client set elements
jell,w] The index of server set elements
Tisyj The ith and jth element of client and server
H.,H' The random oracle
! The bit length of the string of OT protocols
o The bit length of the set elements
B The number of the Hash bins
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Ui 5 [A) 6] I 55 e o 1 H 58 Y th I K v, (9 Hash
B 17 RSA B A /B2 {1, jennw» H ¢, =
H' (CH ) JF R IEG T P 3. B PO (2] e
EKEBREAAN TR 5 {6 eno TS L EIT
=3I NE L DO B e R Ly - S T o A O
BT HA, De Cristofaro 88 A X 42 H T R AHZ A
PIE ) PSI PpIF gz,

VL EFTA Y PST IR GR T 25 5 54 1 ik
B,2011 4 Ateniese 55 N EFXFiX AN ) B, 48 T %
T RSA 8 1y — b B % 7 i 46 5 K/ PST



IS 45 R AA PR AP AR B S T B HOR BT R S ik

2159

BT B ER  + E SE TC  E
ﬁj—‘ Hash ﬁlﬁaﬁzﬁk RSA ;%*H{E A =S g/]jl“(»r/) s j'JF

R [ HGp
7

W RAREEALIFERS T=A% =g 5 " kit
20 M 55 s v« AR 55 ke T ARIAE A B R G Y W94 —
ATCH LAt ) e, = H (TR G
W Z=g" Ml ) jernw RIE G E P Ui s e Ja - % 7 S

R XC] HGxp)Hxp)
=1

it 2 = H(Z ) KA et A

{t,}ierw TRV EE G E. A I0T TR IR 55 45 v 1%
AP AT K% P i AR A KRS RADNE
SN YR O M R I TR 7y N
2.1.4  NENE R PSTERE LA BT

TR LA B A& B M BE A T B AR 4
N 2 A AR (hR S 8Y | BE PI935 S ) | A
AL RIS G R 1Y A BEXT % 7 i AR 55 44 il
THER R {5 52 2% B AT W S e AT e AT A Rk 3
Fr 7

Table 3 Comparison of Private Set Intersection Protocols

x3 RAEATEHUERLEER
Protocol Security Adversarial  Communication Computation Complexity Computation Complexity
Model Model Complexity of Client of Server

FNP04[2%] Std HbC O(w+v) O(v) exps O(wloglogv) exps
KSo5011] Std Mal OCw+v) O(wv) exps O(wv) exps

HLogksl Std HbC OCw+v) OCvs) exps OCvs+w) exps
JLOo962] Std Mal OCw+v) O(v) exps OCw+wv) exps
HN10C5% Std Mal O(w+v) O(w+wv) exps O(wloglogv) exps
DT10L68) ROM Mal O(w+v) O(v) 160b exps mod 1024 b O(w+wv) 160b exps mod 1024 b

Note: exps denotes modular exponentiations operation.

JUF B 150 A 8 15 52 2% B — AR 5 B 5 JU R 2k
PEIC R L PRS0 R AT X O R A R A R AR
TR e R SRR B KERLIE X R, H
T RAR 3 0 SR FH ) 28 0m B At 28 B Bk 4R
TS — %/ 1024 b L, De Cristofaro 28 A #2
i PSP BUSE B35 P i 58 B 160 b A %A
1024 b, PR35 F4 B A IR
2.2 ETRABRK

e bk AT 200 T R pR R AT A i
FE R R, BIA] DL 2o H 9% ik D AT 5 ) B pR 4R
THER ), PR AT DA YR L F 8% 9 5 74 358 PST ()
L BE TR ELHL A PST PRl 2 2 EARAT 2 Fl: DM
JC 3R WL B e ) Bl R S s RORES
AEAE 5 2) 38 Ao H B AR T B AL DR B 1) 5T 2R A )
[, AR5 s AR S TP T R PT ILE LL O ) &2
AT A SR,

2012 4 Huang 58 A4& 1 3 Ff 5 ok [C IR L
L PST PR i 52 37, 4303 S BWA (Bitwise-
AND), PWC (Pairwise-Comparisons) , SCS ( Sort-
Compare-Shuffle) , 73 5 1 H] T A [] 19 £ & BLAEL AN

B E UM TR b BWA PR SCK S G
o P I IT R Rom UK o 27 7 1) &, (0] 4 o B —
fRREGH DI R PR 1 &R

TTEREERT . N0 FRZITCREANEES . HITIR
LB X 2 507 &4 m s g T 5 s B SRR
A WA ) i, 2 1 A 2 A B ot R PWC PRl 3 2
Ik TR L R B KT 9 7 B O 2R R AT PR R AR A R, B A
B2 AKE R o i oc R AT XOR 25, IR R
RN T OR ZH, TSR T Free
XOR Fe AR 4 %F 76 % 0] A 55 1 0 7 275 2 9 3
o—1 MNIERER T H K. SCS il i EE SN &
J st Rl 55 4 i 20 B FE AR MU XS 25 B 4B A hon R 3k T
HeJw , JF A VR L B AT T B O s MBI RS
rfFE 2B G 2R HE AT AR A 0 L G 2R RE A DU SR A 4
LR s JE RIS ELT Gl R H T 3 Fhoy ik 58
BELF AL BEHFE R4 [F 2500 % . Waksman [
% LY H ey 2By kM ER A G oo R AEE BD W 4
P . % B RGE o AN 2B YR AT S B R L
45 e AL AL HE R AU EE OCon log m) AE 5+ 85 17]
B ERAE - RO T PRI T 530 3 B ok 2L S B Ty
FEBRES S FEREAEL TR, L F
I B S N S gt U

2014 4 Pinkas % A% Huang #& H 1) PWC,
SCS PR AT P4k 3222 % FH R e bR A B AL
OT PO IR AL i B AT k. i TR EL A & L OT
F IR FE il 58 B % a5, It OT Pl i el it
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AR KR B 9 /0 PR IS T 550 R 38 A AR . S Pinkas
FENBAH GMW IR AL B 64T PST M5, 1%
PR AR HBE AL OT st PST M35 BR T
MCOT Prisl i F B ik IR L H B AT GMW TR AL
AT IS 7E PWC Pl HpVE 5 2R ] Hash pRi %k
N4 G T ZE AR AT W ke 9/ T TR G R A I E A
UEL AR KR BE 9l /D DS F 3 R 2 B

2016 4F Pinkas &8 A3 o B B SCE0 T 3T AL
ERBEPL R PSITY 3% B S AY S B 7E T AT =
3 S2 94k OPRF  /E % 5% i SCiik[(38 ] AES 52 fl
f&. OPRE, 3f 43 51| Ak [ VR &L L i i GMW IR L F
HAT 5 AES s%5E L PS4

& A4 X Rh 1 B IR L R B 1 WIS AT i AR 4%
FEHT AT A R

Table 4 Comparison of Private Set Intersection Protocols

R4 EEXEMBERELLE

Cost in non-XOR Communication

Protocol Gates Complexity Best for
BWA 20 Ok 27) Small Element Space
PWC O(on?) OCoxn?®) Large Element Space
SCS OCon logn) OCokn logn)  Large Element Space

Note:n: the size of sets; x: the symmetric security parameter.

BWA Ph S EAU 5 o a6 8O & 38 H T4
NI o fH. S5 A SCER [73-74 ] v 52 50 45 2R o L 1
PWC.SCS t Bt 47 73 #r. T PWC B3 80R H
Hash o B0 2> He B0 UCKK, T8 2R o G TR AL A 5
i GMW TR AL HL B A 3 530 A 15 42 2% ¥ 1 R A0
T SCS Prill.

JEAE R LA B 09 PST B — B B A L R
VA AT A L (E 2 RE oK K00 FRL B T — i BEOR
ARTHI] FL g6 50 L B TR DR MG T I B R 1Y

PRI — T SR RO ARAIG o A AT B i 1] T 5 ] 45 K 1Y
e AL
2.3 EFAREEEREMIL

BT AL AL PSI MY FEEE L OT P
BOHEAT 1] 5 8 0T 28 AR 45 PR ) B ok o8 1 BE A s R 1T
FLBEA AR R OT Urill itk & g, 2T OT Pl
(4 07 FH I I A5 3 TRl R L R RIE ST OT
WY PST 3R] LU 58 i A2 70 2 BB Y 22 4 3t
BAL L BT T RS T 1 3

2013 4 Dong % ANH&H T4 1 A~ al b #AE 5 T
IR B G N KN PST ) 3% i8I T A [
i 3E %% (Bloom filter, BE)'* g fL 2 fly o A 42
TG Sy ML, AR TS 800 X R 0 B AL A R
RS FEARAIW — D u R EGAEES T E T
FIA—E MR T E K& 0. BT
2 G M A L DR AR S5 A i T 52 B BF. N
BF, (45 R MR 6 38 5 38 WA B I8 2% BE .o, 1
GiRA - GEERSEERESCESMBE
B R HILEE R OT UhSORARE 2 4 1.
Z LR K P RS n AT R RN A
Ree 3ok 0 4 45 4 A o 3l D 8 A Il K BE Sy om B 57 o)
L RMEGICE M B AR Hash pRE Ay shy o oee,s
ho WS B A7 1) D) s IR 5 #R m B AR G OT R KRR A
GBF (garbled Bloom filter) %544 , GBF 5 BF 7K i #H
[F] s X GITE T2 5| 7 8 A7 1Y 02 o0 2 56 T 5 sl 4 1k
R EILZRE r B a=r @r, @@ reox HK
FER o MG TTER s BT AT m R OT B & 7
Ui ) BF 25 #4 /S B8 1) i, Ik 55 #% i 1) GBF 4544
A B BT 2 7R A A Hash e 80 555,
AR B JC 2 W 53 2] BF Al GBF LRSI B —E
AHIE L e OT B, & i e iR B AC R h oo R
R b 5 e B2 A 0 2 — 2B 3l ) A R SR T AR AR A
ZET TR, ZHBUR R E 1R

m instances of

1-out-of-2 OT

se[o[1Jofo <[] o]1]0

* represents a random string;

GBF [+ Al «[a]-]a]«]a]a]+]

A\ represents shares of an element.

Llafe]-]-

Al «]-]a].]

GBFcﬂs

RS represents random string. The client acts as receiver: Uses BF as selection vector. If BF[i]=0,
the client receives RS[i], if BF[i]=1, the client receives GBF [i]. The server acts as sender.

Fig. 1

The private set intersection protocol based on Bloom filter.

P BT B e s s Y BRRL R B S AR ML
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2016 4 Rindal & A XF SCHR 75 ] B 13000 % 2
RERY A7 46 0E  BE X% B % 7 i . 2R H] cut and
choose BAR K ARIUE PR % 2 FF [ LR FHREAL OT
Uk 2> i 55 25 i 3084 A A LT

2014 4 Pinkas 48 ANFESCHERL73 ] BR 7 %R L
L B B LA A A1 o i %) Dong 458 H 09 B 3474
b EHBEPL OT A & OT Bl Ik 55 45 o
AT EARAF GBF 4548, 3548 1 RS A, HAKT =,
P vl FIR 55 45 B o3 ) A2 A B R A B L B
BF.,BF . 7A€k m WREEHL OT By A, i b 5 518
GG JEH— ) 1t — OT & . i BF.[i]=
BF,[i]=1,#4 G.[i]=G,[i]=random string €
(0,1} FV 2, € Xoy, €Y. & P8 mask. [i]=
@i G LH, ()]s W55 2% v it 5 omask, [ ] =

121G LH, Cyp) 191 3% 45 7% 7 i s 25 7 i Ao A 2 15
FETE s /2 mask [j]=mask i PDRAW TR = &
BAEA LR, T TREAL OT 1 OT $7 R B il A H A%
T RLE AR S A B AR S 0 P SRR 4 T A B
55%~60%.

BT R Xt OT §7 R s i e fb H AR
SCHR [ 73] Pinkas 45 A& 48 5 1 80 19 3 T Hash
FIBEHL OT BrillrY PST B 2 B IS0 A9 B Al 2 38 4o
o WRAHL OT PRt K BE Sl o 7 A9 JC R 17 AH 55 1%
FIWr . SR J5 K H] Freedman 7E SCHER[25, 54 42 1 9
Hash 77 326 50 & Wi 5 240 b, 430 4l be e ok 58 B4R
G LI . o 0 0 FOMH S M A W 0 2k AR Dy R
BEHL OT Prs, 25 7 g By 10 BE AL B sip € (siasi) €
(0,1} s i=1,2, 0, I 55 5 v iy th BE ML & 53 €
(shas)E{0,1},i=1,2, 0. % m, =@ s,
m. =@ sk s R mo=m, PWATE .y M5, &L
PRl T BEAL OT Bl 203 R K $R e o3 A TRk
FH Hash B35 A0S PRI B (0 &2 24 2 1 O (n®) 320
2| O(nlogn).

5T Hash FIFEAL OT il 1y PSI Prill (93155
FE A5 2 2% BT R A KB o BUIE H, o T i —
Ak /0 1 B8R {5 JF A . 2015 4F Pinkas & A F
B4t Hash 09 B AR, X3 T 2R & 19 PST B
W ZEMSCR A B % Hash! ™ 8k, 2 AU
TCR x RARNNEL 2853 2=z [ars |20 | =log B
Aoy FEMRF R ICR RGN E p(2) =2, D
SCap) s Horp £ N B AL PR E: (120 ] > [ oo
20 A2 4 o Hash Al AP 52 B 77 % 10 0 26350
53 Hash #i v A5 242 o — log B LLAFF A JC

@ https://github. com/encryptogroup/PSI

LR PST PR CAT DURE — U0 2 A 45 4 ) ) aod 7
FEEHL OT T PR AT B o k20 o 6 — log B
X HE— 2D BEAR T I T RE A S A

BT ARG AL PST P SCHACR = 2K T
OT FIh Bl R N g — OT ppild . wl ik
— > OT P AT IR EL. 78 Kolesnikov 4§ A
A N E— OT hil ™,k ] Walsh-Hadamard
(WD S5 152 2] 1E 7% X 08 4 1] 0 2E 47 9 A5 o 1 75 X0 1<
JE N o {004 70 3R AT AH A5 1R A W i AT LR BE AL OT
PRSERAT IRBON o Ydi b S ¢ . o 1= o/log N
HZ P U T8N NN =256, 2016 4F
Kolesnikov % A SCH H—F 87 1 Bh s 32 B st
A 1) i >R Dl Bt AL 20 5 1) 07 3 e 0 3R S5 A
Wi s AT 9 OT B B YA T o0 B8 i — K
OT Prislm al LLFI Wy 2 4> J0 38 2 75 A0 55 R R
IF 2 AL A 1 AES SE A4k Oh BEAL BRI K. 7 o HUER 64
w128 I, i g PST B e SCHER 78 T 69 B 350 pk
2.3~3.6 1.

[FAE, S 148 PST A 8503 K5 0 R A HUR
IE A T TR ML K 0.2016 4F Pinkas 4
AR B i 5l iR 2 AE A 52 B OT il I 7 e L il
ek PSIVYL R R E PST SR i #8022 1
BEAL 70 A B A ST R 9 OT 97 B [N
1 PST Bl isC— B FI T Bl AL 75 A5 280 A0 2 3 552 A
B35 HET OT /Y PSI P SGHT 52 2% 5 70 #r

Table 5 Comparison of Private Set Intersection Protocols
x5 BRAESTEHIUERIEER

Computation

Communication

Protocol
Complexity Complexity
Bloom Filtert7s] Onk) OCkenk)
OTL7) O(no) OCoxn)

Note:n: the size of sets; x: the symmetric security parameter;

k: the number of the Hash functions.

UEAME & 38 1 S0 X L T WSS B R (R
4> Hash % PSI F13E T RSA A0 %58 R HLE
B OT Ppisl iy PSL 2 6 Sy SCHk [ 74 ] 43 55 5
gE R Z SR T B 2 /%4 K Intel Haswell i7-
4770K,3. 5 GHz CPU 16 GB 4 {£, i i OpenSSL
(v. 1.0 Te) 55 fith 2 J2E 52 L3 S b 1 55 R Jon 2% 8 42
Miracl(v. 5. 6. 1) Fl GMP J# (v. 5. 1. 2) 528 OT ¥~
JR UM SUHIZS BA 2% AR 38 5 5 56 45 R 3R ATT T L
Xt 4% 2 B LA P BE A T 0L A9 AR
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Table 6 Comparison of Private Set Intersection Protocols [7*]

R6 EETHEMINERLEE

PSI Protocol Runtime/s  Communication Traffic/MB
Hashing 0.7 10
Public Key 818. 3 74
Circuit(PWC/OPRF) 83.9 9170
oT 5.6 107

Note: Protocols on sets with 22° over Gigabit LAN. ¢ is 32 b and

the security parameter is 128 b.

W2 6 T LAA AT 3T A BN A 1 Eh s 5
A e AR R BN E R EH TS
5575 TR 7 AR R 38 15 Al 5 R O S0 1 5 AR
T HL %A GBF By Hr O3 2 22 AR TR T A
IS AB R A5 A B B ey 5 R T OT Fl Hash SEB%
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PAFFAT A 31 530 5 3% T IR AL i % 19 PWC, OPRF
PISUA] AT AL AL BE L T SCS WS 1] H B #8 2 4

,
.
// ,’/
// /
B ,
// ’/
%
’ 7’
// //
4 7’
p
;
x
Public
Parameter

Client: Alice ottt

Trusted Third-Party

K ANE G I B 3T OT # PSI i i
FIR)Z A OT §7 J& Ui i mT 4746 K et m]
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3 =EBEIH PSI
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SEARTT IR SR o AT FRAF it B 50 T 50 5% %) 2% o 1L
7 FNFS By 1A TC TR N KRR 42 () PST 3T
K. SR L BEE 2 15 B 2R, R I A6l
BEVRFN 5T U LA — 4% 75 I 55 1 O =X P 4R
HE AR R s B S BY T8 =07 =i A HE Sk 5
RO A 58 5 B2 0 TR A B T = IR 45 AR
T RO BT T AL e RL B S s AR
(OPSD PrSUVE 7 5K 19 2= %l B B9 22 4 ok B0 3 1)
RS AAE— DA AE RS =7 I 5 324k 5g P2
575 R W — F 50 75 208 i A5G % B A Ak B Can
[ A5 %% Lh BEPL ok K0, Hash pR 50 5 BAE 3 =
Ui SRS H P AR SC B o8 U A SR IR TE T
WHAT R P 3R AR Al i A b A5 R
SE R 2= IR 55 2% 1 A7 i R0t 38 B .

AL T4 PST Wi, 721 1 = i Bh i) PST
PO, — T B A iR PR D a0 R IR g5 2% AN
K25 AW KBNS 5 Z AR
FIHA 22 Bk AL GE i & 4 22 07 T B ALY
P AL & A AR BN Z R AN 2 fr s s Hovb — 3 4
BT AR RS = AR R R B

2012 4 Kerschbaum #£ H T 2 F | FH 5 [m) p& 4K
SEIPLA IR SML PSTHR . D e e 2, i

Db

Public

Parameter

N N
b N
N
N N
N N
N N
N \
N N
N N
N .
\ N
N N4
N N
N N
N N
N N
N N
N .
N
N
-
Public
Parameter

“““““““ Client:Bob

Alice and Bob’s data sets are denoted by Da and Db, and they respectively encrypt their data sets denoted by Ca and Cb

Fig. 2 Outsourced private set intersection protocol

B2 AMa B AL R G S R UL
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(8 y&)(mod n) s & F i A 7E % C LR E G AR
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Enc(BF ) KA 34 145 4 5 22 4R 19 A B i 8 4%
S5 1Y % SC Enc (BFEapp) 3R 9] 45 % 7 i o 25 1 i
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(VI=H )+ ri'}ieriw » 300 BEHLECR I b6 4
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OCd ) FEARE] OCd) . P BLad 7 0 - 7 i 7 A
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L FEALEL 22 SRR AT A AL PR AR SE 45 5
=07 MR 55 i 5 IR 55 v o A 1 d I IAER T 1 BE L
gIﬁﬂ wr v*ﬁﬁ%%fi%@ﬁ:&x NSy =Pa. ws+
P .y 3] 8] 285 0% P B 7E 2% SCHEAT 4R 5 S 4R
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PRI G 22 4. e TAE SRR | Abadi 42 H T
AT BGHIE Y 25 A PST HRC  BE AR IE & 7 i FH 4

BB 14 B ST R A A B a1 S8 BE

2016 4 2= WA A5 N A AR PR G A A
ElGamal [F] 28 FA MG T — R il se B8 T b
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Table 7 Comparison of Private Set Intersection Protocols

®7 AREHIER LR

Protocol Communication Complexity Computation Complexity of Client Computation Complexity of the Third Party Server
Ref[82] O(w+v) OGm) exps O(vw) exps

Ref[83] OCk(w+v)) OGm) exps O(kvw) exps

Ref[85] O(w+v) OGm) sym O(w+v) add

Ref[26] O(w+v) O(m) sym O(w+v) sym

Ref[87] O(w+v) OGm) exps O(w+v) exps

Note:exps denotes modular exponentiations operation; sym: symmetric cryptographic operations; add denotes modular additional operation;

m=max(v,w) k; the number of the Hash functions.

ik DA B BAR PR 23 B, BT A s
B PST 2R U A S AL 2 e 8y, 7e
PRSI 22 4 P R O b 2% B AR B B i A R,
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