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Abstract The security migration of virtual machines (VMs) is one of the important requirements to
ensure the security of cloud environment. For trusted VMs that contain vIPM (virtual TPM), the
security migration of vIPM is also need to consider. At present, there are some researches on the
security migration of trusted VMs. However, due to the non-uniform model of trusted VMs, the
solution of the migration model cannot be applied to all migration schemes, so there are some
limitations that there are no uniform security model and test method for the migration of trusted VMs,
Regarding the issues above and referring to the common security issues in virtual machine migration
and the relevant specifications for trusted computing and cloud, we analysis the security requirements
of trusted VMs. Based on the requirements analysis, we propose a migration framework of trusted
VMs that abstracts the participation components of trusted migration and describes the key steps and
states in the migration process. Then the labeled transition system (LTS) is used to model the
behavior and security attributes of the trusted migration system, and we construct a dynamic state
transition tree of migration system based on the model of migration components in the system. The
migration model of the migration system is constructed based on the modeling of the process
components. We prove that our model can be applied to the consistency test of trusted migration
protocol, and the comparison with other related work shows that the model is more fully considering

the security attributes in trusted migration.

Key words trusted virtual machine; virtual machine migration; security protocol; labeled transition

system; security model
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Fig. 3 The basic framework for the migration of
trusted VMs
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Table 1 Data Attributes and Definitions of Migration Protocol
F1 TBRHBUPHEEEENE X

Data Attribute Definition

Certificate used to verify the identity,i& N=
{SH,DH}

certi ficate;

measure_loc
secret

um_state

vTPM state
um_image
vTPM_image
data_VM

data_vTPM

measure_bak

ke Ychannel

ke VvTPM

iterative_memory

Slagsae

Measurement results of local platform
Secret value in communication

Running data and status of VM and vITPM in

the downtime of migration
Virtual machine image

vTPM image

All the data related to the VM

All the data related to the vITPM

Reference value of measurement of host or

software managed by TTP
Communication key after the key negotiation

The key protected by TPM used to encrypt
the privacy of vIPM

The memory transferred in an iterative way
flagri and flagaceess mark the failure and

success of migration
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Table 2 Action Attributes and Definitions of Migration Protocol
®2 TBRHBWHHIFERENE X

Action Attribute Definition

Identity authentication,generally through the
Authentication  host and trusted third party interaction to
complete

Key negotiation, to generate a symmetric key

Keyexchange for encrypting the transmitted data
Cont Operation of contrasting data

Seal/Unseal Seal and unseal operation of TPM
Import Import the key into the memory of VM

T SR MR T RS AR G A R RS AT B A
LA K Xof o7 F9 AR 285 788 A A0 U R A7 4 34 T T S K e
IR SR REAS I B P A R R AT A A

1) JNT Ao

O SNk

DH—>SH :certificatepy ;

SH,TTP: Authentication(certi ficatepy s TTP) ;

SH—>DH :certi ficatesy ;

DH, TTP: Authentication(certi ficates; s TTP) 3

@ Tj}ﬁﬂ%‘ﬁ ke ychannel

DH,SH :Keyexchange(secrets; »secretpy » protocol) s

© 5B LIk

DH—SH :Encryptk.,, , (DH. measure_loc) ;

SH—DH. Encryptwkydmd) (SH. measure_loc) ;

TTP—~DH :SH. measure_bak.

TTP—SH:DH. measure_bak;

SH :Cont(DH. measure_loc, DH. measure_bak) ;

DH ;. Cont(SH. measure_loc,SH. measure_bak).

2) Bl tetm

O VM-vTPM £y

SSH—DH :vm_image,vTPM _image;

DH . Create DH. vm and DH. vTPM; SH —
DH :lterative_memory;

SH :Suspend VM-vTPM and Save SH. vTPM _
state;

SH—DH:SH. vm_state,SH. vI'PM _state;

DH :Restore VM-vTPM ;

@ HYILH

SH :Unseal SH. Key,rpu s

SH.,DH :Duplication protocol;

DH :Import SH. Key,py and Seal SH. Key,rpy.

3) JE T HE

if (session fail Ukey import fail JVM restore

failUvTPM restore fail)

DH—>SH: flag_fail;

DH :Delete DH. data VM and DH. data_vTPM;

else

DH—>SH : flag_success;

SH :Delete SH. data VM and SH. data_vTPM.

end if
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Table 3 Partial Symbols and Definitions in LTS

#3 HEEIBRANBATSHEN

Symbol Definition
L All the observable action sets of the system
L The set of strings on the £
asb,c The element in the collection £
WsSsS1 582 s»  The element in the collection £*
€ Empty sequence
T Unobservable internal action in system
L. LU {z}
asalsaz s a The element in the collection £,
psqsp1s*spy  The element in the collection Q
r=>q p—>q

There are p1,p2 sty pn.0<i<n,make p LN

b1 4‘»..;73” =q
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Fig. 4 Process state of AB protocol
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Fig. 5 The process state of trusted migration protocol
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Table 4 Comparison Between our Model and Other Related Models
R4 ANEBSHMBEXKBPLLR

Module TTP  Authentication Integrity Encrypted Privacy of  Volatile State TPM TPM K-Cy Atomicity
Measure Channel vTPM of vITPM Seal/Unseal Duplication
Ref[1] No No No Yes Yes Yes Yes Yes(TPMI1. 2) No
Ref[ 2] Yes Yes Yes Yes No No No Yes(TPML. 2) Yes
Ref[3] Yes Yes Yes Yes No No No No Yes
Ref[4] No No Yes Yes No No No Yes(TPMI. 2) Yes
Ref[ 6] No Yes Yes Yes Yes No No Yes(TPM2. 0) Yes
Ref[ 7] No Yes Yes Yes Yes Yes No No Yes
Our Module Yes Yes Yes Yes Yes Yes Yes Yes(TPM2. 0) Yes
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Table A1 The State Transition of Trusted Migration System

MR Al AEEIBRREREREGR

/l
ao PO PU
al Po,2 Py System authenticates the identity information of the destination host
az P P, System authenticates the identity information of the source host
as Po.1.2 P3 Source host negotiates the key with the destination host to establish a secure channel
ay Po.i.s.s P, System verifies the integrity information of the destination host
as Po.2.5.4 Ps System verifies the integrity information of the source host
as P35 Ps Creates a secure session
a7 P Py Destination host obtains the image files of VM and vTPM from the shared storage server
as P Pg Destination host creates an empty VM and vIPM
ag Ps P, Source host saves the volatile state of vTPM
alo Ps P System checks the load condition of the destination host
all P Py System checks the running status of the TPMs on both hosts
a1z Py Py Memory pre-copy
a13 Py P Virtual machine is shut down briefly for performing memory iterative transmission
als Py Py, Execute the TPM duplication protocol to migrate the encryption key
ais Pis.4 Pis Verifies the running status of virtual machine
ai6 Pis Pig Virtual machine restores fails and performs atomic operations
air Pis.s Py, Performs an atomic operation and restores the virtual machine to run




