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Abstract Data security issues have become a serious challenge to national economic, political, defence
and cultural security. As a core technology in protecting data security, digital signatures have been
widely used for the verification of data integrity and source authenticity. The security definition of
conventional digital signatures is existentially unforgeable against adaptive chosen-message attacks.
Although it meets the basic security requirement of data authentication, it hampers the reasonable
operation of authenticated data which is desirable in many practical applications. As a type of
malleable homomorphic signatures for editing, redactable signatures allow the signature holder
(redactor) to delete sensitive portions of the signed data and generate a valid signature for the
disclosed data without any help from the original signer. It has been a research hotspot in the field of
cryptography since it was introduced in 2001. In recent years, many researchers have studied
redactable signatures from the aspects of formal security definition, redaction control mechanism,
computational cost and communication overhead, and there are lots of research results. However, the
rapid development of network technology and its applications are putting forward new challenges to
redactable signatures. This paper summarizes and analyses redactable signatures in terms of algorithm
definition, security model and representative designs. Furthermore, some existing problems worthy of

further study are also discussed.
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Hash B fit) RSSH#:2129:20 27209354400 e 70 3 28 P g B
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M b VBB B s AR A E 3 4=27 A4, 40
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E » B AL 1 1 2R V8 7 58 19 Bt 7k Chiding) fRAIE.
SCHRLI3 B ARIE ] 13X 2 A% e % R G
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By !
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Vo Uy Redact ko
—_—
voo/ Vo1 V1o V11 \ 10
m[l] m[2] m[3] m[4] m[l] m[2] m[4]
koo ko1 k1o ki1 ki
v;=H(0, k;, m[1]) M'={m[1], m[2], m[4]}

2.2 HF Merkle Hash $f&J RSSH

Johnson % A" F 2002 4R 1E 20 T HA F A
PR BT %5 44 . 3T 45 G Merkle Hash B Fi 04 Bl HL AL
AR T BRI BT S 4 R FE T Merkle
Hash # ) RSSMH 80y 7 N A8 1

D SO A A k., R M= {m[1],
m[ 2], omln]} W 2 A FEAGH R AT ES.
MR R [1bn | 0 = SO T 6 758 m 0T
SrELgs M T B n AR AL B L DU M=
{m1]sm[2].m[3].m[4]} R & — KR T.

2) TRV AR AR MU R AR b R R
BEBLEL £ A SR T MR e BURR B E. N IE] 1
JoR s R T i AT a5 R B k. AR S BURS K A Bl
HMLECE B G s A 15 B A 4 10 S R % E
(o sk )<=GCk) IR BETH G B (oo s koy ) <G (ko) F
(kg k1 ) <—G(Ry).

ko ky

koo kot kg kit
Fig. 1 The generation of nodes’ key value

PR 1 R R AR A

3) s Hash i A U 6. 0795 5 Hash ff
v, =H0,k,,m[ ], 5 Hash {H v,=H(1,v,,
U1 ) B AR S Hash B v. =H 1,0, ,0). 1NK 2
iz«

Fig. 2 The generation of redaction signature of RSS based on Merkle Hash Tree
K 2 FET Merkle Hash # () RSS 17 %5 44 A= it 72

4) B AT s R bR e R A A A A
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5) LA MR R T EANELE
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m[ 3] FIFHAR T ml b0 R %5 (E k., I8 T 9T B %5 M



T e Al BT P S BT R SRk

2149
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97 8 Hash A RBERITRE BT A LW
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FEELM UL IR d<Ver (pk,v. 6.).d=1
TWE S o0 AR 7 W TCRLA.

T Merkle Hash # (19 RSSM2 H A5 A 1] £ 3%
PE R B R PR, LA T Oh i Mk R bR R BT A A
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Pk B Hash pR 5500 58 0 Al 388 M ORGE. SCHR[12 198 5K
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(m;s0:sC) ey s0” ) » Ho o BT 5 T 4% F 50008 (1
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0> I HE
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P S e (o0 g) = eChyso). MRS o Flo, #A
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BT WL Mk e S ) RSSHS HAT R AT Bl 1 | B
AhE A E WY PE. R B P 3 P i E S co-Diffie-
Hellmann f4 FRIEE CRIIE » BFA TR 1 38 4528 44 19 % 4
PR Hash pRECRY 58 PO AL 78 2 ORIE. PR 1% 7 8 D
U2 2 T AL 2 24 SR A5 A A ) BV A 28 44 A4
R B T RO BAT AT A B L B8 = JE R A Ik i 3
2R IR S A SR e S 2 I T R B A
B, SCERL18 DEAALIEM T X 3 Mtk
FEN % 40 K B R B DU A X s B {3 5 T
BK.
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RE 4% Caccumulator) 7 h 5 & RUEIE 4 L B
IIAE I A B A8 A 1305 A I SR g BT R
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D WA R W BT AR
ARG UERSH A 15 BME G 5 2 00 A Fh
BN Csknss s ploss) s V8 5 G 2 19 25 81 A2 U505 L
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2) B AR TR A RV M 2
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AT BAE mienn B9 AL BLOIE 9 wit,, <~ AWitCreate
(SR s Pl sacey saux sm;) . Vi FAE B8 BUF 26 4 10 %
AEET R AR M 2 A 24 opss<Sig Cskpss »
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3) BEIT A A U . i AMEIT 48 4 MOD ., &
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Ccwity, o cvon - EV IR B B B T 2CHR 0 B E 4R 0
HMABIT 2 4 45 R 6 < {opss saccu s WIT',ADM}.

4) %A YRS . VR AR G0 B A 44 T I TR B
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M. 2R 5 % B 36 0 50k 0 UE AVerify (plie s
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F 244 A 0 A5 W TSR
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