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Abstract As security problem has become the tightest bottleneck in the application of face recognition
systems, rendering a face recognition system robust against spoof attacks is of great significance to be
dealt with. In this paper, aimed at video-based facial spoof attacks, an innovative face antispoofing
algorithm based on local binary patterns (LBP) and multilayer discrete cosine transform (DCT) is
proposed. First, we extract face images from a target video at a fixed time interval. Second, the low-
level descriptors, i.e., the LBP features are generated for each extracted face image. After that, we
perform multilayer DCT on the low-level descriptors to obtain the high-level descriptors (LBP-MDCT
features). To be more exact, in each layer, the DCT operation is implemented along the ordinate axis
of the obtained low-level descriptors, namely the time axis of the entire target video. In the last stage,
the high-level descriptors are fed into a support vector machine (SVM) classifier to determine whether
the target video is a spoof attack or a valid access. In contrast to existing approaches, the outstanding
experimental results attained by the proposed approach on two widely-used datasets (Replay-Attack
dataset and CASIA-FASD dataset) demonstrat its performance superiority as well as its low

complexity and high efficiency.

Key words face antispoofing; local binary patterns (LBP); multilayer discrete cosine transform

(DCT); Replay-Attack database; CASIA-FASD database
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Fig. 1 Flow chart of the proposed algorithm
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Fig. 2 Demonstration of high-level descriptor extraction
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Table 1 HTER of the Proposed Algorithm on Replay-Attack
Dataset and CASIA-FASD Dataset
& 1 KX E X7 Replay-Attack F1 CASIA-FASD #{#E E E

#) HTER &
HTER|%

C I Replay-Attack CASIA-FASD
Dev Test Test
1 0. 00 0. 00 20. 00
2 0. 00 0. 00 19.07
: 3 0. 00 0. 00 20.00
4 0. 00 0. 00 18. 89
1 0. 00 0. 00 20. 00
2 0. 00 0. 00 19.07
’ 3 0. 00 0. 00 20. 00
4 0. 00 0. 00 19. 26
1 0. 00 0. 00 18. 89
) 2 0. 00 0. 00 19. 26
’ 3 0. 00 0. 00 19. 07
4 0. 00 0. 00 18.43
1 0. 00 0. 00 18. 89
2 0. 00 0. 00 20. 00
! 3 0. 00 0. 00 18. 25
4 0. 00 0. 00 18. 06
1 0. 00 0. 00 18. 89
i} 2 0. 00 0. 00 19.18
’ 3 0. 00 0. 00 19.18
4 0. 00 0. 00 18. 89

C: Number of used DCT components; I: Interval for extracting

frames; Dev: On development set; Test: On test set.

3.4 CASIA-FASD #IEER LKL R

1R RN T A CH 4 CASIA-FASD %%
PEE F RS20 45 3. M Replay-Attack BUE & —#F,
A BT & B D WUECRE L 4508 1A C{ELL T R AR A
TE—A LR AL % 1 B T #0280k
H N HTER {4.

MFE 1 FRATATLLE 5, CASIA-FASD %4k 2 I
) HTER {H7E 19. 00% A4 W8 4 [=48.C=14
W . HTER flif /N, 73 18.06%. H i, [=4&C=14
J& CASIA-FASD %4 FE i) e I S 80 & T PE R
B S BRI 56 F L FRATHEAE IS 22 TR rpox I3
TR RN BE5E. AN A T4 Replay-Attack ¥
S 5E 36 A3 2K AR U B A CASIA-FASD %
2 bR RE S B0 2% 4 40 2. X & O CASIA-

FASD %4 i It Replay-Attack 4 2 4 B2 5K,
BH Pk . 1 i, CASTA-FASD 4 51 A T #
SRR B 7R S itk o Bk I B0 R R R
4 IR B DX B 5 4, 1 0% BRI S 302 AR 3l 4 L T
TE LG AR X R L B ORL e Ah L CASTA-FASD %4
JE A 5 1Y B ik 28 Y [ Replay-Attack B4l B 4
. CASIA-FASD $4i8 FE A AL 5 3 M2 AU i il
CZ5 il BB Mty 3859 IR ey AR [l ik e ) 3
Lot i 2 3 AR [R] BY 3 A (IR A HER 44k o
S0 PR AR ERAR K N 23 PR AR KD SR T A
3.5 ERAEENER
FEATHE A SCR P 5 k[ 11,20, 26 ] v i 5 ok
177 HeAs, te R as RN 3R 2 prs. IENFRATTAE 3.4 715
O AR 9 T8 BE . CASIA-FASD %4 42 )% . Replay-
Attack B Bl B2 T O T BBk ORI A SR AR
Replay-Attack %05 & L % ¥ g 48 B & 8 T 78
CASIA-FASD $#8 FE I iy P k.
Table 2 Comparison of HTER on Test Sets for the Proposed

Algorithm with State-of-the-art Algorithms
®2 FANHEHEMIABHEZER HTER HILE

HTER/%
Algorithm Replay-  CASIA-
Attack FASD
LBP+LDA 13.87
Ref[11]
LBP+SVM 18.17
Motion Correlation 11.79 30. 33
Ref[26] LBP 15. 45 23.19
LBP-TOP 8.51 23.75
DMD+ LBP+SVMF 0. 00
DMD-+ LBP+SVMF 3.75 21.75
DMD-+SVMF 7.50 29.50
Ref[20]
PCA+SVMF 21.50 33.50

PCA+LBP+SVMF 17.11 24.50

PCA+LBP+SVMF 20. 50

Proposed Algorithm  LBP+DCT-+SVM 0. 00 18. 06

E: On entire frames; F: On face regions.

M 2 TR B, A S 30y HTER (BT 3C
MRE11,20,26 JHp (083 o st J2 10, AR SCO PR RE
i T SCHk[11, 20,26 JH 9 5 k. X Replay-Attack
Hla AR HTER {58 0. S T F 2255 10 5¢
LRI 5 %) CASIA-FASD ¥4 % . &A1/ HTER {8
18,060 AR T 3Cmk[11, 20,26 Jrh (5L H £ 0
% 3. 69%. Chingovska % A" AL AL B F LBP % 4¢
N 19 3 A o A I 5 SR A 15. 00 Y0 22 4. #E Pereira
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NI Rk L T LBP-TOP 95395 1 6
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e EHUS T 8. 51% Fl 23. 75% ) HTER 5. L4
Tirunagari % A" 32 H % DMD+ LBP+ SVMF &
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SVM" Bk M fig i, & 21 &2, DMD+ LBP +
SVM® 553 Wh 25 fift F — Mt 11 45 11 430 X 33, — HLAY
i A B X #8 (DMD + LBP + SVMF & #:), H
HTER {3 % 3. 75% « NP2 2% 25 55 . 3% 2
K4 Replay-Attack Fs 5 v AS [7) 28 29 35 9 Bk 19
TS 50N ARAFTE 22 5 4 103X Bl 22 S5 5 I F 0 2548 0
UG AT R T o A B S A 5 TP xR AT R
R [ AR PO R G L T 12 R 5L
W RNAENEZSWE AR EE. NX—5 E%E,
DMD+LBP+ SVM"® 53k JF R g 76 i A A\ 14 5]
R G0 1 ARAS 58 35 (0 R0 45 R AR SCR AU TN
6 X e 3 T T A 2SI R B R . L5 B
AR o X AR B i AR SCHR SR E HETE A
(1A NG 0% G T B 92 e LA e o 8 1) .

BT AR R AR SO R IR B A IR R AR
ORI B — T, FRATT ST A0 A i) 8K
Wi Al A i s 53— J7 i, LBP il DCT #:/E ¥ 17
AR 48 1 B 18] ok 52 i, XF Replay-Attack 3% CASIA-
FASD % 4f8 22 v i 0030 1T 7 5 76 1 il B R b kAT
LBP 4:/F B2 0. 12 s. 7E3R15 LBP $#1F 4 B4 )5
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