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Abstract In view of the problem that the existing attack scenario construction methods are not
accurate due to the lack of consideration of alarm missing and alarm redundancy, a new attack scenario
construction method based on causal knowledge net is put forward. The causal knowledge net is
composed of causal relationship and causal knowledge. Firstly, the causal relationship of single-step
attacks is defined according to the expert knowledge, and then the real alarms are utilized to mine the
causal knowledge, which can be used to quantitatively describe the causal relationship. In particular,
the significance testing mean is designed to guarantee the consistency and accuracy of the causal
relationship as well as causal knowledge among the mining causal knowledge. Additionally, the attack
scenario construction method can be divided into two different steps with the help of causal knowledge
net: the initiatory attack scenario can be obtained by means of alarm mapping and clustering in the
first step, and in the second step, the initiatory attack scenario is reconstructed and the intact attack
scenario is achieved by taking advantage of the theory named maximum a posteriori estimation.
Experimental results show that the proposed method can improve the accuracy of attack scenario

construction by combining the advantages of expert knowledge and data mining.
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Fig. 1 The overall framework of attack scenario construction method based on causal knowledge network
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Corresponding Relation of Vulnerability Information, Attack Method and Alarm Type in the Network
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Vulnerability Information

Attack Method

Alarm Type

ICMP Incorrectly Configured
SunRPC Incorrectly Configured
Sadmind Buffer Overflow
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Sadmind Ping
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DDOS
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RPC Sadmind UDP PING
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BADTRAFFIC Loopback Traffic
NULL

i T LLDOS % — 25 F 4T 9 J5t 5 B i 24 b A i
B, R AR S A4 T e B R A il T BT
th . il TPSweep Yk (9 115 $2 45 11 4 I8 E ML BE 45
[a] H #r EHL, H B ¥ AL A ICMP Incorrectly
Configured JiilA » s (149 5 5 00 R 200 2] B $r 340
1% B s Sadmind Exploit B BT 42 5540 8 HA7 H
PR EHLAEE AR, H H AR EALFAE Sadmind Buffer
Overflow Jmil » B 19 J5 2R W 24 4545 H Ax £ ALY
ROOT ALFR. PG, o 78 T4 548 AN 1 2 AR 25 10 4
— R T UG BT R SR A B PR O AR M
2 rp i Yo AT O T SO Y B0 T Bean R 2 BT

718 5 PR O 28 I 488 v R ST 500 B TP ik 3 3

Table 2 The Attack Means Corresponding Atomic Attack
Behavior Node

K2 BEFRETHATANEHEEFR

Atomic Attack Behavior Node Attack Means
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Ul s U5 5 U7
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Table 3 The IP Address Corresponding to the Status Node
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Table 4 The Information of Hosts and Vulnerabilities

x4 EFNEEREFIREER

Host Na Vulnerabilities Attack
ost ame Host Information inerabiiities Vulnerabilities Describe ac
Number Number Number Number

H1 Web server,apache Vi CVE-2013-2249 Unspecified Remote Security Vulnerability 1
V2 CVE-2013-3940 Graph Device Interface Integer Overflow Vg 5 U7
V3 CVE-2013-5065 Local System Exploit v
Host 1, Microsoft S . \ . .
H?2 i . V4 CVE-2012-0002 Microsoft Remote Code Execution v12
Windows XP SP2
V5 CVE-2013-1727 Mozilla Firefox Bypass Exploit s
Ve CVE-2007-6473 Heap-based Buffer Overflow V10
H3 Hotst 2, Microsoft V7 CVE-2011-0638 USB Warning Wca-kncss o
Windows 7 SP2 Program Execution
GNU Bash Remote Cod
V8 CVE-2014-6271 pash Remote bode o3
H4 Host 3,Red Hat . Execution SSL Certificate
V9 CVE-2012-6137 o . Vg
Validation Security Bypass
H5 File server, V1o CVE-2014-6287 HFS Code Inject
7 Windows2000. HFS ode Tmee v
Workstation 2.
. oristation o Funk Proxy Weak
H6 Windows2000, Funk Vi1 CVE-2002-0065 g
Password Store
Proxy v3.0
Data server, Windows . Remote Buffer
H7 V12 CVE-2004-0119 vy

server 2003

Overflow
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Table 5 The Information of Attack Behaviors
x5 BHTAHAER

Attack Number Prerequisite and Number Consequent and Number Vulnerability Exploited

1 Access to Internet—s; (H1,ROOT)—s, CVE-2013-2249
vy Access to Internet—s; (H3,ROOT)—>s3 CVE-2011-0638
vs (H1,ROOT)—>s, (H5,ROOT)—>s, CVE-2014-6287
vy (H1,ROOT)—>s; (H7,ROOT)—>s; CVE-2004-0119
vs (H1.,ROOT)—>s, (H2,ROOT)—>s3 CVE-2013-1727
Vg (H5,RO0T)—>s, (H2,USER)—>s; CVE-2013-3940
vy (H7,ROOT)—>s; (H2,USER)—>s; CVE-2013-3940
vg (H7,ROOT)—>s; (H6,ROOT)—>s; CVE-2002-0065
Vg (H1,ROOT)—>s;3; (H3,ROOT)—>s; (H4,ROOT)—>s, CVE-2012-6137
w10 (H7,ROOT)—>s; (H2,ROOT)—>s3 CVE-2007-6473
U1 (H2,USER)—>sg (H2,ROOT)—>s3 CVE-2013-5065
V12 (H6,ROOT)—>s; (H2,ROOT)—>s3 CVE-2012-0002
U13 (H2,ROOT)—>sg (H4,ROOT)—>sy CVE-2014-6271

Fig. 10 The causal knowledge network structure of experiment
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N 51701 5,0, sy vy > s » M0 AR B TR
BT SR B R 51> 0,5, >0 >3 =55 > 013> 59 » ]
vs HICARIEE. 456 R M 48 0T 2 >
AT A 55— 05— 57 > 01, > 55> 01> sy Fls;—>
V) Sy U TS > Vg > S > U1y > Sg > V13 —> So. A FE T
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D11=0. 17576, Y — 35 WE A b5 Ky Bk e 410 Biap
R EM S BCE TR s> v s 0 s>
v1s >0 » SN Tk P A — B Wt Sk #E AL
Ty, S 3 BT 5 T A R T B R X Rl IR A
LRI T T B R 51 >0 s >0 855 > vs >
S22, sy 01 sy s M A SRR B T

B R 5101 5,55 —> Vg —> Vs —>Sg —> V13 —> 5o » B Bkt 2R
TAEE o, s Fl o T v R TR B4 2 M R 2R
TR 2, BEHL T 3 AN R B B F A s o —>
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Sh:0.845X0.144X0.301 X (11—4)/11=0.2057=
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Table 6 Experimental Results of Three Different Simulated Attackseq
6 AEEBHEFITHIBHER

Attackseq Number  Simulated Attackseq

Nodeseq Coming from Alarm Mapping

Candidate Attackseq and Their Probability

1 SI 7TV RS2 TR U3 TS T S1TZUVI T U3 TS T U > UL T U3 TS S170L 82 038 >0 > 56> 011 > s8> 013 >89 (0. 3515)
Vg —> 56> V1] > 58> V13> 59 (Missing: sz 56+ 55) S1> UL > So >V > 55> U7 > 56> 011 > s3> v13 >S9 (0. 0158)
9 S1 > U] > S2 —> U5 —> 53 —> S1> U2 > §2 > U5 > V3> 53> V13 >S9 §5>Ug > 57> V12> 53 —>v13—>59 (0. 2057)
V13> 59 (Adding:v3) §17U1 > 52 > U3 >S5 —> Vs —> 56 —>U11 —>Sg—> 13 —>59 (0. 1758)
S17TFU TSy U TS T Z U TS U2 TS T U3 >S9 (0.0233)
S1 7> U T S2 XU TS5 > _
i S17F UL > Se >S5 > Vg > U > Sy > V13> 89 S1 >V > S2 > Uy >S5 >V >S5 —>U11 > s3> 013 —>59 (0. 0105)
3 Vg §7 > V12 > S§ > V13 >

(Missing: vy » 57 5 v12 3 Adding : vy )

S9

S1 >V >S50y > 55>V —>Sg > v13—>59 (0. 0155)

S]] >8>0 > 55> U > 53> 19 —>59 (0, 0018)
UEAh 5 RN A N B M L 7E A AT Y
o2 ANSEE R i TS o, MBS L 4 ERIE
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