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Abstract Hidden vector encryption (HVE) is a notable case of predicate encryption that enables the
fine-grained control on the decryption key and supports the conjunctive keyword search and range
queries on encrypted data. Such a technology can play an important role in the electronic health record
(EHR) system since it incorporates the security protection and the convenience searchable functions
on the sensitive medical records. However, all the existing HVE schemes cannot provide designed
tester and automatically delegation function while requiring a low communication and computation
overhead. In this paper, an efficient HVE scheme with designed tester and timing controlled proxy re-
encryption is proposed. The delegatee can perform search operation on the re-encryption ciphertext
during a certain period of time specified by the delegator, and the search authority can be revoked
automatically after the effective time period. Since only the designed tester can test whether the given
query tokens match the ciphertext, the proposed scheme can also resist the off-line keyword guessing
(KG) attack. Moreover, our scheme is proved secure against chosen keyword and chosen time attack
in the standard model and maintains a relatively low asymptotic complexity because it only requires a

token size of O(1) and O(1) bilinear pairing computations in the test process.

Key words searchable encryption; hidden vector encryption (HVE); designed tester; proxy re-

encryption; revocable proxy
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5 DT_aPRE_HVE AR EST

AT T g DT_aPRE_HVE J5 %8 5 HAlh

s A PEKS 5t HVE J5 %8, W 3¢k [13-17, 21-24,
27-33,35-38 |k 47 % 4 M T o M R 2% BE (s ) T 3
6] 52 2% B DA B B AT 288038 45 5 T 1 % L

i R e gk 1 iR .

Table 1 Comparison of Security of PEKS and HVE Schemes
®1 PEKSHERE HVE FRHLLMEITLE

Schemes Conjunctive Proxy Controlled Range KG Resistance Standard Model
Ref [13] Yes Yes No Yes No No
Ref [14] Yes Yes Yes No Yes Yes
Ref [15] No No Yes No No Yes
Ref [16]] No No Yes No No
Ref [17] No No Yes No No No
Ref [21] Yes No No Yes No No
Ref [22] Yes No No Yes No Yes
Ref [23] Yes No No Yes No Yes
Ref [24] Yes No No Yes No No
Ref [27] Yes No No Yes No Yes
Ref [28] Yes No No Yes No Yes
Ref [29] Yes No No Yes No Yes
Ref [30] Yes No No Yes No Yes
Ref [31] No No No No Yes No
Ref [32] No No No No Yes Yes
Ref [33] No No No No Yes No
Ref [35] No Yes No No No No
Ref [36] No Yes No No No No
Ref [37] No Yes No No No No
Ref [ 38] Yes Yes No No No No
Ours Yes Yes Yes Yes Yes Yes

M 1A LUAE A SCE ) DT_aPRE_HVE
J7 SR 1 A B T RS 31 A% EL ) BE O ik A
KG 4ili ) HVE %, RAEA1FZ PEKS & nl L
SRR N ) A L (H X S R HURR IR AT o S
A 3K AR SR N H R KR EHR 45358 T IR
AT, SCHRC14 38 13 H5 A BUC R 1R) 25 1) 5 T #5219
R 2 T e L SR SCHk (14 ] 07k 3 HE 0 A
SCHR[ 38 U 7 BE AL P A8 AR R S T ik B 2 4 .
HAK HVE B £ EAE A % &5 KG ¥ v i,
1M 7E EHR S5, il F O i 48 A 3/ #1610 KG
s W R ok 07 2 R B R L L AR
SCT5 R0 S BRIV A A R T

Wote N — AR HGE B W FIA] e, S — ROk
Xif i B B[R] 2 Ay A v ) e Y 4R [ S (o) | S (e

FEEMRN. s, RN EE G.Gr HITE MK/,
2 W AL 23 8] 5 L 9 vk 32 5 M Hash R #0255
BF R 75 58 0 25 ) R[] 52 2% B X BE 43 Sl 3k 2
% 3 iR,

ME2ME3IATLUEMN, RAACE G DT_
aPRE_HVE J5 % i) J5 i 4 Ji sl £ 38 4 W 1) 25 i) &2
FePE R O R SCERCL5, 17104 B SCiik[27-30,
32-33,35-37 ]I A MR S O (B2 HZ AT
SR A UG R I R B4 JC VA R A 3 AR
FE G OR B R SE O T R4S SCik[14-17, 31, 33,
35-37 L FASC Oy B A & Sk [ 14 109 4 B R ~F
O FAVARST 5ASL—FW 2 O, H3CHRL15-
17,31,33 170k 3 R A B8 5 fin %% , SCik[31, 33, 35-37 ]
HA VR SRS SRR IR 8 R TR N Bk O A Sk



45 47 S B UE 55 AT AR JEOI0 8 A4 TR R O R

1009

Table

2  Comparison of Space Complexity of PEKS and HVE Schemes
®2 PEKSAHXEE HVE FERMZ=EERXEX L

Schemes Public Key Secret Key Ciphertext-Original ~ Re Enc Ciphertext = Token-Delegator = Token-Delegatee
Ref [13] 8s1 O s, O sz O sz O sy O s
Ref [14] s1 1 O(D 51+, O(D 51+, O sy O sy
Ref [15] s1 s1 751 9s1
Ref [16] 351 251 O(D sy O s
Ref [17] 51 51 751 751
Ref [21] O sy 251 O(D s+ 52 O sy
Ref [22] (D)5 O(D s, O s1+ 52 O(D s,
Ref [23] O sy O sy O(D s+ 52 O sy
Ref [24] O s, O s, O(D 51+ 52 O sy
Ref [27] O(D 51+ 253 15, O s1+ sz 751
Ref [28] O(Ds1+ 52 O sy O s1+ sz 95,
Ref [29] O(D s O s O s;+s; 651
Ref [30] O sy O sy O(D 51+, 651
Ref [31] 351 O s O sy O sy
Ref [32] 651 51 15, 25,
Ref [33] 51 51 251 25y
Ref [35] 51 51 751 51 75
Ref [36] 51 51 251 251 251
Ref [37] 551 551 751 15, 4sy
Ref [38] O sy 351 O sy 351 O(D s
Ours 3512 581 O(D s+, O(D s+, 65 7s1
Table 3 Comparison of Time Complexity of PEKS and HVE Schemes
%3 PEKSHZXEE HVE FEMMEEREX L
Schemes KG Enc Re_Enc Trap Re_Trap Test Testre
Ref [13] 0D, OW e+, O+, 0D, O O, O,
Ref [14] te Ot Ot Ot Ot O, O,
Ref [15] te 8t +4t, 4t
Ref [16] 5ze O t+t, O+,
Ref [17] te Tte+t, Tte
Ref [21] Ot Ot ODt. O,
Ref [22] Ot Ot Ot O(Dt,
Ref [23] O, Ot Ot O,
Ref [24] O(Dt, Ot oDt oD,
Ref [27] O(Dt. At 61 61,
Ref [28] O(Dt, Ot 9, 9,
Ref [29] O, Ot ODt. 4ty
Ref [30] Ot O ¢, 8t 4t,
Ref [31] O, Ot O, O,
Ref [32] te 61+ 1, Ate 2t,
Ref [33] 2t. 2t.+1t, 3t tp
Ref [35] te 5t.+2t, te te tp
Ref [36] Le 3t.+1t, te 3t Ly
Ref [37] 5t 3t.+ 3¢, 2t.tt, 2t tp
Ref [38] oDt Ot 2t, le 2t,
Ours 3t. Ot 4t. O S(e) e O] S(e) |)t. 61, Tt,
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