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Abstract With the advent of Internet of things and cyber-physical systems, location-constrained
access control systems need to consider security requirements of cyber spaces and physical spaces
simultaneously, because the boundary between the physical and the cyber world becomes unclear in
these new paradigms. However, the most existing access control models consider physical and cyber
security separately, and they are oblivious to cyber-physical interactions. Authorization models are
needed to help the security policy design and express higher-level organizational security rules.
Firstly, the environment model (EM) and location-constrained role-based access control (LCRBAC)
model are proposed. The environment model is presented for describing the static topology
configuration of cyber space and physical space. The LCRBAC model is used to describe dynamic
behaviors of cyber entities and physical entities. Secondly, given the bigraphs and bigraphs reactive
systems that describe the environment configuration and entities behaviors respectively, a labeled
transition system is obtained by applying reaction rules to the environment configuration. Thirdly,
policy modification proposals are proposed for deadlock states, violation states, and unreachable states
based on the verification results on the labeled transition system. Finally, a case study concerned with
a bank building automation access control system is conducted to evaluate the effectiveness of the

proposed approach.
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[ESRCIE7/ B X AL B VAT RN VS )

TE X 4. Wy LA E SR 2 A A A 2 ) g
BRR. B AN R A A S R W R B
Loc—>LocR, Fx W) B & 5 1 )28 408 M 6 [,
(S SRR f o 2R — G &L TR AL /7 LocR—
Loc Fon 2 AL 8 M Lr, BIWPEALE I L AIGT
R SR,

1 48 i 7 ) 4 il 455 8 ef , RBAC #6780 2 H AT
AN SRS, A e MAC T DAC HA ) s im £
IR HO R AR 5 A A DGR L P E A B
T Y AR ORI WA BR. A SCFE RBAC (1 2 Al - 42
ih LCRBAC B8, LUF 4845 1 RBAC B8 L.

EX 5. RBAC AT RBAC AL SLHNF -

) U.R,OP,0,S. .U F/mHI G R £
NGRS OP FmBEESG O RRERES;S
FoRSIEHESR.

2) UACUXR R HP MG ZREZX 2

3) PCOPXO FRHIRES.

4) PAC P X R FRRARFA 6O ZH 232

5) S—>U Frn 21k B P 1 1 55 pRi 5K

6) S—28 eI & 0E B A 1) W pR AL

EE X5 B4 18], BRAT A0 057 B 249 3R U7 [ 42 ol A5 7Y
i GSTRBAC™ 78 RBAC Hxt # 8 AR il 4% 14
HEAT LS B TR, (rolr) Feom S P07 8 L,
B PRI EA M s (polr,) R RETENLE I,
A REPATIIR ps Coulr,) TRFEAK o (L FAOLE (r,.
KR AR p J2 B A €8 $0UAT T DATE 1 25 SR 1 (e
ralrD)(polr, DR p OLE Ir, SO r WA E
lr. B—38. 00 Ir,=1r,=lr. H It 7E LCRBAC #&
T SEREAS R Cusrs polr) s F2R S P w 0 F Ir
B AT B A - JRARA AL p. B B 2 (] B4
W AT R L 2B A A R BRAE X B R g
Wik R u,rioplr). WL L 8T, 45 H LCRBAC
BRI 7 L.

FE X 6. LCRBAC #% #I. LCRBAC # #I 5¢& X
mr.

1) U,R,OP,0O,LocR. Hrfr,U F/R I P A
R FRMELES ;OP FoRBAEELEG O RIRFER K
AR B AR A N AT BT 5 LocR 7% 18 58 0 ' £ {6
EE.

2) UACU X R £ H P R 62 8 25 £

3) OPZ{OPLocR,OPobjects) FREEMEES.

4) OPLocR= {enter, exit} % 7/n ¥ il 25 ] 5 /F
4.

5) OPobjects={Oph,Opp.Opc} i il T RIBE
SRy RS A AE D SRR E AR G T AR AR



1814

HENMR S R B 2018, 55(8)

6) OZObjects X LocO Frn & AK 5 H A B Z [6]
—XFZ KA.

7) Objects= { Physicalen, Hybriden,Cyberen}
FORBARES YRS A R A SR E R S A
2 k.

8) LocOZ LocR U Hybriden /R B WK &
£45.

9) ObjLocoCo:0bjects) 2" Fm BAR BN &
R e 55 e K. Her

@ ObjLoco(o:Physicalen)—>LocR;

@ ObjLoco(o: Hybriden)—>2"% ;

® ObjLoco(o:Cyberen)—>2Hbridm Lok |

10) PAC P X R AR A A (6 2 7] 2 % 2
KA.

1) PSP, UP, FRViMARMESH PN

P,=(.

12) Py = 2070 ek G R gy 2 ] o 1 AAT
P il SR .

13) P, = 9OPabjects X Qbjects X LocO X LocR %%ﬁi gﬁiiﬁéﬁf
7 S B i SR

R4 LCRBAC 58 1) 5 Lo 57 & 24 o 1) s 0] 45
il S A 2 Fp K ik T 2, 23 o (UL R, OPLocR,
LocR)F1(U,R,OPobjects (Objects,LocO) ,LocR).

1) (R,OPLocR,LocR) T iR Y= 8 £
PR AT D 1 U5 1) 48 ) SR 4 B A R O3 i AE
JBR” , 7 M (banker, enter, corridor).

2) (R, OPobjects, (Objects, LocO), LocR) 43
32k

@ (R,Opp, (Physicalen, LocO), LocR) 7~
Yy s (8] v T2 AR B A3 6 ) B SR A 7 ) R
H TP SR AT I FE i8], BT LA LocO 5 LocR A
BN AE R A DI AR AT E A T LUIT IR & 2 B bR
K6, FE 78 N (guard, open, safe, saferoom).

@ (R,Opc,(Cyberen,LocO),LocR) F /{5 &
25 () o EAATE A7 X A5 B SR 19 U5 1) SR g (5 B
SR EALEE 2 SRR 1R NS B SR T A Y
TRAG SR 12 IR A S A BT 7E 1 3% B0 8 A 61X
R R AR B R AT LU 2 17 7], LocO 5 LocR ]
PIANTR]. 40 A 2 4 DO 4R AT 3248 7T LLARAS /b = Ik
Fa% LW P YT & il sk 7, &R (guard, copy s
(currentdata, cloudlet,serverroom) ,saferoom).

@ (R,Oph,(Hybriden,LocO),LocR) %~ F
PRTE AL 8 X IR G S AR R U7 ) 5w, Ko, LocO 5
LocR W AT A [a]. 4n 78 KT X3, R 47 B 63 ] DL

AN RS 48”7, 78 A (banker, login, (cloudlet,
serverroom) ,mainarea).

PRI B 24 R U5 0] 92 1) 2R 8 15 5 [ 30 F 45 4 5
WA LU 4t RGLis A7 B AR 5 3L

EX 7. ZHEBTHERAL EM R, 8 o
EM = (LocR, Role, Object, LocO, Locrelation,
RoleObject ,RoleLocation,ObjectLocation) ;

1) LocR,Role, Object, LocO 43 7 F 7~ ¥ #8 f
BERAOGES MOES BERESMERMEES;

2) RoleLocation = Role X LocR 378 X4 7/ ¥ 5%
TAASMNERRES;

3) RoleObject—Role X Object F/n BRI E T
X BT O RE S

4) ObjectLocation=0Object X LocO F 7R G Hi FF
BEIEEKSMECRESR;

5) Locrelation = LocR X LocR , 3% 7~ 1) Bl 23 [d]
AR R ERITCR U lr) Fm NEF YA 1 H
RO LA £ UrD Bk ).

EX 8. BHALEMESFM R, WY, E
) AT RLARAT AR P SR E £ (Lr))
A LARAT IR BR B & Py AH ST, U] 328 58 07 ¥ ff €3 0,
5 Ir; M, TN lr.=lr;.

HAEFEMXRZWNEBOEME b A Lr; AL
BIA—ABIMOLEMC e, B S o= Ur)+
Sy s BV ELAS AR T 5 1) A BR () 400 B2 A7 8 3o UK, 5 A
[ 1) 32 405 A €, HL 3% B0 A 6 00 N 1 ) BELAL
S [A] Ay A [R] 35 ) AR 4 B A7 A ) 0L A AR A7 1
FH37 5w officel 1 office2 H- 7 AH [F) B 35 4] AL FR
K3 2 AWy B S T 2 B L A € office, JU
WAL 4 office XF N 1 4 PR A7 B 3 4 officel
X35 office2 KB AT HA MR ZHALE
FAO 5 T RS 2 58 7 B A 6 R D7 R) AR AR AN
AH A

EX 9. BUBRAKH &R . SR 7E AT AR
pi W —E BRATRUR p,  UFR po BT p, - RN
pip;. WERZBEAE A O I WU ALRES P,
TERVEAT N R AR AT — E AR R B B ALE A Ly BT
[FIFLFRREE S P, 4R AR T 0 & A W BR P, AR T
P,k P,<P,.

EX 10, ZHAE MO S XR. R EHA
EAEO b UIRAR P FZ A E 6 L, U5
[FJALRR P, Z [AIAFAE Po<<P; #OHOC 2, U FR 2 58 37
EAO I, AEEEAE RO KRR I S



B AR AL LT R U R4 A B R B T i

1815

3 MEARGEHERRBERSRIE

B X A7 2 SR I 4 ) SR e 1) AL, R T S R
X EM AL SCRY 2 (8] 90 0 45 48 18 LA i ik
LR LCRBAC #8574 58 S L B 2 o 1Y 15 [] #22
i) SR B A A 3R A LRI [T SN &R B8 2 il
T P SRR 8 A ) — R Ak A T i 2 )
FisF iR A 07 R 3% 42 1) (R A S R, O g 3 2o S B AR
DU 3R 07 i 0 42 OC R W Bh A A8 Ak PRI AR SR
18 PRI ] By 7 G idi 455 EM AT LCRBAC #5241,
3.1 BEMBERERS

8 LR P s B &R e AN B S8 4 1 A B R
gt m B T A 2R Jr i M R AR SR
HAt e XA T7 2 A B T 54 IF & N BUFI T P 22 18]
XiF 22 G0 PR AR A — BobE . AR R AR Uk i X
AL SR S P W N e

1) 1# &l (bigraphs)

I T R #8451, A& K (place
graph) Flli% 2 K (link graph) 20 5%, v & K& H T~
BT RZEMRE R R BRI TRRTAZ
[B] %) 3 4 00 2R A I 5 i B R R A B ST Y L 2 A
AN TR A8 X8 ] — A4 LU 0 A5 3] ) S m] 45 2R LATR
54 A XA CHE S I LA 41 B 4 () S — A
EL B 4(b) Co)ar 5l o F 43 45 2 #4418 181 5% 3
K. 4 ) H R HE R R — A~ X 38 (region) , A4~ X
S — A FARE n 4RI, VL VL VLV T SRR IR
(node) , 7 # 2Z [ AR 45 G A X G2 000 5 ¢ R T i
K Z A B BRS04 ] CcontroD) AT,
Tl S X AR [R] B g R B R By R AR
RLER RN H Cport) , B 2 [H] 38 i i 3% 42 (link) , %

(a) Bigraphs F:e—<3,{xy}>

0 1 2 X y
V3
V4 V4
Vi Vs Vs e ey Vs
(b) Place Graph FP:0—3  (c) Link Graph F*:@— {xy}
Fig. 4 Bigraphs F structure diagram
K4 R F a5t la

B0 Jy B 1A % $E (closed link) , 41 ey, e, » JT I % 22
(open link) ., 41 z,y. x Fl y JghpE44 (outer name) ,
4 R B 5 i i 30 6 os AR 44« AR 5 At iR 1Y)
P Fom NEB 4 (inner name). F 7 B & F© %W LA
DX IR A AR A BRbR L e R I F X

8 B2 DT RUE WA R 080 F om—n R
NEFY A m AT o0 DB R R U TR
XEMES F X—>Y o FU NS4 0 XA
2R Y AR AL RN 4 Y R = DAY U
A FERNNEEN B F:n. XD, Y. <m,
XO R A N EB LI (inner face) , <n, Y >R A 45 F 1w
(outer face).

2) 1BE R & 4t (bigraphs reactive system, BRS)

1 R FR G Tl R sh A 4548 3d i LR
R CT, TS B kAT ) L 520 R0 v T Ry
R (redex) s T'FR A A2 4 (reactum) . Ji2 1 4 il
A )T A T S R ) T AR i 2L 8 8 A
F b DAE SC i 5 By RO TS Rk
R T RN 7R V5 S R AR RV,
A B L AR AT R rp 3 OC R NS SR R B
A TR 435 R0 4 DC TE S DK 2248 1B e 5 R R )
D5 ) 38 A 4 B A 1

S e E e

Fig. 5 Reaction rule

F5 SR

3 T A T B 0 2R 4 ) DB s B EOWME Y
PR EE AR T & 400y B AL B, PR Milner
SENAR T A AR G ok i A 48 P AN P B B
GuARTY. 3 2 g T A ORI BT RO AR S Y T )
R BAR AT 28 SCaR25 1. A T IEDE L 3
7~ ACEUR BB T R G0 0 R A A

g 2, A 15K 5 BI0E S Rl .

[ [y [2. V. (Vi [V, (Vi) || Vi, (Vi) —

[y 2. V. (Vi (Vi) [ Vi (Vi)
Hor, B W RN AR B =7 i
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Table 2 Term Languages

®2 TUEE
Term Language Meaning
Ul v Concatenation of roots.
Ulv Concatenation of children which are under one node.
U. (V) Nesting.
—; Site numbered i.
|x.U U with outer name x replaced by an edge.

3.2 MEARGEERNREHEREER

A8 L 1 A6 8 11 R 32 32 L R 8 DA AN () 1) ) T 8 A
A8 2 U5 ) 5 1 3R G809 32 A7 B4 38 2o 1 0
SN AT B S E o NN R (TR 7 B L
NN EPSR N (A e N R A e B U R SR TR T2

[, b ik FARXT ARV R AT R, DU Se A A
B )4 R gl B B U AR S g i
EM #5871 5] {1 [&] 11 % $5 K 0.

EX 11, % i — 1=t R=(K.ar,
s HAF K EHTEES ar: KN B#EHIF A
5 b v B B G s S SR R IR s €
CHop L Y S Catomice) R
FOVFA $2% 715 2R 0 52 1 R I0) 5 3 BR 5 AN Cactive)
A TE BR 5 (passive) GEFR N E G M. EH 1
A DA £ 710 0 (BT BRT mT DA A0 5z 1 R A
T BR A5 S50 AS SV It o S i B .

EM A5 A o 38 48 A A €8 0 SR X I 8 AR 2 2
2% 3 Fi/n. Role fl Hybriden B¥m A0 1, £k
R G SR U7 0] BB IE R B A [F H &R T dx
WA A 2 26 20, 5 Bk SUTE K.

Table 3 System Signatures
R3 RERE

{atomic,active, passive}

K Pp st Graph
LocR 0 active |:|
Role 1 active O

Hybriden 1 active O
Physicalen 0 active <:>
Cyberen 0 active A

TE X 12, {8 2y U5 ] 42 1) 3R e 1E. AL & 2
WF S R MK R A E R P 5 &R P
H L) LT
B=(Vy,Eg.ctrig, pratg.linkg) ;:<m, X>—><{n,Y>.

D M EE FP=Vy.ctrly, praty) :m—n. Hip,
m N H S E e R DBV R S ol AT
FENEE R WG  ctrly - Vi — K pracy 275 5 iR
BERE,pratg.mUVy > Vildn,“ > 738 7175 5k
Bk AR AL
2) EHE F = (Vy,Ey.ctrly,linky) : XY,
H X NS Y WA RA .V Wi A ES W E
NGNS eorly O E BV WS L Linky
RS E R linky : XUPy S E WY, Py 75 45 Ui
MR
M X7 Al g, EM BRI R K T RGIs 17 3R
AR DL R SR R O R O AR i E 12 /]
R A7 A TR ) A T R A AT R o 7 R R O
EI L RB S 5 EM BRI BUNE & b i i S5
FIRMN 1. EM 10 5] {5 (5] 1 5 45 5 ).
Vi :Role,Object,LocR=>Vy;
[ S B AR B B A X Y <
ctrly V=K [ 15 5 B 6 i W < /|
pratg :Locrelation(lr; s lr;)=1r; > lr;;
[« BERALE A AT SR E LR « [
RoleLocation(lr; sr;)=>r; > Ir:;
[ % 0SB AL E A AT IR E R R «/
ObjectLocation(lo; s0;)=0; > lo;;
[ % BAK S ZEAE M AT R IRE LR «/
linky :RoleObject(r;,0,)=>r;&0;;
[ F TR R B M EHCR x|
PyoYs [+ SLAKR SN A « |
Eg:linky WIEENES
m=k, k€N ; | x MG BOh kx|
n=1; [ XIE N1/
X=0s] « Wik Ras = |
Y Sl Role #1 Hybriden 5 35 v X5t W B AR 4 .
Ha,=>FREH X R ; K= {LocR, Role, Hybriden,
Cyberen, Physicalen}.
U E 3 5 b JE e RJT RE % B3k E R L I T
X T 184 A 2 TR X IO A Y L N B G A A L
TR A5 B SRR & SRR B O AR DX B B S v
HRELZR. A1 h A N ST RIT WA B A5
BT RITHY N E R 19 8 5 J\Kﬂﬁi%%‘%ﬂ?ﬂﬁ%
i b [N S W 3671 D /s 2 IR 55 i B0 7 iR B AR AU SR
JIR 55 4% P 18] B 745 0 9L ARAT BB AR KT N T DL
AN S5 g o DO Bk 30 S PR AT HR B 5/ = IR g e
Ui 1B EL B AR AR LI 1 AR 3 ARAE Y E L1
FE 1 b EM AR EE AL E K 6 s
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cloudlet

=
o
<
o
2
o

currentdata server
office O safe
serverroom saferoom
| corridor
- [
" mainarea -7

Fig. 6 Bigraphs of the environment model
6 BITHEME

3.3 E-F LCRBAC R B Ry ia] #= §l 5 Bl 4R

) 2 7 0 00 8 A5 T LCRBAC A5 A i 47
LY n) 45 ] 5w, RIS BR W (R OPLocR s LocR)
FI(R,OPobjects, (Objects,LocO), LocR) & ]z i i
WO )t e B B R0 2 rp 2B BET 8 RhRARE L ELA Y
AT AR R T SRR T YR R R 2 v B IR A S
ARG B SR HRAE . i 5 1 AR E S EIRAL
BEAR G5 2 FoRFARAE S FIALE M G
3 AR T TR

IR A 2. 5 5] 45 ] 56w B 5wy AR U B 4

(R,enter,LocR)= R,. —|LocR. — | —,—
LocR. (R,. —o| =) [ —>.

(R,exit,LocR)=LocR. (R,. —| — ) | —»—
R.,. —y|LocR. — | —>.

(R,open, Physicalen,LocR)=LocR. (R,. — |
Physicalen| —,) | —;—>LocR. (Physicalen.
Ri.. ==

(R,close, Physicalen,LocR)=>LocR.
(Physicalen.R,. —,| —1) | —,—>LocR.
(R,. —o | Physicalen| —) | —,.

(R,login, (Hybriden,LocO) ,LocR)=

1) LocR. (R,. —, | —1) | LocO. ( Hybriden,.

—| =) | —y—=/x. LocR. (R,. —, | —1) | LocO.

(Hybriden,. —, | —3) | —43
2) LocR. (R,. —, | Hybriden,. —, | —5) | —;
—/x. LocR. (R,. —, | Hybriden.. — | —5) | —;.

(R,logout, (Hybriden,LocO) ,LocR)=

1) /x. LocR. (R,. —, | —1) | LocO. ( Hybriden,.
— | —3) | —s = LocR. (R,. — | —1) | LocO.
(Hybriden,. —5 | —3) | —u3

2) |x. LocR. (R,. —, | Hybriden,. —1 | —,) | —;
—LocR. (R,. —, | Hybriden,. —1 | —5) | —s.

(R,copy,(Cyberen, Hybriden,LocO) ,LocR)=
1) [x. LocR. (R,. —, | —1) | LocO. ( Hybriden,.
(Cyberen| —3)| —3)| —,—/x. LocR. (R,. (Cyberen
| —o) | —1) | LocO. (Hybriden,. (Cyberen| —,) |
—3) ‘ BER
2) |x. LocR. (R,. —, | Hybriden, (Cyberen |
—) | =) | —y—/x. LocR. (R,. (Cyberen| —,) |
Hybriden,. (Cyberen| — )| —,) | —.
(R,delete, (Cyberen, Hybriden,LocO) ,LocR)=>
1) [x. LocR. (R,. —, | —1) | LocO. ( Hybriden,.
(Cyberen| —3)| —3) | —,—/x. LocR. (R,. —o| —1)
| LocO. (Hybriden,. —, | —3) | —;
2) [x. LocR. (R,. —, | Hybriden,. (Cyberen |
— )| =) | —3—=>/x. LocR. (R.. —, | Hybriden,. —,

‘*2)‘*3;
3) LocR. (R,. (Cyberen| —¢) | —1) | —, —>
LocR. (R,. —o|—1) | —,.

3 o A 4 L) 2 A5 B A SN R DA T A
TN} 175 30 0 £ P ASEARY o DT AS BRI 7= 26 07 R RS B
T I LA 0] 42 1) 5K W A 0 5 B8 300 (R bR 5 AR A R 4E
(labeled transition system)*.

EX 13, b5 ZBERR. v 52T RGNS TC
H(S,I,Act,—~> ., AP, L). Hivp,S R HIRED
s I RARWIGIRE s Act RARFERINES ;>
SHXAct XS RIRALIT K F; AP KR J5 ¥ fim i 1 £
A3 Lo S— 2" I T AR ic B A RS W 2 19 i i .

TN Y37 5t rb L B 24 TR U ) 458 ) 5 B R
N G AGE JBR 7 S SRR B U5 [0 AT S % 7 F4) 52 oz A0 D)
HR A S 4 LI 2 75

technician,. — | corridor. —, | —,—
corridor. (technician,, —¢|—) | —»,
Xf 7 ) AL R R L 7 s
t
(| comidor ;’-"("-c(_,];i};; "-:‘:
1 P | ! [ N
; « : F Y
: - | — :
I 1
:\ technician i :\ technician :

Fig. 7 Reaction rule of the operation-enter

BT HEA R

o, K A6 i 2 HE 3R OR b S, Gsite) s B — 8¢
PR A TR L E B,

K7 i W) 516 b AT DL, 1B 6 th
technician fl corridor Z [A] (1Y 3¢ & 5 J b 9 o WG 35
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Z A 5% A — B A A e A B B
6 HR A R 7 s N RO A AR R L R AT T Y
WA AP 8 Fros. a2 BT 25 AN W7 BT B R AL
D) 77 A R AR e 28 R IR B [ 42 i) 5 s A 1 %
ML 52 T R4

g a
J / )
) (5 guard Q banker d customer

0 \
1
: '
1 1
1

1
: | '
! cloudlet ]
! C} A :
' | |technician A\ historydata !
1

1
1
' currentdata server !
1
H O safe \
1

1
i .
! office Serverroom saferoom '

1
i -
\ corridor H
\ .

N mainarea 4

Fig. 8 Reactum model
&8 A

3.4 IEMHEXHREBEMERER

XF T T U I A A DG 1Y & 4 e Ak TR
FH A, e 2755k SRL: “4R17 & A aef H
FAJT S A8 By i sl B A R (RGBS R A ] T
15 = 25 3k & SR1: corridor. (guard,. historydata |
—0). BAETR SR2:“F AR AN RGHFANLERE,
T 18 = 2 1k B SR2 ; saferoom. (technician, | —o).
Hb 36T DL 22 A i R 1Y 0T L B AR S SR I
B TS OR U7 [A) 45 ) R g8 B2 i SR1 M B 2
SR2, %4 R$FiK M :SR1 N\ SR2.

Hy T 22 4 T SR AT LA A 18 4 3A L IR 4 B Tk —
AMEE A AR A A R B A TR T A
KA ZR 5K B UCES, 28U KL b 2 9 5
R L 2Z 8] 9 DT C o B2 24 DT JC B 2 W R R B A
T 1 22 A R A5 ) AN R & oK B ROIRES.
X2 4 @ MR 0 3 UE AR BT B R R R I AR S AR T RS
RS ITA RS S L2 RENEE B —2.

TE V7 1) 455 ) 5 W5 1E B0 Ve 1 300k T AR SO A
SRV R B R AR Y 2 2 0 5 20 B SR R A
14017 ] 42 1) SR W Y E 0 P, 7E R TE SRS AR D IR)
P25 ] SR W LB PR B AL b ST T A 8 ) 4 T
TRME ALY 36 Uk 22> A1 (5 SR W 58 BLAT N IR P LA
W U8/ A T A A 5 D5 ) 45 1 SR b % ik B L. 4
LB A X AR AT B VU AR AR RIE P
Uy 0] 428 61 S W 53 0l FEAT S0 UE L AR I BEXE 4 M A
) 52 AT g #4110 48 1) R W A7 33k, BAR W] 2
5.2 TR B HT.

4 FrELARAEIEHREIER TR

R B TR ARG T 235 2R o A0 Hf U 1] 45 i K W A B
ARTE Z S8 AV R AL U 18] 42 i S oo 4 26 3L
LB 17 R 42 1 SR L 5 B80T BOR 2 08 D7 ) 4 i 5K
W AN T 3K 7 T 428 ) 3 W L IE A8 D7 TR o SR L AR
U5 [ 42 o) A wis e KA BIAR S BT RGP 4 FRR
B FUBUIR S 3B FOIRES AR IRRES VIEROIRES. I
9 F7s s e AIEBUIRAS b ik BORAS . j oA ATk
R FEBUIRE L id FOR S AR AT B RS SR M AR IE
TR s HAH U IEHOR .

Fig. 9 Example of a labeled transition system

B9 Fr5 A & gm Al

I 28 B B R A BT R Z . E s 2
FELF 52 policies 32 7n T A Vi 0] 7 il 5K & 4E &
PLGs s R RDE s, IR s Z 0 #9531
deadlockstates 3% 75 FE 41 AR & 42 & 5 violatestates 3¢
7838 MR 5 82 G s unreachablestates 3% 75 AS A 15 R
BEES sinpolicies () KRR s A BE 5 ] #%
il M B s out policies(s) Fe R MRAS s B H B 34 5 7]
¥ ) TR WS 4E 5 outed gecount (s) TR IRAS s B H FE.
4.1 SR ERWIER TR

1) ]85 5 ] 4 il 54 s ) 83k - S80S BIUIR 25 19 1
[) 42 1] SR Wt g 4 DA BT BIOIR 285 s 1] 38 8, B 3 38 ) A
JEAR N 1R K2R S R 280K S A2
FR S 10 4 BN % BN BR 35 4 P delerel Csivs) i
SCIR SR MG AL W 10 Ca) 3 3 B SR I @ s as s
a; THERILBUIRE e.

2) 3G [ 45 T SR L 57 B 24 SR ) 4 T R
(R A AN S RE 8 DR AIE Jir A7 114 D5 10) 455 1 5K W AN 25
T AL i AR UE BT A SR AN 23 18 B B B AR
B 5 R AT O 0 B R R AT R
SRS AR GO 3R 4 P add] Gs; o) 8 LB RME AE L
Fr,add policies(s;,s,) Fem Mos; B s; AT EE I AY 2 0]
iﬁ%ﬁ,selectj)olicies(sj 5 TN S; 2 s, PR E IS,
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B add policiesCs; ,s;) W3 BU = 0] 31 B 1% 3% 32 IR
A #ls, E 10Ca) H fif RIEBUIRE e, AT HE N AY
Vil ¥ Hl KM 5 & N cadd policies(Ce b)) = {d, ,d,
dssdysds-ds ) addl Ce,b) =1{(ds),(d,,d;),(d;,

de) s (dysd»dy) ). AT I 5T H IR 2 A B
FEACRERTE R a0l 10h) g hn 1 4538 as 5IA
HARES £ selectpolicies( £ b)) BES T HEE 1 HIx
1w 371 55 B AE BIOR A 1 T B

Table 4 Location-Constrained Access Control Policies Modifications

R4 NEBARFEEHRKEHE

4
sj—1—>s; s outedgecount (s;) =1, s; € deadlockstates,

a
S; T >Si41 "

States Access Policies Modifications
deletel Csi 50 ={aisairy s e saj1 | ¥ 5issi —msi1 oo
c{it1l.it2,,j—1}}
De¢ -k States a
cadlock States addpolicies(sj+si) ={pl(s;ss5;) | Y 505 —>siv1

lelit1,i+2,:

a
SE TS

g€ {1 i 1) kE

a;
cesj—1—>sjsoutedgecount(s;) = 1,5; € deadlockstates,

E{t—1t—2, 1)}

addl(sj.s;) = {select policies(s; +s;) | select policies(s; +s; )gaddpr)lz( ies(sj o)}

delete2(s,) = {inpolicies(s,) Uout policies(s,) | s,

. . a a
Violate States add2(s,) ={Ap|so — 51+ Sy 1——>s5, e

priority(s,) ={a,—1<Car | so —>S1° Sk — Sk r 10 a1 >80

€ violatestates)

, 5, € violatestates, A, T policies)

.5, € violatestates)

delete3(s;) ={
Unreachable States

. . ’ ’ ’ @ @ ’
add3(sj) ={agsa) s+ sap—11so —>s1005, —>s1

a vy a
aj | 5o — 5105, 1—>s,, s—>s; »5; € unreachablestates}

Ll
Sk—1——>sk —>5; »5; € unreachablestates}

ds
—_— T T T~
=
- dz >SS
// _— T = o \\
- - dy >
as - 2L =S
as ay
X——>d X—> X—>
6
oo .
ay ~~_4 _==
(a) Solution one
ds
—-_———T T T ~
/’/ dz \\\

(b) Solution two

Fig. 10 Solutions of the deadlock state

K10 FEHCR A P I7 52

4.2 HMERKERBELFTR

1) YR 7 42 o 5 . B3R S B0 BOIR A 9 A
FEH RS inpolicies FIH FE S 5K WE out policies , B
Brak 4 v delete2 (5,0 %E LRSS RS WNIAT 9 v .38
I MIBRAR S b B9 AFE S RN as FHBE RIS a0 5
ary TR FORES A

2) BE N7 I0) 45 ] SR ML T AR A R AR [ R 4
TN, WLk 4 add2 (s,) i, A R85 BRI
() SR 1 £ . AN v R HOR N BIAE IR 55 4 b
[E] if 2B AR AT EAEBE [R5 X a, A (technician,
enter,serverroom) , & & 4 LK W& a. N (guard,

enter,serverroom) , | s, A F i3 FORZS, T B a,
B NSRS a . JCIE v ST 5 ) 42 i) 5 it (] ) 4K
R AR

3) & SCORME MO G A2 3 A RE SCOR W TR] A At
KR bR E IR, W3R 4 qj/z}it priority(s,). 4N
FA U BOR R N BUTE MR 55 4% F5 ] I a0 5047 4R
TEER:F, a,—, N (technician, enter, serverroom) ,
ay SN (guard,enter,serverroom) , W Z R a, 1 <<ay.
4.3 FXEARALERE R BEE BRI

1) MY I3k 37 17 42 <6 55w 6F TS T ik g, ml
MBS BAR B R R 4 AT delete3(s;). WA 9
oh, ADRE SR o N BR R EROIRZS Y AN T 3 )

2) &N U5 1] 4 ) SR . T A 4 R A%ﬁ
W ELIK R AT IRR S AR Ry T ORI 4 R8s
add3 Cs;). VFE 5] v a] 3 3 38 Jn 7 ] 42 i 5 W (guard
enter,saferoom) JH [ 24 37 %€ W% (guard, open, safe,
saferoom).

PL 3 b SR s 8 % 7 58 Ry Al T IR S AT B B
PEE B FE R L 5L T JF AR e L 5 58 SR AR mg
R FT A ok ) A B /N A DRI S SE B N T AR AR
Pt HLARTE SR AEAT 7 28 3k B, X 7 In) 4 ] 5 s 119 18
B0 TE T AR 24 oK I BT T L I 5 1B 4 M B SR g
FE SO AR G 22 5 SR 5 SR REHS s 7 8. i 1)
A ] SR 1 185 o, 5 L ORI S SR W [ ) — Pk [R)
R LT 4 U T A o SR WA SO AR R UL
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R 1. SRWRAE U AR AR Uk
BN BRI RS s I BEAE cp AR
WLAZRAL s pec V5 M T KW i 5 e & pis
i < 8 O SR B AR
O if(spec==1) | = JEEI L HILHIZEAY = |
@  dipath=cp. getCounterPath(1);
[ AR S A5 % AR AR AT B A x [
® i=2;
@  for each i<<lcp. length
® if (Its. outEdgeCount(cp. getCounterPath
D)==1) [ Bl i 4E AR A A
MR 1
©® pl =lts. Read (cp. getCounterPath
(D) scp. getCounterPath(i—1));
[ IO AT B AR T RS TS R IR R
Wi x|
dlpath =dlpath~+ pl+cp. getCounter-
Path(i);
end if
i+t
end for
pl =lts. Read (cp. getCounter Path (i),
cp. getCounterPath(i—1));
dlpath=dlpath~+ pl+-cp. getCounterPath(i) ;
return dlpath;
[ 3B 15 A A B A1) e A R ST
LR 01+ |

©eeex o

NS

@ end if
O if(spec==2) | » JRYER L Ry id g He A = |
@® return vipath=getViPolicies(LTS,cp);

[ 3 18] 3 SR AT A A SR g A
@ end if
if (spec==3)
© i (Equal(getLtsPolicies(lts), pi))
[ * Bn o W R GAL & T A R I I BRI =
return NULL;
@  else
@ return unreachablepl= Chenk L' TS(LTS,
pi);
[+ R AR5 1T R G0 R A & B SR g
HHFRIR *
@  end if
@ end if

5 BEREIENTEMEG SN

5.1 BEIEEIR

B ERIAE B By R g AR 2 T HSCHE,
1 DBtk T2 | BigRed™" J§ %I 45 48 2% . BigM ("
T H. Hrh, BigMC i 5 #8518 B A8 & R &R
Se (I R LA I A R T B . BigMC af
LA A PRI 1] s i R BE A AR T R R L A
e R M WA L 45 0 R ). BigMC R] RIREATT
Akt B A i dot AR . {8 XDOT %44 . graphviz &
PRiEAT DR AR 2R3k,

FRAE 3.2 19 3.3 5 4 A B 4 B0 A Sk
S T EM B ELFT LCRBAC #65% 3] BigMC i
FRA W E R RS, WE 11 Fros it EM AR 2
B A L 45 2400 4 A A (InitialModel) . 38 13 37 7]
Ja 1] R W 1 B A o A5 8 6 07 14 SR 7 R

B LCRBAC TO BIGMC L]
ROLE ‘ guard LocR | office CyberEntity |currentdata ROLE op OBJECT LOCO LOCR
: o i i v ‘banker copy ‘ currentdata ‘ cloudlet mainarea
PhysicalEntity |safe HybridEntity |server ADD
s R EIEEET Access Control Policy ‘ Reaction Rule =
|mainarea ]conidor lbanke, [clo\ldlet ‘banker copy currentdat... mainarea.(banker[x]|cloudlet[x].(currentdata)|$0)->1

EDIT

technician enter serverr... technician|$0|serverroom.$1->serverroom.(technici

[ PhysicalEntities [ HybridEntities [ L

[ LinkRelation

safe server ‘mainarea corridor
cloudlet corridor office

corridor saferoom
corridor serverroom
serverroom cloudlet
saferoom server
saferoom safe
safe historydata
cloudlet currentdata

banker cloud

ian exit serverro... serverroom.(technician.$1)|$0->technician|$0/serve;=
guard exit serverroom  serverroom.(guard.$1)[$0->guard|$0|serverroom.$]
guard enter serverroom  guard|$0jserverroom.$1->serverroom.(guard.$1)[$(|
guard login server safer... saferoom.(guard[a]server[b].$0|$1)->saferoom.(gu
guard copy historydata ... saferoom.(guard[x]|server[x].(historydata)|$0)->sai
guard exit saferoom saferoom.(guard.$1)|$0->guard|$0|saferoom.$1
guard enter saferoom guard|$0|saferoom.$1->saferoom.(guard.$1)|$0
banker login cloudlet of... office.(banker{a]cloudlet[b].$0/$1)->office.(bankes
banker copy currentdat... office.(banker{x]|cloudlet[x].(currentdata)|$0)->off

ol ofion

L i A nn Manedens BINOA S lonnleani®Al SIS

ADD DELETE

(guard([a]|banker[x] [d]|corridor. (office]

»om.(safe|server[e].(historydata))|serverroom.(cloudlet[x].(currentdata’ IntialModel

Fig. 11 Conversion toolkit from the location-constrained access control model to the BigMC language

B B P A R = BigMC B H #H TR
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5.2 ZBIHHH BATIX IR EM R A3 6 K.
5.2.1 EM#AVRI LCRBAC #E7Y 5.2.2 oL LT In] 4 ) R m A

FRE 2.1 75 v AR AT U7 ] 42 ) 28 40 0 SR il ik, ik FIH LCRBAC TO BIGMC #%# T B, 15 %] 4
T2 A A S BOUT ) SR L ANk 5 TR, A ZE A8 7 1] 42 o) S ok 7 4 B I RO (3 7 BT )

Table 5 Access Control Policies of the Bank
x5 RITRGIHRIEHRAEE

LocR

Access Control Policies

mainarea

(banker, copy, (currentdata, cloudlet, serverroom) , mainarea)

(guard, enter, corridor) (guard, exit, corridor) (banker, enter, corridor) (banker, exit, corridor)

corridor (technician, enter, corridor) (technician, exit, corridor)
office (guard,enter,office) (guard, exit, office) (banker, enter, office) (banker, exit, office) (banker, copy,
(currentdata, cloudlet, serverroom) , office) (banker, login, (cloudlet, serverroom) , office)
saferoom (guard, enter, saferoom) (guard, exit, saferoom) (guard, copy , Chistorydata, server, saferoom) , saferoom)
(guard,login, (server,saferoom) ,saferoom) (guard,open,safe, saferoom)
serverroom (guard,enter, serverroom) (guard, exit, serverroom) (technician, enter, serverroom) (technician, exit, serverroom)
Table 6 Environment Model of the Bank Access Control System
®6 RITHENEF RGH EM A
Elements Values
LocR mainarea, serverroom,office, corridor, saferoom
Object Cyberen= { historydata, currentdata} , Physicalen= {safe} ,
Hybriden= { server, cloudlet, guardphone, customerphone, technicianphone, bankerphone}
LocO mainarea, serverroom, office, corridor, saferoom, server, cloudlet
RoleObject (banker, cloudlet)

Locorelation

Rolel.ocation

(mainarea, corridor) , (corridor, saferoom) , (corridor, serverroom) , (corridor, office)
(banker, mainarea) , (customer, mainarea) , (technician, mainarea) , (guard, mainarea)

(safe,saferoom) , (server,saferoom) , (cloudlet, serverroom) ,

ObjectLocation (currentdata, cloudlet, serverroom) , Chistorydata, server, saferoom)
Table 7 Reaction Rules of Guard Access Control Policies
R 7 RITEE o) A 0K B X R Y R
Edge Num* Guard Access Control Policies Reaction Rules

[@D) (guard, enter, corridor) guard[ g ]| corridor. $ 0| $ 1—>corridor. (guard[g]| $0)| $1
(2) (guard, exit, corridor) corridor. (guard[ g]| $0)| $ 1—>guard[ g]|corridor. $0| $1
(3) (guard, enter,office) guard[ g ]| office. $0| $ 1—>office. (guard[g]| $0)| $1
(4) (guard, exit, office) office. (guard[ g]| $0)| $ 1->guard[ g]|office. $0| $1
(5) (guard, enter, serverroom) guard[ g]|serverroom. $ 0| $ 1—=serverroom. (guard[ g ]| $0) | $ 1
(6) (guard, exit, serverroom) serverroom. (guard[ g]| $0)| $ 1—>guard[ g]|serverroom. $0] $ 1
(7 (guard,enter, saferoom) guard[ g ]| saferoom. $ 0| $ 1-—>saferoom. (guard[g]| $0)| $1
(8) (guard, exit, saferoom) saferoom. (guard[ g]| $0) | $ 1-—>guard[ g |saferoom. $0| $ 1

(guard,copy, Chistorydata, server,  saferoom. (guard [ x] | server[ x]. historydata | $0) | $ 1 — saferoom. (guard[ x].

9)
saferoom) , saferoom) historydata| server[ . historydata| $0) | $ 1
(guard, login, (server, saferoom),  saferoom. (guard[ g]|server[ s]. historydata| $0) | $ 1—>saferoom. (guard[ = ]| server
10) . . o
saferoom) [x]. historydata| $0)| $1
1D (guard,open,safe, saferoom) saferoom. (guard[ g |safe| $0)| $ 1—=saferoom. (safe. guard gl $0)| $1
12 (guard, close, safe, saferoom) saferoom. (safe. guard[ g]| $0)| $ 1-—>saferoom. (guard[ g]|safe| $0)| $ 1
(1% (guard, logout, (server, saferoom), saferoom. (guard[x]. $0|server[x]. $1| $2)| $ 3—>saferoom. (guard[ g]. $ 0| server
saferoom) [s1.$11$2 %3
( guard, delete, ( historydata,
(14) guar cete istorydata saferoom. (guard[ g ]. historydata| $0)| $ 1—=saferoom. ( guard[g]| $0)| $1

guardphone, saferoom) , saferoom)

* Edge num indicates the edge number in Fig. 12 and Fig. 14.
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FL 2 SR ) 428 i) 2R 48 00 G B 7
mainarea. (guard[ g || banker[ b ]| technician[ ¢ ]

| customer[ a | | corridor. (office | saferoom. (safe |

server[ s ]. historydata) | serverroom. (cloudlet[ ¢ ].
currentdata))). 1E £ Gt 9] 4f 155 A1 (Y FE Al b AR 4R
11 BB U7 ) 4a 0 SR g L AR i bR S AR i R ST an A 12
Jis. B 12 g 11 BRI XS R 7 g LY G
(D~ (LD By U5 Il 3 il et 181 12 P 8 4IRS
XN 8 S 0~7. 2Bl AT A AR AT IR BRI
BORYES N DL U7 ) 45 ] SR W A 5 8 1 R 4.

Fig. 12

Labeled transition system of guard access

control policies

12 AT T8 U5 R GRS B 1T R 58

Table 8 States Implication of the Guard Labeled Transition System
*8 WITEIERSTEEIRARTEN

Node Num* BigMC Language Description
mainarea. (guard[ g | | corridor. (saferoom. (safe | server[ s]. historydata) | serverroom. cloudlet[ ¢]. . L. .
0 . Guard is in mainarea
currentdata| office) )
mainarea. (corridor. (guard[ g | saferoom. (safe | server[ s]. historydata) | serverroom. cloudlet[ ¢]. . L. .
1 . Guard is in corridor
currentdata| office) )
mainarea. (corridor. (saferoom. (guard[ g | safe| server[ s]. historydata) | serverroom. cloudlet[ ¢]. . L.
2 . Guard is in saferoom
currentdata | office))
i mainarea. (corridor. (saferoom. (safe| server[ s . historydata) | serverroom. cloudlet[ ¢]. currentdata | . o .
3 X Guard is in office
office. (guard[ g1)))
mainarea. (corridor. (saferoom. (safe|server[s]. historydata) | serverroom. (guard[ g ]| cloudlet[ ¢]. . L.
4 . Guard is in serverroom
currentdata) | office))
mainarea. ( corridor. (saferoom. (safe. guard[ g] | server[ s]. historydata) | serverroom. cloudlet[ ¢]. .
5 X Guard opens safe
currentdata | office))
mainarea. (corridor. (saferoom. (guard[ — ]| safe|server[ — ]. historydata) | serverroom. cloudlet[ ¢]. . .
6 . Guard logins server
currentdata | office))
mainarea. (corridor. (saferoom. (guard[ — J. historydata | safe | server[ — ]. historydata) | serverroom. .
7 . Guard copys historydata
cloudlet[ ¢]. currentdata| office))
mainarea. (corridor. (saferoom. (guard[ g]. historydata | safe | server[ s]. historydata) | serverroom. .
8 Guard logouts server

cloudlet[ ¢]. currentdata| office))

* Node num indicates the node number in Fig. 12 and Fig. 14.

5.2.3 MR IRTIE RN n) F ) R s O A

1) HRAT 48 09U 0] 4 ) 5 W 96 F 5 4

@ FEAARI . 25 5 UF 4 BT i 2 Rl 13 TR,
R AR R 5AD2(DH 1D 0RE 5 NIEBUR .

*** Found violation of property: deadlock_free

*** deadlock_free: !terminal()

iy T ] SR ms A A B s R BB Bl AR 51D 2,
a2 A7 B R M BR S (11D L B AR 1R AR

1T FEFT IR B A5 A ACRR ; B8 i 4 5 o8 (12) Y 2R W
(guard,close,safe,saferoom) , LIRS 5 BAIRDE 2

bigmc guard.bgm

#0 mainarea.(corridor.(serverroom.cloudlet[c].currentdata.nil | office.nil | sa

feroom.(safe.(guard[g].nil) | server[s].historydata.nil))) <- whw

*

>> pl1

VIOLATION **

#1 mainarea.(corridor.(saferoom.(guard[g].nil | safe.nil | server[s].historydat
a.nil) | serverroom.cloudlet[c].currentdata.nil | office.nil))

>> p7

#2 mainarea.(corridor.(guard[g].nil | saferoom.(safe.nil | server[s].historydat

a.nil) | serverroom.cloudlet[c].currentdata.nil

>> pil

| office.nil))

#3 mainarea.(guard[g].nil | corridor.(saferoom.(safe.nil | server[s].historydat

a.nil) | serverroom.cloudlet[c].currentdata.nil

>> (root)
[mc::step] Counter-example found.

| office.nil))

Fig. 13 Counter path

B 13

B A i A
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(iEA%  BUERAT EE AT TR AR IS, — 8 2P T G
TR HE R ShVEA RE B T & 22 )=

@ FE 4RI 25 50 I M R R B I AR
7(96(10)2(TH1(D0RE 7 AILPUR A AR5 V5 7]
PRI R BB Bt AR 7(9)6(10) 2. A
Wk 2 Fh Oy e UK B < I BR SR EE (9) (10D, B &K
AT BB L AR RS 28 R P i 28 5

PR

= B BN 5K i% (guard, logout, (server, saferoom) ,
saferoom) Fll (guard, delete, (historydata, guard-
phone, saferoom) , saferoom) , g5 5 43 5| &y (13) F
(14).

B2 BE R AT A 1) VT ) 4 SR B 8 B0l
(D~ AR5 22T ARG 9 MIRE, 14
SRARIE. BN 14 FR

© 7\

(14)

Fig. 14 Modified labeled transition system of guard access control policies

PR 14 HRAT S48 5 IV 42 o) SR et T B A S AR A R B

2) ARAT LG U7 [ 4 1) 3 W 0 H1E 55 R w7

@ A AT 3k 5 W A D AR A 7 1R 42 ] 5 A8 5
B 45 245 [n) 5 1 58 W% (banker, copy, (currentdata,
cloudlet) ,mainarea) & & AT R . B 2 F oy X
I R SR W < N B 12 SR W 5 19 N 5K i (banker, login,
(cloudlet, serverroom) , mainarea) , f§i /A~ A] 35 % % A]
AT

@ FERRGIN. 25 ek BT 2. E it 2 By g
MG 3 3R B (banker, logout, (cloudlet, server-
room) ,office) #% (banker, logout, (cloudlet, server-
room) ,mainarea) , RPER A7 HR 51 H AT 1B 8 AL A fig
B TTAH R X 48 5 M B 3R W% (banker, login, (cloudlet,
serverroom) ,office) # (banker, copy, (currentdata,
cloudlet) ,mainarea) , B % 1} 42 17 1 53 #F Jp 2 = 8
AN IR 55 i FIAE KT 3R MU 7 2 KA By il ¢

3) FAR N G [R) 55 1] TR W 36 1E -5 9 s ]

@ FEAARG I o 28 55 30F P BT AN W6 A2

@ ZAWRANE Ry BORBARN B AR5
J (6] I 5 O 250 R AT F2 78 % (). 8 3 0k 5 ] 42 ) 5 s
i SOZ AT KL 2 B O 58 - I R SR i (techni-
cian,enter,serverroom) , RIZE |F £ R A 51 ¥ AR 45
i b7 18] 5 78 SCHR AR A OC 2 L B SE (technician, enter,

serverroom) 2 Fii A % & (guard, enter, serverroom).

4) 4Ry 5 ) 475 1 SR TE B 1 46 U

BT AN A 5 1R 47 ] SR I L i ST A )R
Uy [ 2 1] 5 W A A ] die ¢ 1 1) 42 ) SR O 28 2%
A RS R R G AL 87 AR, S L P[]
P2 1 SR AN AR BE BIUIR 25 T A X ER A Sy (8 U7 (R 4
1] SR ) A6 T8 7 0N B AR 2 2 ) v R AT ARG L RE
] AL B UE A2 2% JBE . 7 42 JRy 5 ) 4 il 36 s rp UG O T
SR 22 8] 52 FLAT Ay i 46 Uk R AT

6 FRRT—HIIE

/L EIN ISy S e TR I EPSE N
F 1 B S o7 24 SRR ) S o A R TR A R
ANATCEE TR AR R 25 8] vh AL X 5 18147 B 205 ik
B2 T W) P S () L e P s 1) 58 ek e o 7 x5 )
A7 009 2 QAT A X b T 7 oK T S B B Y A
i) 72 A5 Y ) 2l N7 5 SR E O X AR L A U
WFFE I Z —. A SRR X W 3 25 ) L {5 5 s [ P
[ 4 52 T o) S AN [8] 4 77 1) 4% 1l 5K g L 42 1) LCRBAC
BRI i EMASE R S X 2R Gz A7 PR A0 4 IE.
M FH A5 P RN A8 1 S 0 2 e % EML A LCRBAC 45 7Y
HEATIE AT, O X 00 8 24 o 119 22 42 i Pk R AT 50
UE S AR 30 56 T 25 2R L 4R X A IE R RS 0 SR A O
R.BJE A5G R E R T B T 05 8k A S
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