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Abstract Data deduplication has been widely used in cloud storage servers to reduce bandwidth and
save resource effectively. At present, the key chosen to encrypt the file is always the convergent key
in the client-based deduplication, so when parts of the file are revealed or the file is poor in entropy,
convergent encryption cannot guarantee the semantic security. As for ownership of the file, now the
way in some protocols is to check certain numbers of the file blocks to response the challenge of the
server, so it cannot prove the whole ownership of the file. In another word, this way is only in a
certain probability condition to ensure the ownership of the file. Apart from above, some protocols
choose a third party server to participate in the program. Through this way, we need higher security
assumption, and it is not suitable for the reality scenes. In this paper, we propose a scheme to
deduplicate encrypted data stored in cloud based on zero-knowledge proof and hidden credential
retrieval, It uses zero-knowledge proof to achieve the proof of ownership of the file and hidden
credential retrieval to transmit the encrypted key to file owners who have proved their ownership of
the file. The result shows that our protocol is more efficient and effective. It is easy to be
implemented. Meanwhile it improves the security of the ownership authentication and proposes a new

key transmission method.
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1) SE#5PE. XF T U7 v b Bk B 3 R 5 E
A0SR S S BRSO R TR IS I A B I
XU A UE .

565 IR VR B R R UK P ik B A 5 R
B SCSCA 905 IR B A 5 6 TR A 4 R P ORI E 1Y
S AR HEAT IS 2 5 UE Gl 2o i B 2 A AR
ALy 1. B IE i o
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2) EHPE. X T AR PO 5 i
R LB AZ HL R W . DA B 8 A7 56 3iF 7 36 3 i
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3) R I BH 2 R E A RS P S B
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H 12 550 AR Y IE B R A 5 5 S 3 B I A R R AT
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TR0 PR T R R A — S 9 S T 4 AT AR IR 55 A
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AL Ty 58 T RE K i it A 68 Y 2 4 1k

RBAFTE — ARG T 5 R 55 & Z 18 #1752
L RE B A A 5t h S 0 %5 7 i A B — IR
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D) W1 AG AR BRI A Ry 2 5

2) PPERIHLEL w.t;

3) M ST KA H oo (F) 35 5 {6
Proof=(H piom (F) Xw=+1)modg;

4) HEIRIEE commit= (g™ X aux®)modq;
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H ooy Flny 2350 02 31X 26 P 8 b Bl HH 28 1 g 17 5
o<ty n <<ty f1 RONEEE, [, RREL
ek,

T A AR AT T A S
TEPRE B ) R TR E S
5 fo PR B S BN £ b A kR K

AL B fo v Eg PR AR I B AT i Pk A
fi 5 f RSB E RN E (5 B DEK .

FEAT IR I AR 5L ST KA B H oo () S S 57—
TS Dic 09 0F BAETGE # M B EA R RIG )
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M ) —A> T A Z A0 A HAB AR AT S 56 i, Hevh
M (0,1} k FoR P15 & DEK iK%,

%Tl@%ﬁﬁﬁ%?}%ﬂﬁ&’fﬂf?ﬁﬁ%ﬁﬁfﬁ‘é@&ﬁ@ﬁl
o R AR U AN TR G X 2 R K B ) 2
A L2 | DI RS R E Hupgon (RS
AR s negl[ AR IR X TAL AR R WAL o fF7E— A
A IRAEFEL L X TAERE AL ARA neglA]<A .

D) STy, SME B A T BE AR R
(18 38 AR B R A 0 2% A% i e e e AR B )
Bl B P 5 2 IR 55 i 2R 4T 8 1AL 3B 5 L A Ak
TR A B T AL S L AR BRI SO
WHEY] DEK AN BT # Ao Pl 2.

B3 Ah &6 B #H A Pk ST Y HE R
Pr AL wins | 5 2 T BO8CGE 4% 19 % 9115 18 7 3%
AR AL B E AR

@ B F Ao B P AR R — A SO R
9 EE H o (F) BRI ) 25 IR 55 0 5 5 B 4% 38 37
KBRS BARIE RS h(F) AR EE#H A, k%
BEAL . o8 T i T B H A B HOIESE & 1
H oo (B H B B REE TR Dty 3 A SRR
M RER Ny

Pr[ AL2 wins |<<

min{q.z,} ty
D= | 2y, | mesllAls

@ SR BLdT Ao SR SCHF R EE H.pion (F) 5
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JIe 7 o BT LA S T S0 5 48 00 %% 9 1% 1 T vk B A1 ER
%tk

Pr[ Al

PrL Al winsJ<

min{q,t; ) ty -
D] —n, Zk*711+7leél[A]’

2) NIRRT, AR B A AT REAE I T s
1113 452 64 Bl 55 o » |8 T 4 2 i AR L U5 ) P Sl L OF
Ko A B L T LT L K S4B SCIF I 9] DEK
W PR B A PR AR

R N ER e #H AL PR T R R R
Pr Al wins | 75 2 T [O8CGE 45 19 % 9115 18 07 3k
W»W%Bﬁl%%‘ Amﬁlﬂi%}aﬁﬂ?:

@ BB A B9 2 IR 55 &8 0 A filk 14 % B 1 1 AR
e &R 5 BT 2 U 81 DEK' L R %
DEK'figt 2% % 3¢, B HCR (% 4> Pk m] 1, P38 2 it
AL R R ECR) SCPE R 2 Hgon (1)
w5

Pr[ Af/

217) 2)

max(

1y 1,
|ID|—n, 2¢—mn,’

© W dr # A BN R I A AT N
X SCAF R ZE H puniom CFD 55 00 M ot s o 038 0 o5 &
P B HE R A R — A SRR E AL
5500 R A 0P 2 T RO FE 4 1 91 4% i T I K
IR A SR L 2.

2 wins <



1230

HENMR S R E 2018, 55(6)

25 b NPT B AL BRI AR
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TESEPRIF RS s AR Tl 3 A &7 IR
LR S5 280 g 5 8 0y b [R] N Yo AR DG HR L JF
HAR LT AE T o BE ML 31 5 158 Hash bR 2031 5001
oS8 g AN A E RN E, T RS0
WAL IR SE p MR FHEAR SSRGS
P8R T AR ST S . TS p A v RS w4
PRI B A 8857 U kR . SR A7 ] e & AE B
WosTh R g NI M B AL RER B R 55 28 AN 2
M P B S AR A AT AT S AR 8, s PR S 23 X By
Pk Ry AR TR T S .
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Fig. 6 The test plan diagram
K6 WA ZEon E K

KT ENEREEN=MEH 1 & HPES
g 2 £ LA HAESH T .

P4 5 1) Bl 55 o S 56 B BT Sk BT L 5 R 55 A L R B
F75 5 ,CPU M4 3. 00 GHz. N FE 2 GB.#:/E R 4
4 Windows Server 2008 Fr#fE i 32 b. 47 % 5 Mbps.

A P I AL T PG ffE ] Win7 (32 b) #:4E &

48 Wz Intel™ Core™ 2 Duo CPU E8400 3. 00 GHz,
AT 4 GB.500 GB fifi .

Mkl C++ 45 . Horh AES,MD5 %l
PUEM 38 K0G8 5653 B T cryptopps. 6. 3 P,
5.2 EHfiLbEENXHE

B AR [ /D SCfEL 4 B0 R 1 MB,L 5 MB,
10 MB,50 MB, 100 MB, 200 MB, 300 MB, 400 MB,
500 MB, 600 MB,800 MB, 1 000 MB ¢4, 18 3¢ & /v
AR E IS SO Hash {BL L SCPF A 28 S0PF %
A2 HCR $E48 74 B0 5 % SO A B A% 2R 55 4%
(4% B s A7 I [ L SE g B e 45 R an

AR A ZE I ] TR 2 1 FoR

Table 1 Comparison of Calculation Time Between

H,gom (F) and h(F)
R 1 HERKMWES G Hash &R FE X

Calculation Time/s

File Size/MB

H random (F) h(F)
1 0.033262 0.020263
5 0.152663 0.109276
10 0.348 185 0.160 544
50 0.461597 0.407581
100 1.204 216 0.998312
200 2.405528 2.017546
300 3.615234 3.113277
400 4.885774 4.101824
500 6.089996 5.201672
600 7.293108 6.349598
800 8.640098 7.580164
1000 10. 568139 9. 649251

TEARTT S G — R AES-128 il 503k X 3¢
E R s SCPE I s i TRl 43R 2 B

Table 2 File Encryption Time
®2 XHMERE

File Size/MB AES-128 Encryption Time/s
1 0. 086 000
5 0.439000
10 0.897 000
50 4. 314000
100 9.243000
200 19. 168000
300 27.671000
400 36.395000
500 46. 071000
600 53. 337000
800 68. 838000
1000 83. 627000
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LB AL E A HCR B M B B 8 41
g Al HCR 24, I 45 54 5 % 5 —JF L A%
RS f SRR R AN 3 PR .

Table 3 First User HCR Protection and Upload Time
*3 HMLLfEE HCR FHRIP R L4EwE

Time/s

HCR

Credential

File Size/MB

HCR Upload HCR Protection

Protection with Cp and Upload

1 0.054512 1.71 1.764512

5 0.171898 3.65 3.821898
10 0.358021 5.57 5.928021
50 0.515663 10. 49 11. 005663
100 1.242185 17. 86 19.102185
200 2.605579 34. 44 37.045579
300 3.816562 54.09 57.906 562
400 5.085716 66.95 72.035716
500 6.201399 78. 14 84.341399
600 7.381247 96. 10 103. 481 247
800 8.709573 122.24 130. 949573
1000 10. 534 681 166. 87 177.404 681

5.3 BEEEENREE

BEXF AN 6] K/ 3¢ 43 il ik 1 MB, 5 MB,
10 MB,50 MB, 100 MB, 200 MB, 300 MB, 400 MB,
500 MB, 600 MB,800 MB, 1 000 MB 34, i 5% J& %2

A% 2 N R I O vk S BB A AGAGE L OF S

FIAH MHT (Merkel-Hash tree) 75 ¥ 52 #1L Fr A BUA
R A4 I (B) R AT PO L S SR B 45 R AN 3R 4 R
Table 4 Comparison of the Total Time Between
Zero-Knowledge Proof and MHT
FHIAWIE S MHT 9 5 /& Xt bb

Total Time/s

*x 4

File Size/MB

Zero-Knowledge Proof MHT
1 0.192225 0.029225
5 0.649492 0.115362
10 1.148233 0.214 823
50 4,782 209 0.810326
100 6.920186 1.570733
200 10. 229651 3.115476
300 13.536723 7.235495
400 19. 332291 12. 813769
500 26.182607 19.019434
600 32.032861 24.703428
800 43.648090 31.518936
1000 55.007976 42.019975

5.4 XHREEMNLHE

BEXS AN TR R/ SO 43 50 Wk 1 MB, 5 MB,
10 MB,50 MB, 100 MB, 200 MB, 300 MB, 400 MB,
500 MB, 600 MB,800 MB. 1000 MB 34, it 5 i i
B A BGAIE B SCHE A # A HCR B 8UF% 3 B B
PR SCHE S BT BE 0 AN R R/ SO HOR A% 38 Bir B
MR 3 5 FoR

Table 5 File Owner HCR Transmission Time

x5 XHEHEE HCR L E

Transmission Time/s

File Size/MB

Server User User Server Server HCR Total

Sends v,h,r Calculates U Uploads U Calculates B Sends B Transmission
1 1.062 0.085279 1.98 0.061186 1.095 4.283465
5 1. 081 0.209121 2.05 0.160072 1.039 4.539193
10 1. 069 0.491827 2.00 0.335794 1.108 5.004 621
50 1.072 0.972529 3.07 0.785482 1.216 7.116011
100 1. 088 1. 359395 3. 47 1.241139 1.114 8.272534
200 1. 086 2.633672 2.88 2.308871 1.118 10. 026 543
300 1.079 3.933106 3.09 3.758021 1.073 12.933127
400 1. 086 5.112433 3.44 5.115763 1. 081 15. 835196
500 1. 092 6.201392 3.35 6.081074 1. 107 17. 831466
600 1.077 7.192108 3.12 6.910035 1. 096 19. 395143
800 1. 101 9.227497 3.91 8.604908 1.103 23.946 405
1000 1. 094 11. 162379 3.77 10. 561893 1.134 27.722272
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5.5 MRESIR SCE, T R) — B SC SO AT B — I SR

BEXEAS [/ K /N S 43 51 43 B 1 MB, 5 MB,
10 MB,50 MB, 100 MB, 200 MB, 300 MB, 400 MB,
500 MB, 600 MB, 800 MB, 1 000 MB 3 4 I 3 %k 412
T AL b AR 3 T AE A R e ) 5 S SR /INARR G
WY 12 B E 7 fras. i 1 L& 7wl 3t
SRR AR 2 1 8] 5 3 58 SCF Hash (B (4 B 8] A7 1L
i I P 8 I 22 BN KL (R TR AR 9 R0 AN 48 R S
SR T LA T KAk A R J5 B2 1 BT A A UE FE 45
M5 1 SCF Hash (5 HAE1E 8 SCHEFR IR, R
AE Ot AR 3R SR A £

12

= Hrandom(F)

10F o h(F)

[*2]
T

Calculation Time/s
(o))
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File Size/MB

1 5

Fig. 7 Compare between H,om (F) and h(F)
B 7 Az R 2B ] 5 SO Hash fB B ) X5 L 1]
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Fig. 8 File encryption time

P8 SCpF s )

M2 3.5 K& 6 nHL. AR FEhEh bEH
FIFH HCR Wp s W By B X 5% 81 o 47 18 97 A %
HCR #E 4%, 38 3 B A7 BUIAIE B9 SC0 30 47 & L
HCR P& 2 By B R B SCF % 51 46 Uk A% 3o Wk 52 It
1] 5 2= IR 55 4l 98 A — 2 O &L SCHRC18 ] s A AR
PR N B N AR IR S Sl
WA BONTE R SCHE A &k — o & h T =
JAARELR 55 78 2 5, B R AR S e e 2 58 =
I 45 # e K. M 9 Hg HCR P il fkis 8
N PSR R = e 1R R NS i N 16 ) 5 B N
B 3 5 vk AR T T 4 4% b O ik M e
Ak

Table 6 Comparison of Transmission Time Between HCR and Proxy Re-encryption

*® 6 HCR SRIEEMZEZEEHNEX L

File Size/MB

Transmission Time/s

Total Proxy

HCR Credential ~ HCR Transmission Total HCR Rekey Key Share Re-encryption
1 0.054512 4.283465 4,337977 0. 746 0. 92004 1. 666 04
5 0.171898 4.539193 4.711091 0. 749 3.22991 3.97891
10 0.358021 5.004 621 5.362642 0. 744 6.85279 7.596 79
50 0.515663 7.116011 7.631674 0.752 22.546 27 23.29827
100 1.242185 8.272534 9.514719 0. 749 46. 38131 47.13031
200 2.605579 10. 026 543 12. 632122 0.753 94. 64308 95.39608
300 3.816562 12.933127 16. 749 689 0.746 125. 44356 126. 189 56
400 5.085716 15. 835196 20.920912 0.743 169. 84565 170. 58865
500 6.201399 17.100117 23.301516 0.749 208. 37324 209. 12224
600 7.381247 19. 395143 26.776 39 0.751 252.908 14 253.659 14
800 8.709573 23.946 405 32.655978 0. 744 337.01452 337.75852
1000 10. 534681 27.722272 38. 256953 0. 749 418.297 14 419. 046 14
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400 r -= HCR
—— Proxy Re-encryption

w

(=3

(=)
T

200

Total Time/s

100 |
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File Size/MB
Fig. 9 Compare between HCR and proxy re-encryption

F 9 HCR 5% T fn 5 o & st b K

A T5 S Ja B AR 3B R 2 R R T vk 9 B
B A BGNIE - 26 4 K &L 10 AT & Xk A8 7] R/
SCPF L AR T S5 5R T MH'T Jy 2 52 3L A BUAIE i
[0 AH 22 55/ 0N AR ASE T B RS A T 330 [ 1
IR 1] 22 52 Wi n] 2200 A 200 S BRSO BT A BGAGIE » 58 i
ZHETAE.

@

60
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50— MHT
w 40
N
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E
= 30F
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= 90}
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Fig. 10 Compare between zero-knowledge proof and MHT

B 10 FAHEIES MHT B[] %t L &

LA LR PERE 43 BT, LA 1000 MB SO
i) % He STk L9 )L Sk 18 ] Je A 30 07 22 H: v 3Cik
(9 102 i H 780 1y ) FH e S50 %85 & MHT J5 3 55 30
B SCFE I T 58 SCHR [ 18 JJ2 Y Hif LAY 1% ) A [
i 0 % K A3 T 0 48 I S B S 2 T O A
7% B P BRI AES-128 Jin % B kL I
LS50 5T 9 45 2% 0 A TR I 20 %6 1 A [R) B4 25 3¢ SC
P A% Bsf [R] AR [R]. 76 4 52 56 $1 5% . 1.000 MB SC
SF-25 Jon g B ] 2 83. 63 s, BSOS AT B B RSS A
14 SF- 25 B[] 2 166. 82 s, Mt 250. 45 s, X F3X ¥ 43
BF 1) L 3 7 S8 BOMH R AN B AT 15038 X1 1000
MB S, Ge it 3 #hor v E A B AE#H 55 8L B iR
FHOP BRI A Ty b E L B AR A SE AR

F Hash (B 3CPF R4 22 {E K HCR SR s {5 L 5
2 ARG F AR S e i 8] JF R A B AE
L2 65 b A 3 s S S I 1) R, %) LB A5 SR an ke 7
JIT 7R

Table 7 Compare Among 3 Protocols in 1000 MB File

&7 1000 MB 3T 3 7 i B (8] X4 EE s
Protocol First User Subsequent User  Total Time
Ref[9] 36. 071 42.019 78. 090
Ref[ 18] 150. 400 4,910 155. 310

Ours 30. 751 55.007 85. 758

M 7 K 11 A AR SO S5 3RO T
DAL R m 8 1A% 3 T E 5 R AR 22 B/ dm
T ICHRLT8 Jrbr it S g (i phy 0 oK 8l T R, s B
1 3 K Jm 22 b AL TSR R AL /N T i SCE I
A% 3 2R A5 AR I I] . phy T SO i O L A% ]
530 R/NAE FE I8 20 5R T % 77 S 4 SC L EE 7
A LA sl A SO A2 b AR ] B s IR g5
e 708 M AR BT R B 1 T L

180
160 | 155. 31

140
120 |

100 |
85. 758
ool 7809

Total Time/s

60
40
20 f
0

Ref[9] Ref[18] Ours
Protocol

Fig. 11
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Compare among 3 protocols in 1000 MB file
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b B AR R R S5 AR YL
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F Je i 2o 28 A oy M B IE WA AR J5 58 BT A BGAIE K
WP B IR B T AT UE W] Y 2 AR L SR o B
HIRERA € e N SN TR & S S R I S
A Az B T AT LS 7 (5 R 8 A IR 55
HATAR 5 09 B A .
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