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Abstract  Covert communication technology offers effective privacy-preserving and secure data
transmission services with covertness in behavior and content. Existing covert storage channels have
always been questioned about their covertness. On the other hand, covert timing channels mainly use
middle and lower layer network protocols as overt channels, which usually requires complex encoding
methods to reduce bit error rates. It is hard to satisfy the transmission rate requirements through
current covert timing channels as well. In this paper, we present H2CSC, a new covert sequence
channel approach over the next-generation application layer HTTP/2 protocol. H2CSC controls and
manipulates the responses of HTTP/2 Web server to its requests, forming a kind of covert sequence
from the stream IDs of those response frames. Then, H2CSC exploits combinatorial coding methods
to embed covert bits into these frame sequences. It takes advantage of HTTP/2 protocol to provide
channel reliability and security. We implement H2CSC method in the widely used Apache Web server
as a function module, and examine the channel’s effectiveness and robustness in the real system. We
further evaluate the covertness of this channel by using a detection method based on logistic regression
of corrected conditional entropy. The experimental results show that H2CSC could provide 574 bps of

covert transmission rates with excellent robustness and covertness.

Key words covert channel; HTTP/2 protocol; data frame sequence; combinatorial coding methods;

corrected conditional entropy
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Table 1 Encoding 4-bit Data into Sequence
F 1 4-bit HHEF 5 455
U; V; U, V;
0000 1,2,3,4 1000 2,3,1,4
0001 1,2,4,3 1001 2,3.4,1
0010 1,3,2,4 1010 2,4,1,3
0011 1,3,4,2 1011 2,4,3,1
0100 1,4,2,3 1100 3,1,2,4
0101 1.4,3,2 1101 3,1,4,2
0110 2,1,3,4 1110 3,2,1,4
0111 2,1,4,3 1111 3,2,4,1

WEHE B2 1 A4 H L, H ASCIT % — i
il 4 A2 0100, MIXF R V, S 1,4,2,3. & )5 &2
4B W T R R R R U Ry 15,17,19,21, %)
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25,29, T <8 5 D A 4k DK /N O & T HE I 15 2
i B A RO MR 4 5 R 81 Ol 25,27,23, 29, Bl MK
P2 PR T B Wt A 3% 5 S 5 A U 12 BRI i T S,
Bl I gt )7 51 B2 T EOE Rk T e

7 i A B A R 5 Z A R e 2 R R R
S WO S 5 7 A Ty 15,21, 17,19, 4R 48 2 45 2] i
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AT RS ot IR XS DIl =i 0] SR PS
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\ 2
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Fig. 3 Web server internal flow chart
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WA 2 45 Fr ik s A J7 Bk B K P i o SCRF h2ce
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5.1 AT
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B HTTP/2 wiih #0055 7% 2 % . 2% £ %
nghttp2 £ Fl Apache Httpd JIg 55 % 7 )7 LU & elc I
177 XS i FA SO R 1 23 HTTP/2 ¥
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Table 2 Information of 8 Covert Pages
2 S EHRNHEER

URI Page Size/MB  Resource Amount n |U; |
1. html 1.07 120 4 4
2. html 0.98 240 5 6
3. html 1. 04 480 6 9
4. html 1.05 960 7 12
5. html 1.19 1920 8 15
6. html 1. 49 3840 9 18
7. html 2.89 7680 10 21
8. html 4. 35 10000 10 21

5.2 BRERRMEEERIN

ASCHAR 1 8.1 GB WA .1 Mbps 7 % =
FHUEHR HTTP/2 IR 55 4% . W E AL Frh E
ARA T M. & i i A8 EHLAL T I b 5 i
X H 5 MRS &% RTT 2928 44 ms.
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T B LR U5 8] 100 YA ~F- S FE I B 28 i B
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() [F] By B () A 1 s, i 4551 283 5 [ B i) 40 18] 4 s
Xof F [) — A~ BT, HE e i 2 B i {5 G 5 A Gl 5L T U5
[a] B[] SF- 34 A 25 ¥ A M 3 10 ms, 32 B[] 1] B A4H L
L NI R RN T ES R B A AR N N §7:4 - N o
zE W H2CSC J7 k% F Apache HTTPD iR 45
A 1Y PEBESZ MR A /0N. 55 A 1~8 5 BT 22 [A] 15 [7] 1+ [8]
AH 22 1 35 it DA T HG TR E AR KIS ) 38 3 3 3

[ 2 11.3]
401 7 Normal =
| 3 Covert
I S8
< or i
> |
=
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123
g 201 B8
< i

10. 26
10. 26

ISR o 5

mm B8«
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Web Page Index
Fig. 4 Page access time
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Horp N FROREE ¢ A DU P 3R S B4R, PageSize,
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eI 3 A BT T 4 Sk JERE A L B 5 4.
Hor 585 1 4 4-Normal ANl % AT AT Bl 31 B 58 2
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Web Page Index
Fig. 5 Covert data transmission rate of each page
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Table 3 Transmission Rates of Covert Channels
®3 REREERESCRER

Method Experimental Rate/bps
H2CSC 578
Cloak 450
JIBC 295
LiHB 201

Fig. 6 CCE of different pages
&l 6 AS[H) 5L TH & IF 4% 14

X T4 ASCIT g 15 Fl UTE-8 Ji i 14 B2 i
HET 5 . H CCE (a8 f AL R W] 2 Fh 4 i 73 Bk
Je B S A FEAR 2L 5 T X T 00 2 B AL — 3 ) S 3
(1) CCE {72 Al RIAH XS BE L - 28 38 Bl J2: 0. 4 ~2. 5.
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MFEL 6 T LA T B b UL 2], H2CSC 5 i 283
ST 5 1E H U SR B CCE i (E B A — 5 X,
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Fig. 7 Detection method accuracy
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Table 4 Optimize Parameters for CCE
&4 CCEBESHML
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0.2127 0

5 1 0.3845 96

5 2 0.5235 192

5 3 0.7317 384

5 4 0.8622 768

5 5 1.4673 1536

4 1 0.5057 120

6 1 0.3173 80
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