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Abstract The main purpose of program analysis is researching the properties of programs. Symbolic
execution, which is the current popular analysis method, plays an important role in the aspects of
generating efficient test cases, improving the path coverage ratio and so on. The key processes are
extracting the path constraint and constraint solving. The current analysis methods have the
shortcomings with low efficient of constraint solving, which results to low path coverage ratio. Due to
different search strategies used by symbolic execution engine, the process of state merging may exist
during symbolic execution, which may result to incorrect path information. This paper aims at
improving the efficiency of path analysis, and a high efficient program analysis method is proposed.
The shape of conventional symbolic execution tree is improved, and extracting the symbolic expression
and path constraints in different paths to improve the efficiency of state merging; and then we use the
potential relation analysis to generate the dependent relation set in backward analysis. The algorithm
of dependent relation reorder is proposed to improve the path coverage ratio. Experimental results
demonstrate that our method can improve the efficiency of state merging and improve the accuracy of

path constraint analysis compared with conventional methods of state merging and symbolic execution.
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e R IE AT AL . 5y 5 B2 HOK ik A 45
Ak T SCHRLL6 T3 i 23 B ol s 1) 28 10 1L K S HR 11
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AR {E A R T ) 4 o P 20 o 0 B AR 2 TR R R Y
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KAWL 5L 55 TR E G IF A5 AT
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FEAR.

EN 1. F& 1% 4 (path condition). % F—4~
B P.— AR A ¢ % o F P 7 ¢ fEF T AR
AT B XTI Y B8 AR 25 @ R o T Y o S R A
S5 A5 D2 L — B i R 0 5K

AR S0 AE R AT T AT —
B AERRT I — R BT AR, 208 ) 5% 44 SR,
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S A PAT T BAR RT3k Y 43 SO0 N Y 2 HiF
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® if(x>3)

@ float x,y, z;
@ x=2x;

( ® if (z>2) ) C ® if(z>2)> (@ if(:>2)>

% ifi(fx(>y3:):z) \

%if(:;;f: ( @)/IZ*I ) C @1722*1 ) ( @y=z-1 )
=z-1;

(@) @on) (2e)

(a) Original program

(b) Symbolic execution tree

Y

exit

(c) Symbolic execution tree after transformation

Fig. 1 Symbolic execution tree
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B G R YR B 3 T Y A3 BT R R T R
Ja A7 AT R

Table 1 State Set of Symbolic Execution
x1 BHSHITHREES

Path « Current Path Condition ¢ x y z
©0,2.0.0.® 01 =220<3 N2 <2 20 Yo 20
0,0,0,©.0.® @2 =2x0<3 Nz >2 2x0 20— 1 20
0.2.0,®,®.® @3 =220 >3 N yo#2 N 202 220 Yo I
0.©0.0..®.@®.® @1 =220 >3 NyoF2Nz0>2 220 zo—1 20
D0,2,.0.,.©.0,.® @5 =2x0>3Nyo=2 220 1.5 2.5

P55 BT LR 8 BB 19 B8 AR 03 SO, 2B Z Bk AR
FAFIMABRZS A b IR U P& A2 1 W] 35 1 X 2%
T AR B W E JEAT S B AR A o T LLRR
e=o Vo Vs Vo Ves. TS AT TEZR
R M T AR A5 o BI3E 3 F 5% S5 3 0 1 1Y
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K1 () R B B A R 0 SCAR A T DL A 26
PIPATIRES. TR BIR 1o o FTTERIAT XN Y iy A
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H AT Y 24 SRR A 2 6 A B VR 05 50 DA R R B0UR FH 4 28
U 1) 24 SRS A B o L A3 T 1 BB 32 B AR R RR A e
55 AT R LR 5 A8 52 bR 0 i B b AR AR 3R
o 1A RE 56 o 15 24 TSR i R 5 50 AN BE SR M 1 2 3R 5%
4 o DT 52 e 43 7 (R 0KG B8 . A S —Rh T 1 RS R
AN RS AR b B B AR S5 o TR A A S
FF5 R 2 Al S 0 &8 4 A7 2o o DT 28 fik IF 24

@ int x,y,z;
@ int a, b=2;
® scanf( “%d%d%d” , &x, &y, &z);
@ if (x-y>0)
a=x;
®) else
@  a=y;
if (x+y>10)
© b=a;
if (zxz>3)
@  printf( “greater than 3” );
® else
@  printf( “less than 37 );
printf ( “%d” , &b);

(a) Program

false
( if (x+y>10) )

SRR Sk i P B T 3 Z50A SR i A 52 £ o W ] 2 2
3 TR VRAN M%7 T B AR AR

W1 A5 5 o M el T B A B 0 0 A B B so7E
AR A Py R AE T 1 AT T W L AR A
Mrad B v . B AR o ) — ek B Je — A R ik Uit 4]
AT LA 2o i T A 5 A A — T BRI AT H
brifn). A H AR B I dh 0 AR R AT 396 ) 43 A 5
FEFF B HEAD izl 72 R H AR TR Al LSRR O 72
Fe i AT 5 2 1k 200 T A28 5 H b i A AR O
Y BE AR SR AR ARG

5 HARE AR SC A 20 M 05 3 AT LOKS fif b 2
R BT B AR L AL TS H AR TR A R AR b
FHICH 3 AAF 238 0Bt il IR I 2 () B 427 8
SRARAT B A M P i i1 R R AT IR AR SR 5 i
Fror i B0 2 2R P0AT BR AR oo XY 5 I AT S A
AT (1 2 3k KTB X W 7y B2 A7 A 8] 1 SCHE T
Fr L RIS 4 AR B AT A% 226 4]
Bz B RO AR 45 ] A IRAT B AR R B
2 H b ) R A BT ) AR S AT a0

true A

if (zxz>3)
@  printf( “greater than 3” );

@ else
@  printf( “less than3” );

(b) Mining of potential dependency relation

Fig. 2 Potential dependent analysis
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Table 2 Paths Analysis Based on Dependent Condition
2 ETFRBEHNEEST

Step Input Path Dependency Condition
1 {x=6,y=2,2=2} [p1.c:pz.isps.] - (aty>10)
2 {x=6,y=5,2=2} [prasprp3n] (x=y>0) A (x+y>10)
3 {a=6,y=2.2=2} [p1.csp2.0>P3.0] S (et y>10)
4 {2=2.y=6.2=2}) [pr.isp2.6Ps.1] - (2t y>10)

2 M T 4 B AR 23 A A4 B AR 47 4 45
AR M - (e—y>0) A (et y>10) Xt 1 B P AT 1%
I BA B IAE“Path”F2 . 29 JOK i 45 30 1 2] Wr
AR A 3R A 2 5 WA R S A5 A A AT Sk ML H
U B 29 SRR Ak 25 75 396 1) 43 BT 3 B P A A B AR AR A
TR OL. HOZOT T kAT 583 5 3 R 42
HR XA 4% 1R 3R s B U
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PERAETEE N =" = 2.5 SRR A 77 25808 51 1 K3k
2 DU 2 SR e f AR 15 o 7 b AT RE A2 T oK A g
JIT R BORE G IR W, T 45 7R 52 ) % AR
A B SCRY SRRl N B % B AR A 0 vk X

Al WRERF, HA ST ELRSmE 1 fr
. X R 7 B XE LA UL Hb 345 A S A8 G A
TS5 A VU B FF 5 B0 N 1) 29 1 4 1.

Table 3 Example of Intermediate State (Statement ©® in

Fig. 1(a))
£3 dERETE (B 1(a)HiEADG)
Path = Current Path Condition ¢ =y =
m=[0,0,.0.0] 2203 2x0 Yo %o

~=[0.0,.0.®,0]
~=[0.0.0.@.0.0]

220 >3 N yo7#2 2x0 Yo %0

@5 =2x0>3 Nyo=2 2x0 o 2.5

Table 4 Example of State Merging
x4 RKEEHZG

Path « Current Path Condition ¢ x y z
(2293 A Z/:w) \Y
m Voo Vo (2a90>3 N\ Yo #2 N = 200V 2x0 Yo Zl

(2J'<\>3/\yo:2/\z,:2. 5)

MF—1RF P HmAZRESN T,
trsat,)s P IR FMEGIL N (D=0 V
ooV ooV o) A AS R (€ T ERE A
SO AR S EHER AV V=0, Vv, V- Vv, N
AU E L.

ENX 5, £55 2 4 (symbol signature). 43t
MFFS RIB I o XRS5 D h

{o. Vo,V Ve | 1<x,y,z<n,xFy,xF=2,
yFzh HH @ . RN BN IE 0, B[R] AR BT XS
INE B A A U ¢ AR RS B T B X B 1 A5 45 45 44
vs XK (@rv) | €D, ).

Bt T 1) iR 7 R AR 2 1 B B AR S
RTS8 20 E L, 0] DL H e 15 5 2% 24 0
Y Z AR R T () B @ 0 B 2RSS
IFJE R P iR RS

x > {(true,2x,) },

y (o V30 (g Vprszy—1),
(p;,1.5)},

2 P {(o Vo Vo Vorszg)s(gs52.5) ).

FEEAM P RAMB R, B2 5 S5
B g IR — 2L Fm A XD - A g R |
X TR L@ RPRESIFAHENO,. HEHNO~O
XF LA S AR S N ER 3 s

XF TR AT iR © , B2 R 2 >2
BHATIBH LRI T — 5080 G A @4 A 5
R AL X T AR 2 X AT SRR = M 2.5,
HAT ==>2 Wiz, BV I A) © X I A 5 244 R

@)
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(7 @s920>2) (@5 52.5>2) ) H T (2.5>2)1H R
HL T PARAR R IC 5520 >2) 5 (g5 s true) | JEH
WO X WY AR F N oo = (7o Nzg >2) V
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N o AR ER ORI, I E) y=2—1128
BAFEN AR B y A E B R y 8 H bRl @4k
XFRIAF 22 R:y={C 7 @300 Cgos N s s
20— 1) (ps A o 1.5) b XX (D Y y 528
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L AESIN (I

D X TRERANFSRBEMFESEL vs. (o

o) F (s svp) S vs FHY 2 DARRIICE . A v =0 s
X 2 AT R AT LG IF N (o Vg s v) s H I Y
L EMT os\{(gsv)s (s} Ulgn V
@250 )3

2) W s PAFAEIE U (false, v) T K, W]
PLKEH N os i B

15525 24 W 2 XM X T8 AT 5 AT IR
BRI Hodge KA S 7E T A 6] $0U4 7 642 1Y i 42
AR B NS RIALEFSEL TR
Fp A ha] DL, gl B 1 () b A © 4
R GEAT 5 AT RS B 42 55 F A 3 25K a1 AT %
12 AR 455 % 24 B 1T LRI A AR AR 6 < 1Y
2 AR S AE (ro 5 2. 5) 5 DT 8, 20 X 24 SRR fiff 4
1) 3 FH B

AR SRS B S 5 S % 44 1A TR I,
TS24 1% A5 AT il Y Ros i 3
7R :

update

Update Operation
(1) € E(p(), Program (1) = (x = ¢)
D D (@O {(true,s) )

[CINS z(/)c‘), Program (1) = (x = input)
2(1‘ )—»2(1‘)@((&110,.\')})

Invariable Operation:

Symbol Input:

Binary Operation:

{ (o101 1 OCgzsv2) ) = {(7p A @) O{(p A @202}

(gD € D) (pe)s Program(D = (2 =z o 3, > () = {(gl 0D}, D) () = (g v} gy” = @i N g)svly” = vl o0}

Condition Operation:

[CONS 2([1{‘), Program (1) = (if x goto y).z(x) = {(g]

D =@ O (g U D

O () = (gD s = {(gl A ol LDIO((gr A o)+ 1)

DT pe DT (pON(@. D) D

Fig. 3 Symbol execution semantic
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o fE TR AR TP AT S 440 2 - o AT 2 I
K o MEH T IR SR8 AR TP AT 5 25 40 AP e R A i
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AR o BIPRAT BEAE Th B IR (B R A AT I2 5. —
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kB3 e v R B X e FS 22T iR 1EA] s 19
% BT AT H R ILBUBE, I o XN B F75
FB AT A B Y 5 AR S Y e AR R AT
IR e I NS O e A Al U KRS T 1l N I
3.2 KREEHEN
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AUTFHER AR o0 Agx Ao A @, IR IAT XS R #%
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S H TR SR de TR E R T AR KA pes
BRI o=>d e, O TR 5% 14 BT AT M5 - 2R ¢ A\
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RS W 25 F o0 A e N oo N 7o, B XS
N AR AT LL @0 A N oos N 2, HTTZE T
o>+ L I A5 1 T B 72 2% 14
ER2TEBEZME - (—y>0) A(xt+y>
10) % 07 A AT B8 AR I A Y BLAE AR 7R rp L
PR 2 AT @i i XF 17 @ B AR 2% A b dwe 3 i A
1) 2 Fak X x+ y>10 BEA7T U #4E . BN45 2 47
QMK S (2 —y>0) A = (x+y>10) . iZ K i
FAFI — A AT LUE{(x=6,y=2,2=2} , [EEF
L AR L A SR - (e y>10) X AT
QI FB AT MG S Bl (x — y >0 FF R BB AT O
AR A v (BR 2 v i 8 XD L X 2 5 BUBT
FEAR 53 AT AN 0 5 T 17 i A
S B A L SR A D DR MO A% A 1 R T
208 T REAE AR A 35t T I A ) MO 2R 0 L T K A
VI8 A 4% 12 2 s T 1 R A48 Bl B SR AR ot 2% 1
A8 7 12 0 BT B A 2% A R AT R HE L MO %
R E A I SR R R
Bk L ARBUR A A
AR PR ¢ HARTE ) Cs
faw < HEAR S AR 25 F DCR.
D Stack=);
@ AT REL Execute(t,0);
® while Stack#)
B pop(Stack) ERZ (455
if fANBEB G AL
a sE—DTT LU 2 f A
o AHS T
PATRE Execute(asj);
end if
end while
return DCR;
Procedure Execute(t,n)
THEXET C M5
de=@oi Nps A== N3
dc¢’ =Reorder(dc) ;
di'=gi Ngs Ao Nglis
for all N n+1 2] m HHIAEE
k=gl N@h Neve N 7@l s
R EE (ks ) FE A FIKE Stack Hs

end for

SESHENGRSHSNSNSESNSNSNSNONSECNS NSNS

return
@) end Procedure
@ Procedure Reorder(seq)

if seq FIRKEN O
return seq;
end if
seq=@1 Nps N Ngrs
¥ seq F seq, WIMELEBIRAE A true;
forall W 1 to k—1 WP A& 4
if br () &br(g)
seqy =seq, N\ g3
else
seq; =seq, N\ g3
end if

end for

@R 666

return Reorder(seq,) N\ Reorder(seq,) N\ ¢ ;

@) end Procedure

Hrh BB Reorder () FIEX A 0RO 2% 17
HN AT E A TR R A TP HE T B X T
22 H R T seq 410 15 2 21 19 KM 4%
P de 2B BARYEFGE I 4 Rk e K FFE
P seq 73R 2 DT IFH sequ Fl seqy » seq T
5 e AR R UM Y 32 58 32 58 sUARAE seq TP (09 AH XS
U A7 R seq, T, X RS seq T e ANAFAERG
AR 114 32 8 2 Tk AR seq HP 0 A0 X5 00 e A7 i )
seq, I e FEAB]—ADHK Stack . SR 53 5 %)
seqi Fl seq, BHE FRS R, HBHk Stack= i Ja
v S W AR o X RIA AL B’ 4 ORI
BB PAT I AR AR 4 ()RR AL T 5
seq T8 B R A 5 8] 1 B OB G & Horh g A 2
BRI — DG SRR B0 e6—>el, W ZRTR €6
B MO T el IR I, i T e6 55 H Al 45 S A7 7R B
KA Z L O €6 17 AKR Stack L IFLL €6
OB B A BRI 2 15 A TE MO G 2R AR 8 i
LG AT UY # 3] €6 P T el Fil e3 345 €6 f71E
B AR SOH el F1 e3 AR JFUAR 7 51) seq v B0 U
LR €6 Zofll AL N seq »e2,e5.e6 MIFFHLF] €6 £7
32K seqo. SRIG 73R seq Fl seq, B bk
L EH B Stack = (), I B 5K J5 09 4R 2% 14 T
G 4 5 R AR Srack sy — AN OB 2% 11 . bR AL
Execute( ) 75 B X 2 M 1 5% 18 09 0T 2 vk 1 47 4%
BT 50 MRS 2% A8 PT i o D AT DA B8 o X I A A
L A AT LA ORI B A 2% 1 o O X i AR M 2%
PESEAT 00T, R T 35 20 T 7R B Evecute ()
BIZEPIMAT — D28 n, S B LR R 40 0
BT 5 n A4 O 0R AniZ T I3k 23 B i g
A AR HT T L o3 B 45 R BR S A5 LIAZ B B T
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—YIEARI B L DT A v 20 A R L AESR 2 B9
Praf R IRl 505 1 AT B IR INEE 5 fs o

3 A PRBP AR T AR 2 PORBE AR I B Los
Poocs P I WNER S R T AR IC TR,

el el | TTT---
> el el el e e el
A o
e2 e2 e3 T e3
e3 e3 :’\V L R L L e L L | )
e e4 e2 Ses
es es e4 e2 ol > e e4
L] e6 eb es e4 ':> e2 2 " e4 2
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(a) Original dependent condition

(b) Process of dependent reconstruction

Fig. 4 Example of dependent condition reconstruction

P4 2% 1 B 2 A

Table 5 Process of Dependent Condition Reconstruction

x5 KBEHHNERTRE
Step Input Path Dependency Condition Pepencency Conditon
1 {(z=6.y=2,2=2) [orspzaaspad S (aty>10) = (xt+y>10)
2 {x=6,y=5,2=2} Lo p2as pan] (x—y>0) A (x+y>10) (x+y>10 A (a—y>0)
3 {x=5,y=6,2z=2} [p1tep2ispan] (3> A (xty>10) (x+y=>10 A =~ (x—y>0)

I AT 2 44 00 43 BT 5 B AR SR 1 R B
S UEATE B, IFAF e LRl L P AR 4% 1 T AL ik
Xof I A5 T AR O R HE AT 43 BT L R LA 008 AR B
FF5 AT J7 76 FUIR A5 G 91 5 12 DAL e ) 153k s ) 22 )
ik B A28 2% A2 i R 1 0 BT RS B b 5 2k
i Ry 1 ) R A R Y B~ R i
A HR AT S AR R ) B AR AR I, d e (s o) TR B 4% o 1Y)
H AR s XF R A9 4061 45 8 WA 4n F s 2.

EIE 1. X TRF P XTI 2 AN 5A 6 Flt, e
G=1.2) X W AT AR R () o s S (0 )
— KB AH s RAE 7 () LB 0 R x () R IR R
— IS B s o b [T O WAE 1 () Y
It b FEx (e B (e, HA R ) B 26 38 28

WL R RIES. ARG B A A& s~ 0, 80—
bR aCe)H M s B b W EEAR G — A &% I
A s ~ b —b. BEBTHE B b 7E 7 (6) 1 () A H
[ 223k T8 X, W) o TR BE B 7E B 42 7 (o) v, BT
()T b WIH L s ~ b, B b 1 BAE B (1)
X5EHP 6N GO PRGN Es » 050K
SAF B ZAEAR T I 88 0 AE 7 (e Fl e (2,) AT R TH)
IIESSTY W i K.

EIE 2. X TRF P XTI 2 AN ¢ Bty
G=1.2) X W AT AR R () o s S (1) )

— KIBAL L =deCson () M) s EERAR 7 (2,
— kB ).

IE. W s Fls; 0 2 5 S8 5 Y (4 o A, B
s>, W H s, Al G JERIPEE B AR (s o ()
R E AR A A TE s A (o) R e 5 B B AR
(s sm(e)) WL de sy (1)) =>de (s o (8)).
tE=deCsi v () st =deCs; o () T s, BF 4D
FErGO) R () H L BRI s, B IR 7 () —
Fibm). Ik .

JE T AR A5 1 T LABA O AE EH AR s A
B A A M — A 5. 8 2 AT T
— AR AR o AR SO T DL R i — Ak AR 1L
5 7 F e A5 AR [ 04 4% F

4 IBWRSH

ACAE WALA P& W ESE R R 5. 1%
-5 0] LABECRE 43 B 6 R T o AL R R ) A TR R g
il 7t P& TR B SR Z3 A hy 249 SRR i 2 o R M 2 R
FB XM FAF R IATRAGARAE. Java IBEFH THA
ShASHEAY (A5 AR B A 43 b7 2k B epnT DL i b R 4
WA R A EH BRI BUE AR SCLL Java FIF
AL, S T AR 5 TR
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Symbolic .
Execution Tree
Reconstruction
Fig. 5 Experimental setup
K5 SmITRE
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I8 S L AR AT 5 45 44 19 20 B O vk v i A AR
6 PSR IE RN A AT S AL
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RN IRB] F AR E B9 [ AR RO 5% A bR
7 BT 28 2 A RO HE AL L 3R ] B A2 3 UM 77
5 R AR A [7] 5 A PP A7 A8 AR () 19 RIS 28 30 BT B

.

T JBE 7 e 7 X 24 i ey HEAT A G0 5 9 05 NS A SCO7
EAORE A I AL E. AR 6 hal DL H BR
T 3 AR A SO A AR T 7 3 W] UL 5t
TIEAEZ RS G I R AT S AT e . A
SCT7 R FAL G 45 55 P47 5 i DART, 27 7] LX
il B 8] T He rp AT RO AR X H T RN AT S
AT 53k i A G g A2 K00 5 AR SO 06 T A S i
PR I FU(EL o T AR SO R D T 495 48 44 AR
At 25 1 T2 0 20 BT 5 3k RE A A A0l 2 DY D B
VT ) 2 DI A58 4% 17 e 5 B0 B A2 20 M G T L 1 4t
K. IROR AR AR TERR P 70 SCACAT AL 75 250 24 11 19 73 32
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Table 6 Comparison of State Merging and Symbolic Execution

R6 REEHMHSHITHIE

Basic Features of Test Suite

State Combination Symbolic Execution

Average Share . Feasible Ration of

Test Suite Line of  Consuming  Value of Ration of Number of (T)r;il;:ziln Acceleration Paths of  Number of

Code Time/s Symbol Symbol Combination 1Ration(/% Ration Traditional Const'rain

Signature  Signature Method/ % Solving

Find Max 28 6.1 2.3 11.9 57 96. 3 2.6 77.3 2.1
Kadane Subarray 41 7.6 1.1 6.7 92 100. 0 3.1 63.6 3.5
Array Index 63 15.3 3.1 8.5 121 83.7 2.2 81.7 1.9
Stack 70 21.6 5.3 4.3 203 100. 0 1.1 76.1 3.9
Queue 89 13.4 3.7 6.5 185 100. 0 5.3 65.9 1.7
Heap Sort 103 11.7 4.9 7.1 239 71.8 6.5 87.6 4.5
Quick Sort 117 23.6 1.2 13.5 173 63.3 1.5 61.2 2.3
PL/0 parser 163 17.5 3.4 17.6 145 81.5 4.3 79.5 7.1
Linked List 205 29.2 4.9 6.7 225 53.6 5.1 86. 1 2.7
Priority Queue 439 37.9 2.3 7.2 327 76.2 4.7 61.3 1.5
Binary Search Tree 592 31. 8 2.7 15.7 281 43.9 2.3 67.3 1.9
Symbolic Arithmetic 743 57.4 5.4 20.1 362 37.5 3.9 85.9 2.2
Red Black 1327 86. 1 5.7 18.7 407 51.2 2.1 73.5 1.4
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Fig. 6 Comparison of path coverage
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