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Abstract Wireless sensor networks have some obvious characteristics, such as communication range
is limited, energy-constraint, network is vulnerable et al. Group key agreement in this environment
requires a cross-cluster, and computation and communication overhead are lightweight and highly safe
group key agreement protocol. Aiming at these demands, the paper proposes a cross-domain
lightweight asymmetric group key agreement, in order to establish a safe and efficient group
communication channel among sensor nodes. Firstly, the protocol establishes the secret information
among the cluster heads, and the cluster head as the bridge node to realize the sensor nodes in
different cluster have the same group key information, thus realizing the cross cluster asymmetric
group key agreement. The whole network node can share the secret information with the internal
nodes of the group, which realizes the group security communication mechanism of the message sender
unconstraint; proposed an asymmetric calculation to achieve computation and communication
migration technologies to ensure that the sensor nodes are lightweight computing and communication
consumption. For our asymmetric GKA protocol, the key confirmation is simple and requires no
additional rounds if the protocol has been correctly executed. Proven and analysis show that the

proposed protocol has the advantages in security and energy consumption.
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Fig. 1 The logical structure of key agreement for cluster heads
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sensor nodes:u; ,(1<i< N, 1<t<n)
the public/private key pair of u; , is (sk; ;, pk; ;)
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Fig. 2 Cross-cluster sensor node group key agreement
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Table 1 Complexity Analysis of Authenticated Protocols
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Table 2 Cost Time of Some Algorithms

*k2 ZEHEFENE
Algorithm Cost Time/ms
Scalar Multiplication Over G, 0.016
Modular Exponentiation Over G, 3. 886
Modular Exponentiation Over G, 0. 489
Tate Pairing 4. 354
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Fig. 3 The time cost of the five protocols
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Table 3 Energy Costs for Computation and Communication

x3 HESHEEREHEE
Type of Communication Energy Costs/m]
Computation Cost of Modular Exponentiation 9.1
Computation Cost of Scalar Multiplication 8.8
Computation Cost of Tate Pairing 47.0
Communication Cost for Transmitting 1 bit 0.66>x10°
Communication Cost for Receiving 1 bit 0.31Xx10"°
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Fig. 4 Computation cost of the unauthenticated protocols
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Fig. 6 Total energy cost of the authenticated protocols
6 SREELTHAE

Sr AT T B R AL A T R P LR T 5 R 0E
FHHT R 28 85 5K in B 3l = 753 I 2% TC 4R A5 %
o [ 2 45 JFL O 29 28 s by % Tk | 45 R TR A2
BIR 355 B8 0 R A Y PR BR A AR 4 ) B A AR X
PRI L5 51 O g DI 8L DA SRR 1 9 £ B S ek
RV 08 2 5 A o o LA B e 9 22 4 R SR 3
I 2 TR L % 1 30 £ 0 FRLAT PR ) B DT AR
B o U7 REHE 18] b [ T3 A 3 ] 5 >R AT T AR X AR5
i A A SRS 1 R AR B Y T B R 1R B & IE
W R0 A B 1 IR A 22 A 1k e REFE L BE HLAT B hF
OV

2 % x M

[1] Pan Yun. Wang Licheng, Cao Zhenfu, et al. Lite-CA based
key pre-distribution scheme in wireless sensor network [J].
Journal on Communications, 2009, 30 (3): 130-134 (in

Chinese)



2662

HEII S &R 2018, 55(12)

(2]

[3]

[4]

[5]

[6]

7]

[8]

(9]

(10]

[11]

(12]

Gk, B, WEHE, & ETPREHR CA ML ERS
o0 246 9 G T 43 e 7 S8 L0, 8 15 % 4. 2009, 30(3): 130-
134)

Xia Geming, Huang Zunguo, Wang Zhiying. A key pre-
distribution scheme for wireless sensor networks based on the
symmetric balanced incomplete block design [J]. Journal of
Computer Research and Development, 2008, 45(1) . 154-164
(in Chinese)

(AW, B RE, FaES. HT X FRP i R 58 4 XA Bt 1y
T AR M 4 AT B Z L) RN RS kKR,
2008, 45(1): 154-164)

Huang Haiping, Wang Ruchuan, Sun Lijuan, et al. Key
distribution scheme of wireless sensor networks based on
logic grid [J]. Journal on Communications, 2009, 30(8);
131-140 (in Chinese)

(GEMGF, Tifl, IV, 5. LT85 A% 1 TR AL B3
W2 5 oy B O S LT ]. JE 524, 2009, 30(8): 131-140)
Bechkit W, Challal Y, Bouabdallah A, et al. A highly
scalable key pre-distribution scheme for wireless sensor
networks [J]. IEEE Transactions on Wirelss Communications.,
2013, 12(2): 948-959

Monjul S, Irani A, Hussain M A. A review on desirable
measures for good key pre-distribution scheme in wireless
sensor network [C] //Proc of Int Conf on Green Computing
and Internet of Things. Piscataway, NJ. IEEE, 2016. 129-
134

Tseng Y M. A resource-constrained group key agreement
protocol for imbalanced wireless networks [J].
Security, 2007, 26(4). 331-333

Zhang Qikun, Zhang Quanxin, Ma Zhongmei, et al. An

Computer

key agreement for

Chinese

authenticated asymmetric

group
0l
Electronics, 2014, 23(4). 827-835

Cheng Qingfeng, Ma Changui, Wei Fushan.

imbalanced mobile networks Journal of
Analysis and
improvement of a new authenticated group key agreement in a
mobile environment [J]. Annals of Telecommunications,
2011, 64(11/12): 331-337

Zhang Qikun, Yuan Junling, Guo Ge, et al. An
authentication key establish protocol for WSNs based on
combined key [J]. Wireless Personal Communication, 2018,
99(1): 95-110

Zhang Qikun, Tan Yu'an, Zhang Li, et al. A combined key
management scheme in wireless sensor networks [J]. Sensor
Letters, 2011, 9(4). 1501-1506

Teng Jikai, Wu Chuankun. Efficient group key agreement
for wireless mobile networks [ C] //Proc of the IET Int Conf
on Wireless Sensor Network. Herts, UK. IET, 2010. 323—
330

Thomas R H, Thomas A C, Keith M C, et al. Energy-
efficient group key agreement for wireless networks [J].
IEEE Transactions on wireless Communication, 2015, 14

(10): 5552-5564

[13]

[14]

[15]

[16]

[17]

[18]

(191

[20]

[21]

[22]

[23]

[24]

[25]

Walid A, Noureddine B. An efficient and scalable key
management mechanism for wireless sensor networks [J].
ICACT  Transactions on  Advanced

Technology, 2014, 3(4): 480-493

Communications

Wu Qianhong, Mu Yi, Susilo W, et al. Asymmetric group
key agreement [C] //Proc of the 28th EUROCRYPT 2009.
Berlin: Springer, 2009. 153-170

Wu Qihong, Zhang Xinyu, Tang Ming, et al. Extended
asymmetric group key agreement for dynamic groups and its
applications [ J]. China Communications, 2011, 8(4); 32-40
Zhang Lei, Wu Qianhong, Qin Bo, et al. Identity-based
authenticated asymmetric group key agreement protocol [G]
//LNCS 6196: Proc of Int Computing and Combinatorics.
Berlin: Springer, 2010: 510-519

Zhang Qikun, Li Yuanzhang, Song Danjie, et al. Alliance
authentication protocol in clouds computing environment [ J].
China Communications, 2012, 9(7) . 42-54

Zhao Xingwen, Zhang Fangguo, Tian Haibo. Dynamic
asymmetric group key agreement for ad hoc networks [J].
Ad Hoc Networks, 2011, 9(5): 928-939

Xu Chang. Li Zhoujun, Mu Yi. et al. Affiliation hiding
authenticated asymmetric group key agreement based on
short signature [J]. Computer Journal, 2014, 57 (10):
1580-1590

Li Xixiang, Li Hui, Wang Baocang. Authenticated
asymmetric group key agreement based on certificateless
cryptosystem [J]. International Journal of Computer
Mathematics, 2014, 91(3): 447-460

Zhang Qikun, Wang Ruifang, Tan Yu'an. Identity-based
authenticated asymmetric group key agreement [J]. Journal
of Computer Research and Development, 2014, 51 (8):
1727-1738 (in Chinese)

GRJs i, EEO5 . B, 5T 50 09 rT A UESR X R A 24 25
PIPPRITERLI]. A MLOE TS K R, 2014, 51(8). 1727-
1738)

Lee CC, Lim T H, Tsai C S. A new authenticated group
key agreement in a mobile environment [J]. Annals of
Telecommunications, 2011, 64(11/12);: 735-744

Tsai ] L. A novel authenticated group key agreement
protocol  for L.

Telecommunications, 2011, 64(11/12): 663-669

mobile  environment Annals  of

Chen Yong. He Mingxing. Zeng Shengke, et al. Universally
composable asymmetric group key agreement protocol [C] //
Proc of the 10th Int Conf on Information, Communications

and Signal Processing (ICICS). NJ: IEEE,
2015: 1-6

Piscataway,

Zhang Lei, Wu Qianhong, Josep D F. Round-efficient and
sender-unrestricted dynamic group key agreement protocol
for secure group communications [J]. IEEE Transactions on
Information Forensics and Security, 2015, 10(11);: 2352-
2364



SR B A A (] A X PR A 2 9 B B R T

2663

[26] Wei Guiyi, Yang Xianbo, Jun Shao. Efficient certificateless
authenticated asymmetric group key agreement protocol [ J].

KSII Transactions on Internet and Information System,

2012, 6(12): 3352-3365

security and cryptography.

engineering.

Zhang Qikun, born in 1980.

main research interests include information

Gan Yong. born in 1965. PhD, professor,
senior member of CCF. His main research
interests include multimedia communications,

image processing. coding and network

Wang Ruifang, born in 1982. Master, Her
main research interests include information

security and cryptography.

Zheng Jiamin, born in 1975. PhD. His
main research interests include information

security and cloud computing.

Tan Yuan, born in 1972. PhD, professor.
His main research interests include infor-

mation security and network storage.



