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Abstract The problem of differentially private data publishing has attracted considerable research
attention in recent years. The current existing solutions, however, cannot effectively handle the
release of high-dimensional data. That is because these methods suffer from curse of dimensionality
and various domain sizes, which will lead to the lower utility of publication. To address the problems,
this paper presents PrivHD (differentially private high dimensional data release) with junction tree, a
differentially private method for publishing high-dimensional data. PrivHD firstly generates a Markov
network with exponential mechanism, which employs the high-pass filter technique to reduce the
candidate space in the sampling process. After that, based on the network, PrivHD obtains a
complete cluster graph in terms of full triangulation and node elimination, and then relies on the
cluster graph and maximum spanning tree method to construct a differentially private junction tree.
Finally, PrivHD uses the post-processing technique to boost the noisy counts of marginal tables in
each cluster in junction tree, and based on the boosted result, PrivHD produces the high-dimensional
synthetic dataset. PrivHD is compared with the existing approaches such as PrivBayes, JTree on the
different real datasets. The experimental results show that PrivHD is better than its competitors on k-

way query and SVM classification.
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(a) Markov network G

Fig. 1

(b) Triangulation of G

(¢) Junction tree on G

Construction of junction tree
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(b) Junction tree on maximum spanning tree

Fig. 2 Construction of junction tree on complete
clique graph
2 BT o A AT R BR GA

4ia Bk A U 5E e H K CG # B G R 4
AR A AN Y P BE R S5 7E T A Y KIS i R T e /N B
A R A A NP RS (R AR ST
CG Bt —Fh ST e KA R 19 2.0 500 Bk
TN 4 PR

& % 4. Build-Noisy-JunctionTree 35 ¥:.

WA 52 ME CG=(CL.E) A e

i KA R T

O T=W,E);

@ T.V<J.T. E<(J;

® wisited (CG. E) =false; | x CG 111 3 K ok

Dl </

@ T.V<C,CeCG.CL; | *» EHmRIIHA «/

® me=size(CG.CL) ;5 | » m Ry CG HHIATRIAEL = |

©® noisy-count (Tab (C) < count (Tab (C)) +

lap(mle;) | * Tab(C)FRE C W) H %5y
fiie x|

@ while T.V#CG. CL do | » ¥ @B S H = /

®  for each (C;,.C;) € CG. E and wvisited(C;,
C;)={alse do
(Ce»CH<=max(w(C,,C); | * HFH

HER RN = |
if C,€T.Vand C, ¢ T.V then

T.V<-T.VUC,;
T.E<T.EUC,.C);
visited((C,,C,)) =true;

©

® e 6

@ noisy-count (Tab(C,) )<
count(Tab(C,)))+lap(mle,);

® A T o> B A Sy =GN Cos

@® endif

@  endfor

@® endwhile

@ return T.

TE Build-Noisy-JunctionTree B, ok £
CG i RS Je Y WAL T 6 B A 0 4 2 (A7 @) £
Xof T Bk 11 14T 4 a2 AT 1 i 2 0 A 2% R S
WAl Xz RIS 7O ~@). EIT®@~O M
for JEFRH, ek PEAE Fe R, AW Al C 5
Co R0 I 2 2 F. 302 JE i C Bk &
TR ASES P B (C, CHO R MBCE WL E S
XSO R B W F C L R B AL
Hh G oy i R g (7 @). flin CL={C,,C,,
Cy,Coy. 368 Co={as,a,as }VERFFIR A, DA
AR R 5 15 B0 b A2 LR 5 A A BT 2 (b)) B R
15 R AW ACE Z Fil i K.

E I 3. Build-Noisy-JunctionTree % ¥ i 2
e~ 255 B Ah.

i ¥ . M1 Build-Noisy-JunctionTree 3 ¥ 0] 41,
PR m A BZ IS S A 6 K 2 P S i ST B
Wi, RIS IR D o R ECE AN 1 Akl ok
25 m A T E PR Sy A DS e
RNy LapCmle, ). ARG E BT F122 53 B AL 7 91 20
& M & AT %1, Build-Noisy-JunctionTree 2 3% i &
e~ 22T B Ah. iE 5.

i Build-Noisy-JunctionTree B P HIITO 5
AT @ AT e 2 1 IR G 0 ARG BE AT o 4 52 3
BRARE T b A 8m 19 2 . a0 5 R F e O 2
(2(Aflex)?) BE B B P A2 By 22 ) o A 172 A
1 15 2 S

m 2
Lerror(CL) = >Y 22T 1o, (3
i=1

£ ~
2 a, €€,

Horp 0, FoRIEE o ML Q) | FRZEE R/,
B E 2(b) A4 CL={C,,C,,C;,C, }, B
m=4. BCE A6 A JEERE SR N2, 2,
3,3,2,2) AR (I3 AT A Lerror(CL) = 2304/},
P 20 (13D AT AL, B A B 0 30 2 53 A 6 W 5 1R 2
R TR A L3 5 A B m RGO TR R B A
A3 A BORS . Triangulation-Partition 55 25 7 4 iy
HE RS 3 AN B PR TA  hAT AEWEEAT LR I %
R = MACERE IR T 4, T = A A 4R AR K BT



It G A5 TR AR Y IR o AR O R A Uy iR

2801

AKERT 3 AR ELI AL, N A S —Fb
Bigger-Clique 53 A4 @t 55 K 19 A1 141, B4R 4l 15 4o
B9 5 PR

& % 5. Bigger-Clique & ¥:.

i A : B Triangulation-Partition & ¥ 7= 42 1Y
G'=(V.,E);

il B E A B &S CL.

D VS <. UV<G".V; |« VS FR il it iy

iR & UV KR R $U5 1a) i /9 T8
Fefr =/

@ max_label=1;
@ BEHLZEFE — DTS w € GV, labeled (u) =
max_label ;
@ VS<-VSUu;
® UV<UV—u;
©® while UV#£() do
for each v€ G'. V and v€ neibors(VS) do
n_v<max_labeled neibors(v) ;
labeled (n_v)<-max_label+1;
endfor
if NAETECoysvs) s A (vy v 00) € neibors(n_
) then | x FE> =ML R * /|
(v svy). mark=true;
VS<VSUn_v,UV<UV-n_wv;
max_label<-max_label+1;
endif
for each node(i),i €[ 1,max_label] do
C <-maximal_subgraph(node(i)) ;
[ * A F node (D) B K 5E =+ & = |

© 6 e

©6 666

® CL<-CLUC;

©® G . V<G'.V-node (i) ;

G'. E<G’. E-E {node(i) sneibors(node
@)y [+ MBRFTA 5 node () A %
i =

@ endfor

@) return CL.
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VERE % LB W] 2 3 R AR M 5 % 22, AR5 A A Build-
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iy

(a) Markov network after triangulation

{ae, as, a4, as}

| @ | |tasas]

(b) Junction tree on maximum spanning tree

Fig. 3 Construction of junction tree on bigger

complete graph
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s {as | GG A. BBE a0 s aysansas B0 3k
) Ja e A Y W S i Gk o A I 4 R () B
B 4 (o BT, 1 TR (e ) =C NGy W 1]
AFIHIAL C, 88 W Cy SR FRAT (as ) 193 S5 00 A1 2R
1M 38 3 4 o Ch) ER A S 1A 4 rp (D B 23 B e
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©

Fig. 4 Mutual consistency processing on clique and separator
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IR 4 E 2 () Pron, S= {{as )+ {assas |,
{acsas b} RIECS <O PO sl i e T - an i 5 i

{as, a5} {aq, as}

{as}

%)
Fig. 5 Construction of Hasse diagram
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3.5 Clique-Join &%

AR W g ) T Y R i 2 o A A R
Pri)Z )G, BInf 8l Pr(A). T A A il e 4
BORAE T DA ST Pr(A) BEFTHIRE SR AR D
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G RHAT Merge-Join , HE 1 BE % 15 B4 % {az s as s
assas ) B T oo s T Toow HH 5 T 380 4% P 09 300 2
I3 A RHAT Merge-Join $AE. e J5 W] LLARAS & 4E 5L
fia 4k D.

EE 4. PrivHD Bkl 2 e 220 Fafh.

IE . 7E PrivHD 53 v, 47 @ F 45 Bl il
Pk 8 1 X S i Markov B, %€ B 3 & UFE Bl % 4
B e e - 2240 B L. A7 ORI 3% B 5 HL I o A4~
PO 2 A RS e & il 3 1 HoE 3 4 nf
HATOWE R 2 e 22 57 B A, AR 2 6 22 73 &
ALY 20 45 P 5T ] 0, PrivHD 3l 2 (e +e0) - 22
S EaFh. T e=e te Ul PrivHD BHE T 2 e 2257
KA. iE 5.

T ST B D MRS A NRAR W B4,
H,,H,.,H, j‘jn /l\ﬁﬁm%:/fvﬂ H, %EE,‘%%

Bafh. {H, . Hyyeo o H, ) £ D 32 AE R0 4 & i

e %K. He = D
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WAF. Linux P& Lisfr. i MRS H R IEF
Matlab 528, 525 fif R A9 5 4> £ 48 BR2000,
Adult,NLTCS, TPC-E, TIC ¥ %% )iz {fi F] T &5 4k
Bods kA, Forp BR2000 3 [ T 2000 4F 75 4 & A
3% A 50 . % 5042 & 38000 4590 % s Adult L A
FREE A DA foo, & 45 222 K0 A fF B
NLTCS A T EPH A PO, i ¢ T 21574
2 5% B N R TR I R B Y H R 6 8 TPC-E SR H T
TPC FRIITELE S FFT 0 # TE 5.
385 AR UE S E SRR AR SR B 40 000 Z 8 5
TIC 2y Coil o35 B4 53 7 5 28 BT AR 2 10 % T
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JTR «

Table 1 Description of Five Datasets

®1 SHEREELEERHER

Datasets  Data Type Dataset Size Dimension Domain Size
BR2000  Non-binary 38000 14 =22
Adult Non-binary 45222 15 ~2°
NLTCS Binary 21574 16 216
TPC-E  Non-binary 40000 24 =277
TIC Non-binary 98220 86 286

ie bk 5 R ECHE A 3 kway S
SVM 4325 & PrivHD, PrivBayes, ] Tree B3k % 1
o AE R 0 HE AR R 5 T M. k-way A i) & Y HRU(E
M 2,3,5,6, 348 FHF 3 J7 22 (average variation) &
A I 45 R A s E S B 2E B SVM
3 ZABE R I A T 5 FH 1R 43 28 28 (misclassification
rate) B i Sr S AE AL MER PE. R RA T 280 e IR
4 0.05,0.1,0.2,0.4,0.8,1. 6. Z}ELSE MG Ty e =
0.1ser=e—0. L. BIR AT e =0. 1 H THI BB G
R T A B B AL B T 7 AR e S G 0 A, 2 e L
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Fig. 6 Result of ~~way marginals on five datasets
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Fig. 7 Result of SVM classifiers on three datasets
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