HHENTF RS LR

Journal of Computer Research and Development

DOI.: 10. 7544/issn1000-1239. 2018. 20170923
55(4): 689-703, 2018

TED [ ) 28 Iy &

TEES & 3 W R
PO E BB A S AR T dbE 100190)
PR E B RKF dERT 100049)

(wangyuwei@ict. ac. cn)

ML B S R

A E I E L

High Performance Load Balancing Mechanism for Network Function Virtualization

Wang Yuwei'?, Liu Min', Ma Cheng'*

"(Institute o f Computing Technology, Chinese Academy of Sciences ,

, and Li Pengfei'"*

? (University of Chinese Academy of Sciences, Beijing 100049)

Beijing 100190)

Abstract

virtualization) which can realize load distribution accurately, through which telecom operators can

Network load balancer is an important middle box component for NFV (network function

improve the business ability and extend capacity flexibly and efficiently. In this paper, we design and
implement a high performance NFV-oriented network load balancing mechanism and system based on
HVLB is designed
based on the SDN (software defined networking) principle which splits the data forwarding and

DPDK framework which is capable of running on common virtualization platforms.
scheduling strategy effectively. It realizes the multi-cores and multi-queues based data processing
architecture in user space, and ensures the data access isolation and task handling balance meanwhile.
It uses the comprehensive abilities including network transmitting and computing ability to select the
objective NF and forward the packet, which can guarantee the network performance and deliver the
data packet accurately at the same time. Evaluations based on a prototype of KVM platform show that
our mechanism significantly improves the performance of packet processing and forwarding compared

with the LVS, and it also obtains the line speed processing with 64 byte UDP packet.

Key words load balance; network function virtualization (NFV); software defined networking

(SDN) ;

high performance packet processing; comprehensive abilities
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Fig. 1 The architecture and working flow of HVLB
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Fig. 2 The configuration of virtual service and management

in HVLB
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3 vport
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Fig. 4 Hardware function offload of queue processing
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Fig. 5 Configuration of RSS and FD for HVLB-VF
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Fig. 6 The resource assignment and management of
the virtual NUMA
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Table 2 Key Notations in the FR
F2 BRAZBNEIEFEFERN

Symbol Description
qi the i-th receiving and processing queue
1 the j-th flow in ¢;
s data transfer rate of the j-th flow in ¢
S, total transfer rate of all the flow in ¢;
nri unprocessed requests in the j-th flow of g;
nl; processed requests in the j-th flow of ¢;
ol! workload degree of ¢;
foe overload frequency of ¢
Lo unoverloaded queue list
L, overloaded queue list
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01’{0, nri +nll <<QXe.
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FRAE 0, B DU A R 3% BA 31 A 1 A B aot 28R 285 i
AL E SN £ R BN INHE T I8 it 25 B 51 57
F Lo [F B4 e A R 2 BA B 1 £, e B /N 1) K
HER B A 5 2R BA B 51 36 L., B BP X 4% 3 28 BA 571
HEAT QNN AL N L, b i) B A% s R AR 5] /D
FNRHATHE T . AR5 MR UGE B Tl 55 I i %
Z L. TR S S OB L, Ry 72 5 BA 3
L SRR SEE R B L, o I HE P AL Y B4
R DT T B A B R 7 4 b, ELARE B 4 3 1
A 55 i B 9E (0 19 TG4 5 B & &= FD B
o S, DT B 7 i A S ) 42 Wi 5 A R BA B L A ik
BENF ¢ LRFE R 55 T AR m TR 55
BRI R AR S, . HARBAF g B A% i

SR S TR RS IS I T 2 R A
0<f1,<<0, H. S, +S,<S.. 4
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A BA B o 268 01 3 {8 19 728 A0 1 0 O A A3
I G L. se b BT BARBASI L PET @90k 55
R R P R 55 A OCAE B R IL, SE T
B BAE 0 [) B 5 240l 55 2% b 9 2R A A B B
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RICHE G BB 2ok 28 O I e 2 1) b M BE L AH DG SRt
WMAE L 1 iR,
BE 1. BT 0 BB Y BA S AT: 55 1A B SR
i A : Nam 0, N,oll.
D for i=1—N
for j=1—>N,,, do
sum=sum-+tol;
end for
foe=sum| N
if (foez=00)
Insert_queue( fi,)—>L,;
else
Insert_queue(fi,)—>L,,;
flow_sort(L,,L,);
end if
@ end for
@ flow migration(L,,L..);
@ info_extract(L,)—>migrlist;
® FD_configmigrlist).
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AR AR T TSR B R A TR B X NE R 25 7 fig
A EERW T E SR M NF 355 R 0.

D) k55 E B e, CR G — 45 BRI 48 b i
A FR 4640 A5 2. JF 5 W — i SR 55 09l 55 %
PRIAT R R ER 0 K24 FR E. IR
FR A L)L SZ ik 4 4 Hofth FR b 6] — kg 3000 45 19k 55
HEAEAE B Y FR & A BRI AT LRl 55 it S5 B 3
# 5 HM FR gE£7 40 38 44 b 55 Bt 10 1%
4.2 BTG IRGHNF EE5FE

52 e 0 IR 45 i & 5 L CR y FR 45— kg
JIR 55 i T 9] B R e SR W T TR O 55 BOHE o R R
ANFEH H AR NF ARBE. 75 NFV 8B f 3 5 b, NF
VEFE B SR B AR BN 2 5] AHT 0 1 AR A B B, B
F & 2 IR R D AL o B ] AR [E
A IFAY A K B e 4% 5 B T . (AR
NF 555 %z 2% 22 [a] () ) 2% e 56 4R 50 A8 £k B o B 4%
5 B B e bEBEN P 5 2) &% NF AT BE [ i R
[vi) Ml 554 A2 P i 5 00 B8 W U 0% 5 o 2 1 5 e
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HE 1 Wt i NE 1E£F 5 08 B2 56 w40 45 99 45 1% % fg
TFESRE S 2 3. R 3 WA EE R KT SR X
X B

Table 3 Key Notations in the CR
x3 RIAFSLEIEIERSEX

Symbol Description

NF, alternative set for objective NFs

nfi the i~th NF in NF,

P; path set between nf; and FR

p! the j-th path between nf; and FR

b{ available bandwidth of p!

d’ average latency of p’
transmitting ability metric for nf;

P path set after filtrating between nf; and FR
T, set of the transmitting ability for nf;
0 set of the computing ability for nf;

@i average CPU utility of nf;
N¢ number of the CPU cores for nf;

w! average CPU utility in the j-th core of the nf;

deviation ratio of the element in T, compared with the

maximum

deviation ratio of the element in , compared with the
7]’ maximum
a; normalization metric of the comprehensive ability for nf;
Ai forwarding proportion for nf;
tr; range of the forwarding proportion for nf;
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FBCEE B T reserved FBUBUA. FR 7617 1H
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k2 ETLHEARRIMWAR NF LR,
HIA : Toon s NFos plswl sV sdiigh » Diow » high-
O P.=,A=Dk=0,5=0
@ for i=1—N
® for j=1—-M, do
@ t'=transmit_capacity(pl);
®  end for
® end for
@ transmit_filter{t] ,dyg b1
® for i=1>N—*
© @&, =compute capacity(w));
@ end for
@ compute filter{m;wy

(10)
< N—k—r,

;ynum=— N ;

wi =P

}*)\Q 9

@ toax<max{T,};

B ¢ = Uax = 1) L s

@ @mex<max{.};

O 9= Buax — @i) = Draax 3

® a;=yXt; + (A=) Xy

@ X, =schedule data(a; s N—k—1r).
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Table 4 Configuration of the Experiment Platform

R4 TRFEEBRE

Device Configuration

Physical ~ Ubuntu 14. 04, KVM, 4 Intel Xeon E5-2620;
Server 24Cores CPU;64 G RAM,Intel x710 10 Gb NIC

FR(Virtual Fedora 20, 8Cores CPU, 16 GB RAM; 2 Virtual
Machine)  NICs

CR(Virtual

R Fedora 20,4Cores CPU,6 GB RAM;1 Virtual NICs
Machine)

5.1 HVLB Bl 4B 4 AE

WK T A LA B RE, AT A V2
LB R R AW LVSY AT M RE X H. LVS
F 40 0] L) 2R M T R LA R B b 8 R R
RAEFRHCH Linux WAZ AT, 285 8 W 3 AT [H] s
S V1 F V2 4y i BEE T SR-IOV 19 k2 # 2 g
VF1 fil VE2, {fE L5t 2 b 2 A~ R4 5o ik
BIRE#5 8 Hypervisor 1 B2 235 % H BN R IF
6] iR 3IE CPU F A A7 55 I 4L T A T] NUMA 75 55
HET X e HVLB #il LVS b 3R [/ 25 78 A 6] K/
F14) B8 4 A 15T 1 ) 4%
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Fig. 7 The network performance under single queue
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Fig. 8 The network performance under multi-queues

8 Z4b B AT W 26 1 fiE



700

HENMR S &R 2018, 55(4)

15 B0 T 38 B e KAy ik B BE A A 3 Mpps . ~F- 34 4iE
B 11875 s Ui WY A 3 55 Bds O & 19 37 5
T LVS fy 4 BROF ST 98 R U8 T N A% B dim W & it 7
rh R [ A7 T 4.
5.2 NUMA % Bt 5 & X 4b 32 1% 52 %2 1

TE T THT 04 52 50 v, FeATT X B e A 0 AL Ak R
REHEAT T o0 Mr AR E— 20 R M 3. 2. 3 W iy B
L NUMA 5 55058 573 BiE R W 115 5 xF 28 48 1P RE 1Y %2
Wi, SE8G 4 2~7 ASBABI) B PET 465 A fa] NUMA
TR BT IR, T EAES DL, 2 BA A B S A RO L
e PEFT &2 2 AA[E ) NUMA 75 58 9353 5 4
24 AN Bk g 3 EO L AP 2 03 BE S AL BE AL 23
A PFT 4554 NUMA 55 58, P A0 5. 1. 2
T AH A

SRS IR 9 FIE 10 Fras. 7R 9 AR
PEREXT e, % T UDP-C 26 #8419 8048 0 & % T
WA LSk B NUMA 75 &5 (crossing NUMA
nodes, CNN)EHL T, F k= ML AE Y BEIH & B L 7
6 Ak BN B 5 AF R L R 2 0 R g O Ak A Ak A s
(crossing NUMA nodes optimization, CNNO)
D5 3 S 12.95 Mpps #l 14. 47 Mpps, & F+ 24
1. 70 JE# A SR MEAR T 5. 1. 2 9 i 85 NUMA 75
A (single NUMA node, SNN)JF &L T 89 4 31 6E 5
Xf 7 UDP-T 28 BUECHE A0 M 5 5 R 284 5 s AL A 0 e
65 43 9 2 10. 55 Mpps #l 12. 05 Mpps, & F+ 24
14. 270, [ERERE A T B NUMA 35 85 19 kb 31 .

16

— CNN
12 | === CNNO
4 ’_m
0 1 1 1 1 1
2 4 b 6 7

3

Throughput/Mpps
oo

Number of Cores
(a) UDP-C packet

Throughput/Mpps

Number of Cores
(b) UDP-I packet

Fig. 9 The network throughput performance under
different NUMA resource allocation strategies
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Fig. 10 The latency performance under different
NUMA resource allocation strategies
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Fig. 12 Effect on network throughput under different
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