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Abstract Nowadays, more and more users upload their data to the cloud server, since the cloud can
provide the service for users any time and at any place. Therefore, the cloud service facilitates the data
usability and reduces the cost. However, the information leakage accidents have been reported
frequently over the world, that is to say the cloud server is not fully trusted, and the security issue in
cloud service must be paid enough attention. For example, illegal user may want to access the cloud
server, and perhaps the cloud server does not delete the data according the user’s requirement. In
order to address these concerns, a verification scheme for deletion operation in cloud is presented using
block-chain technology, which can make the deletion operation more transparent. In our scheme, the
user calls the smart contract to prove his identity to the cloud server, and creates the request
transaction for data deletion; then the cloud server deletes the data and generates a block chain with
the evidence (evidence chain). Even if the cloud server is dishonest, the user can still verify the data
deletion result. Moreover, the proposed scheme is analyzed to really achieve the public verification of
data without the third-party trusted organization, the impersonation attacks resistance, and the

eavesdropping attacks resistance, etc.
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Compute (verify) 1v 1V (n+2) Hash

4.2 MHEEEEM
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Table 2 Time Cost of ABS Algorithm
R 2 ABS HiE RS B FF 8 s
Algorithm Maximum Time  Minimum Time Average Time
ABS. Setup 0.043294 0.034 256 0.036 646
ABS. AttrGen 0.023385 0.014679 0.01708
ABS. Sign 0.054 023 0.032682 0.043026
ABS. Ver 0.040100 0.027 887 0.024 860

Table 3 Time Cost of AES Algorithm

R 3 AES Bk Ky E FF 54 s
Algorithm Maximum Time  Minimum Time Average Time
Encryption 0.02979 0.02541 0.027 33
Decryption 0.02758 0.024 41 0.02512

Table 4 Time Cost of Hash Algorithm
% 4 Hash &% R iE) 7F 55

Data Size/B Time Cost/ps

16 0.25333

64 0.41252

256 0.91241
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Fig. 5 Time cost for deletion and validation
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Bif 5% A.
ik AL 25 MR RER 2.
Function getTrans()
(NG5
if (k=1)
{
tr=vTrans[ vTansL];
vTrans[vTansL ]=0;
vTransL——;
}
else{
tx=wvnTrans[ vTansL];
vnTrans[ vnTansL]=0;

onTransL——

}
Function upTrans(pm.tx, k)
(N0 TR /LS
if (k=1) then
{
if (pk miner) then
{
vTrans++;
vTrans[ vTransL ]=tx;
}

else return 0;

}

else {
uvTransL++;
wvTranslunTransL ]=tx;

} return 0;

Bk A2, TEPHHIRME YR BES 4.
Structure Unit[ ]

{

Predicate;

Policy;

applications.

Hash;
}
Function policy()
(N MEREALHEE . A .
userlD=sender. pk;
Unit] ];
length=0;
return 1;
}
Function getpolicy(policy)
{ Vo3 it ] FH 5 s AR A5 1 1
if (policy ¢[i]. policy) then
return [ i |. predicate
else return 0;
}
Function checkpolicy (predicate, attribute)
{ 20 B 0IE & o
if (t[7]. hash=h(predicate)) & &.
attribute=t[i]. policy) then
return 1;
else return 0;
}
Function uppolicy (pk, predicate, policy)
{ 70 B 37 S ik
if (¢[i]. hash=nh(predicate)) then
if policy=null then
Delete(t[i]);
length——;
else
tli]. policy= policy;
else
if(policy=not null) then
length—~++;
tllength]. hash= (predicate)
tllength]. policy= policy;

return 1;
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