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Abstract The lightweight cipher LBlock was proposed at ANCS in 2011. It has the structure of
Feistel and is widely applied in the security of Internet of things (IoT). In this paper, a cipher-text
fault analysis for LBlock cipher by injecting faults is proposed, and it is analyzed by 6 distinguishers in
the last but 3 rounds. On the basis of original distinguishers as SEI, GF, GF-SEI, MLE, we propose
GF-MLE and MLE-SEI distinguishers as new distinguishers. The simulation experiments show that
the secret key can be recovered with over 99 % success probability in a short period of time, and these
two new distinguishers can not only improve the attacking efficiency, but also decrease the number of
faults. This shows that the ciphertext-only fault analysis poses a great threat to the security of LLBlock
cipher.
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Fig. 3 Fault diffusion path in the fifth countdown round

B3 RS ATEEIRCE 4 5 Y B

g3t WA » 2830 FOABE S IX 03 L 05 R Bl e /S i Xof s 1)
e e A, B Sk 1F 4 %% 4H.

O f R FRESE 4 R, B ATR %
ek B 8 A2HFT ek [ 4 A2 F AT ko 1Y 4 A2
FA. ER AR EL 8 K, BIATR AL T B eku
ek Rl ek (R4 FBAL . 2 J5 AT 3 3 % 4 4 HE 0y 28K i
3.3 XOHENAE

TE 3.2 WP IR 3 h i JH Ay IX 40 2% — 2L 6
Tl AT 4 Fho2 DVRT7 25 BT 0 )5 2 Bl R AR SCRT 4
T AL IX 43

1) FJ7BR G E 5 (square euclidean imbalance,
SED IX 53 2%

SET X3 FH T 1H 5 A0 3 A 2 45 5 4345 14 R
B AU i D 38 5 G5 A 08 T — A A A AR T



25 FR4E . LBlock %5t 90 % A5 5 1 14 M 2 ST IR 43 B

2179

%) %5 AP A AL o BV Sy JT SR %) %85 B 00 9 4 L 1) il 3R
Horr, MOZRIR 2575 () Bir A AT e A A9 A~ 28 R Ut
M=16. y[m 37~ SZ P13 8 5y rf R A 0 (R
m WREARANEG N 3 A B R 5 R A 2% P ik
{ELER T LA 3o m () Rk 25 52 B Y R 8] A4 49 A R H
MR SETE. TR 3 A Z 5 52 Prig 3 b [E)R S
SRR NIRRT N7 S o Wl (=3 e o il =
RIS A A A ) SET A, 445 2] () SET 0 {H 8 K,
FTm X AR A O e NI 5] A ALt Bk 3 R LA
T SET 9 fie KB R K H T ) 1) A 2 1.

2) L& L8 (goodness of fit, GF) X4 #%

GF X434 09 18 25 140 2 & F0AEAS 19 43 A At
Tk 30 2 Lo A A B B AR A3 A A 0 L T
FEALN 0 R o A A 50 2 DU AT SR %
Grn. o 4 b B LR AL 5 R AJE S A A A
Kl 4 fros IR 7 GF Xgr g th il FZ o0 A . X A0 4%

. (0, —H,)’
(IF - Z:JO 7[{/11 )

Horr M R A7 B B Al RE(EL IO % O, 3R
ANEPRAR B m BIREAR ARG H, R TEREAR
SEOHTFE 1S BL T AE S m b i B8 A B0 38 T X
e 2238 2R SR RE AR O3 A R R T A BRI O A
. Horp M=16, GF JIirsR Hi ) (B8N B A2 0 A
B I 5 2 .

35

- 31.64

530-

225-

Z

S 2

S

72 0 10 [Tod [Ie]

L 15| = = 2 ot

=5 2 8 = =]

E 10— N N N N N N

[=] m mmz\ LrJ.LrJ.I\LO.[\I\

a‘: 5F o3 R C’JC"}H!”)'—:'—:%
LT = = ===

01 2 3 45 6 7 8 9 1011 12 13 14 15
Values of a Nibble

Fig. 4 The bitwise-AND distribution of a nibble
after fault injections

B4 2 TR i 5 S AR B 2 A

3) GF-SEI W& [X 438

GF-SEI W X /3 & 45 & T GF X348 5 SEI
DX o34 BP0 A5 S UL & 00 B A 6 0 i o 6 2 o0 T
MIFEAS. F5 ] SET X 43 g M rh 3 3% B AR A A, LT
PR — 52 1% B0 LR 2O TR — 20D TR
Py TR s R

4) KRR AL T (maximum likelihood estimate,
MLE) X 43 %%

MLE [X 73 #§ VE Ay M 25 3B 43 B 1) X 43 22
— il T O A I R A RE R A B LR L 3K
o B IS BIREAS B A A 3, Y ME S A R B R
PSR ) 1% 41

MLE = || P(¥,).

Horb N R BB 0<<n<{N — 1; ¥, , #7551
5 4 SRR R PR AE s P 3R s b RS AE 1 3
PIRERR. MEZR 5010 AN K] 4 iz . A o h 0 45 A e,
R A A R 22 3 S PR A R

5) GF-MLE [X 434¢

T WD R L AR SCK GF X 4348 5 MLE X 43
ARG S T — 4 GF-MLE B X 43 2% . 55 M
PUE 0 B A 56 0 328 11 A5 6 v ) R 254 43 A1 ) B A A
AL, FH MLE [X 438§ ) 3 AR A A, B Oy 1E
7% 9

<« (O, —H,)"

GF (k) = 2} =

GF (k) < 1.,
Horh b F0R T PR, 0<k<2" .m FREA
M AL R A T X O 1 A o IR A4S MR 3R o A
FEAK B GF B2 )5 . Fe i1 o7 LU 5 @ i df
AR MR 7 4 A 3 0 X I I A

S < IR AR RN % B4 AL DAL i A S
M=16,df=M—1=15,{i | GF X 4 & i} B H£ A
¥t N=50 3 H H, =15 it . N #i k. %2 T %4
9 BT R S B GF =, W% 16 2 {8 R J& 1 o
()T 55 B (8 5 T 0 5 GF X 43 2% 7 35 1 i J2
GF<X. Wil £\ o k' Tk 2 J5 i MLE X
328 M rh S RE A L BT IR B — 2 11 5 4 0.

N—1

MLE (") = [[ P(w, ),

n=0

RK = max(MLE (%)),
Hoh, &' £8 GF X 4 2% 0 6 2 J5 M 6 3 fH,
MLE (k") R 5 41 B A X B ) MLE {f; RK %R
TE AR R . TR MLE [X 43 28 5 K A9 {8 L 5k
JEIE B T 2% 4.

6) MLE-SEI [X 4%

Ry T D g R R AR SO T — A
MLE-SEI M X 5 %% . % MLE X 43 % 5 SEI X 4
s A el MLE X 43 45 0 38 Hh AF & v R RS



2180

ARV S KR 2018, 55(10)

A3 A B — IR REAS , BEH SET X 38 18 H A REAS
MLE (k) = ﬁp(ﬁf,ﬂ),

k" = max(MLE (%)),
Lk Feom T8 EME, 0<<h<<2", ¥, , KR T
A ke SN L T AT T IR S (s &7 O Ok AT A
R EAR S AE 20 A 1) — R I3 FEAS.

SEI(K) = wz‘;(y[]\??]]\l/[)z
RK=max(SEI(¥")),
Horr,m Fe o B A BT BT RS RL (0 B AT b e IR A
SEICE") &R 3B 43 B AR 43 50 % 7 1) SET AH ; M o &

B SET X 43 #5% 5 KA AEL - 302 1E 4 19 %% .
4 B

A S35 7E 38 PC Hlgy (CPU 2l Inter Core 17-
7700K,4. 2 GHz W1£ 16 GB) [ {#i JT] Java i 35 4 2
HEAT SR 0 0 i % S RN B0 AR L R TSP AR
AR RS ARL I 58 1 7 A DT A5 1) A8 158 2 S o FH 4 R 512
IR DAl s 5 A I 28 SO T T B e e A B R A
GdRad B AR SC— AT T 1000 KL L 30 SR T K
5 ks ek, Rl ek T 57 LRI SET X 43 2% .GF X 43
28 MLE X 4> #%.GF-SEI #l GF-MLE X & [X /3 %%
JIT 5 T 55 R BSORTRE 2 15 18] 18] 5 R R R X 4 2% 5
AT B 50 50T K AR 1 % 3 A 57 A g T A
R R A bRl s A (I 0 A bR Al
NIRE W IER R R R L K 5 A 6 A ]
LB, Ay W R i SEL K 43 %8 . GF X 4> 2% . GF-
SEI X H X 4> #% \MLE X 4 %% . GF-MLE XU [X 43
# Al MLE-SET XU X 43 4% i 17 Ml % SC ik 1 45
SN SEER S5 R AT AL AR 2 T B AL R AR AR, Y
PL 99 Y6 AR R K &2 H G AR 3 A T B AL SET X

100

=
7
2 80f

=2

EE’ ‘g 60

=)

< P~

£9 40f =

8 a0l WAL A e GE-SEI MLE
g ; ~— GF-MLE -=- MLE-SEI
~ L L L

0 10 20 30 40 50 60
Number of Faults
Fig. 5 The probability of recovering a partial subkey

using different faults

PS5 AN [ e B xS 1 B 20 T 2 T R R

4348 .GF X 43 %% . GF-SEI X & X 4> #% . MLE [X 4}
#r \GF-MLE X X 43 % f1 MLE-SEI U X 45 %%
A3 EE 51,47,36,29,28 Fl 22 A~ HUFEEL. B b4
BT« AR SCHT R 1 2 o 780 X 43 2 BT AR 2D 2 o st
{55 P B ik B %k, 3 ELAd A MILE-SET B [X 43 %5 i}
il B RO B

Kl 6 275 4 Wl ] SEL X 43 #8. GF X 4> %% .
GF-SEI X & X 43 #% . MLE [X 4 #% . GF-MLE X &
X 4345 F1 MLE-SET XU [X 43 4 B 135 % 51 i [A] 79 #E
Pl H A A Al 2 7R T FE IR ) DARD Ry S, B AR
PR 7R T A BB EL. DN SE 6 45 SR AT AR T 1Y B
PLEL B R L6 A X438 LA 99 %6 1Y )il 2 S5 % 1% 2%
B T i 1] 43 59008 130, 45,87, 45,50, 055,43, 2 s,
37.0s Ml 28. 4 s. AN[F] ) DX 4345 BT it Bof (8] AH 22 88K
Hodr 3 RE B E] Be 2 0 GF X 4 2%, T8 FE B E) 2
MLE-SET {5 #E I [ 1Y 5 £5 2. g5 R ] 0, A SC
ST ) B X A3 4 I N 23 3G 0T FE 9 B TR] BT
P /D T FE ).

5 ~SEI  =GF
22 ool = GF-SEl + MLE
o & GF-MLE * MLE-SEI
e

[T -

53 180

&S 120

5 8

g2

g2 60

e A

0 20 40 60
Number of Faults

Fig. 6 The time shown with stacked charts of

using different faults

P 6 AN [l e e 00 7 9 A I ] ) Sk BRUEE T 1B

HH I 5 FIIE 6 AT A, DA 2§ A~ X4 2 X0 B30k 1Y) 1
PRIGOLE— 23 B . GF X 0 2% 19 o o 530 e SET
X 4> 2R 5 {F, 1] GF-SET X [X 4 %8 (1% X 7 3505 He
GF F1 SET X 43 2§ 85 3 80 4%, A Serp pir 48t 9 2 Fif
T X 4325 1 B0 REOR A LU 2Z 1T 1 4 i DX 2 1 T
i AOR B 4. MLE-SET XU X 43 %% A 75 210 5 AL
B H5CORITRE B (0% BF 8] LU A 1T 5 X 34 2 W 8 ol 2>

5 &WRiE

ASCHR I IFE TS T LBock %5 A% 53 1% 470 M % SC
P U ik 1) 2 g . R ST A R AR W] A T[] 2
WA Y v, 5 A Y 4 b X3 R AR LG AR SCR 4 i
(4 2 Foft 37 281X 53 45 O 00 B 30 B /0 o e e i R



45 Hi%5 . LBlock B2k 0 2 1% 55 vk A ME % SCSCRE 43 AT

2181

B L LBlock MUK Feistel 4544 /)% 19 5045
o 3% BN GE TR 23 B 5 BB O 2 A B TG 1 v
8 SO R T U Y e T RE L 4R e R B ) AR
WML AR T — 22 TR AT s — 2 WA
B WUEE X3 g 1 03 LA B T Al I ) 3 A1 A

Z % x W

[1] Alioto M, Shahghasemi M. The Internet of things on its
edge: Trends toward its tipping point [J]. IEEE Consumer
Electronics Magazine. 2018, 7(1). 77-87

[2] Ning Huansheng, Liu Hong, Yang L T. Cyberentity
security in the Internet of things [J]. IEEE Computer,
2013, 46(4); 46-43

[3] Mayer C P. Security and privacy challenges in the Internet of
things [J]. Electronic Communications of the European
Association of Software Science and Technology, 2009, 17
(3): 11-22

[4] Hong D, Sung J, Hong S, et al. HIGHT: A new block
cipher suitable for low-resource device [G] [/LNCS 4249.
Proc of the 8th Int Workshop on Cryptographic Hardware
and Embedded Systems. Berlin: Springer, 2006 46-59

[5] Wu Wenling, Zhang Lei. LBlock: A lightweight block cipher
[G] /ILNCS 6715;: Proc of the 9th Int Conf on Applied
Cryptography and Network Security. Berlin: Springer,
2011, 327-344

[6] Kelsey J, Schneier B, Wagner D A, et al. Side channel
cryptanalysis of product ciphers [G] [/LNCS 1485. Proc of
the 5th Int Conf on Computer Security. Berlin: Springer,
1998, 97-110

[7] Minier M, Naya-Plascencia M. A related key impossible
differential attack against 22 rounds of the lightweight block
cipher LBlock [J]. Information Processing Letters, 2012,
112(16) : 624-629

[8] Soleimany H., Nyberg K. Zero-correlation  linear
cryptanalysis of reduced-round LBlock [J]. Designs, Codes
and Cryptography, 2014, 73(3): 683-698

[9] Zhan Yingjie, Guan Jie, Ding Lin, et al. Related-key
impossible differential attack on reduced round LBlock [J].
Journal of Electronic and Information Technology, 2012, 34
(9): 2161-2166 (in Chinese)

(FEHEA ., KA, THR, A XFE fL AR LBlock 5 ¥k 19 AH 56 %
AR e 2 [T BT 5E B EM, 2012, 34(9):
2161-2166)

[10] Boneh D, Demillo R A, Lipton R J. On the importance of
checking cryptographic protocols for faults [G] [/LNCS
1233: Proc of the 16th Int Conf on Theory and Application of
Cryptographic Techniques. Berlin: Springer, 1997 37-51

[11] Boneh D, Demillo R A, Lipton R J. On the importance of
eliminating errors in cryptographic computations [ J]. Journal

of Cryptology, 2001, 14(2): 101-119

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

Biehl I, Meyer B, Miiller V. Differential fault attacks on
elliptic curve cryptosystems [G] [/LNCS 1880: Proc of the
20th Int Conf on Advances in Cryptology. Berlin: Springer,
2000: 131-146

Fischer W, Reuter C A. Differential fault analysis on Grostl
[C] //Proc of the 7th Int Workshop on Fault Diagnosis and
Tolerance in Cryptography. Piscataway, NJ: IEEE, 2012.
44-54

Hemme L, Hoffmann L. Differential fault analysis on the
SHA1 compression function [C] [/Proc of the 6th Int
Workshop on Fault Diagnosis and Tolerance in Cryptography.
Piscataway, NJ: IEEE, 2011. 54-62

Hoch J J, Shamir A. Fault analysis of stream ciphers [G] //
LLNCS 3156 Proc of the 6th Int Workshop on Cryptographic
Hardware and Embedded Systems. Berlin: Springer, 2004 .
240-253

Cnudde T, Nikova S. Securing the PRESENT block cipher
against combined side-channel analysis and fault attacks [J].
IEEE Trans on Very Large Scale Integration Systems, 2017,
25(12): 3291-3301

Ghosh S, Saha D, Sengupta A, et al. Preventing fault
attacks using fault randomisation with a case study on AES
[J]. International Journal of Applied Cryptography, 2017, 3
(3): 225-235

Wang An, Zhang Yu, Tian Weina, et al. Right or wrong
collision rate analysis without profiling: Full-automatic
collision fault attack [J]. Science China Information
Sciences, 2018, 61(3): 032101.:1-032101:11

Breier J, Hou Xiaolu, Liu Yang. Fault attacks made easy:
Differential fault analysis automation on assembly code []].
IACR Trans on Cryptographic Hardware and Embedded
Systems, 2018, 2018(2): 96-122

Biham E, Shamir A. Differential fault analysis of secret key
cryptosystems [ G [/LNCS 1294 Proc of the 17th Int Conf
on Advances in Cryptology. Berlin: Springer, 1997 513-525
Lin T C, Chang C C. Security enhancement for digital
signature schemes with fault tolerance in RSA [J].
Information Sciences, 2007, 177(19) . 4031-4039

Zhao Liang, Nishide T, Sakurai K. Differential fault analysis
of full LBlock [G] //JLNCS 7275. Proc of the 3rd Int
Workshop on Constructive Side-Channel Analysis and Secure
Design. Berlin: Springer, 2012 135-150

Jeong K, Lee C, Lim J. Improved differential fault analysis
on lightweight block cipher LBlock for wireless sensor
networks [J]. EURASIP Journal on Wireless Communications
and Networking, 2013, 2013(1): 151-159

Wei Yuechuan, Rong Yisheng, Fan Cunyang. Differential
fault attacks on lightweight cipher LBlock [J]. Fundamenta
Informaticae, 2018, 157(1/2): 125-139

Chen Hua, Fan Limin. Integral based fault attack on LBlock
[G] J/LNCS 8565 Proc of the 16th Int Conf on Information
Security and Cryptology. Berlin: Springer, 2013 227-240



2182

HENLIE S &R 2018, 55(10)

[26]

[27]

Fhur T, Jaulmes E, Lomne V, et al. Fault attacks on AES
with faulty ciphertexts only [C] //Proc of the 8th Int
Workshop on  Fault Diagnosis and Tolerance in
Cryptography. Piscataway, NJ. IEEE, 2013. 108-118

Li Wei, Ge Chenyu, Gu Dawu, et al. Research on the LED
lightweight cipher against the statistical fault analysis in
Internet of Things [J]. Journal of Computer Research and
Development, 2017, 54(10): 2205-2214 (in Chinese)
(B, BRM, ARRK, . WML LED & & % %
WA MG RS T g L], THSE AL S 5 K, 2017,
54(10): 2205-2214)

Li Wei, born in 1980. PhD, professor.
Senior member of CCF. Her main research
interests include the design and analysis of

symmetric ciphers.

Wu Yixin, born in 1995. Master
candidate. Her main research interests

include security analysis of block ciphers.

Gu Dawu, born in 1970. PhD. professor
and PhD supervisor. His research interests

cover cryptology and computer security.

Cao Shan, born in 1995. Master candidate.
Her main research interests include

security analysis of lightweight ciphers.

Liao Linfeng, born in 1993. Master
candidate. His main research interests
include security analysis of symmetric

ciphers.

Sun Li, born in 1964. PhD., associate
professor. Her main research interests

include Internet of things.

Liu Ya. born in 1983. PhD. lecturer. Her
main research interests include the design
and analysis of symmetric ciphers and

computational number theory.

Liu Zhigiang, born in 1977. PhD,
associate professor. His main research
interests include cryptanalysis and design

of block ciphers and hash functions.



45 Hi%5 . LBlock B2k 0 2 1% 55 vk A ME % SCSCRE 43 AT 2183

B % A. SZIGEUIE M 45 5. Continued( Table A1)
BH SC : B HLAE B Beaking Probablity/ %
B4 .01 23 45 67 89 AB CD EF FE DC Faults SEl GF GFSEl MLE GFMLE MLESEI
SEEREE I .6 FhIX AR Y REK &2 F % 4H L S IR AR 32 19 56 94 91 83 100
P ansk A1 Fisk A2 Fiw. 33 52 61 94 89 88 100
Table A1 Probability of Breaking LBlock Using 34 58 58 98 97 89 100
Different Distinguishers 35 52 67 99 94 88 98
£ Al AFREXSDEHIF LBlock 1B I #i & 36 61 67 96 96 94 99
Beaking Probablity/ % 37 55 62 96 96 85 100
Faults
SEI GF GF-SEI MLE GF-MLE MLE-SEI 38 64 64 97 95 89 100
0 0 0 0 0 0 0 39 55 71 99 95 95 100
1 0 0 0 0 0 0 40 67 81 99 97 93 100
2 0 0 0 0 0 0 41 78 67 99 95 95 100
3 0 0 0 0 0 0 42 73 80 99 96 95 100
1 0 0 0 2 6 0 13 80 78 99 96 98 100
5 0 5 2 1 2 13 44 76 85 100 95 98 100
6 0 0 3 7 0 21 45 78 81 100 98 100 100
7 1 3 8 13 2 20 16 84 88 100 99 96 100
8 2 4 10 14 8 32 17 87 90 99 98 96 100
9 3 1 17 17 5 36 48 87 90 99 100 96 100
10 0 4 23 22 8 31 19 83 94 100 100 96 100
11 4 5 29 18 5 40 50 88 89 100 99 97 100
12 5 3 28 25 15 47 51 91 93 100 100 95 100
13 5 3 28 32 16 60 52 95 93 100 96 98 100
14 3 6 10 30 18 63 53 88 95 100 96 99 100
15 8 6 38 10 14 64 54 92 96 100 100 97 100
16 6 6 34 35 23 33 55 95 97 100 98 98 100
17 11 8 19 37 28 79 56 91 95 100 97 98 100
18 11 15 19 59 28 33 57 96 99 100 99 99 100
19 8 14 60 66 10 84 58 94 97 100 97 99 100
20 16 20 63 56 37 87 59 91 97 100 99 99 100
21 16 23 62 69 38 39 60 94 99 100 100 99 100
22 21 23 72 69 19 92 61 97 94 100 100 97 100
23 29 23 69 75 50 94 62 100 96 100 100 100 100
24 15 31 76 30 13 95 63 99 98 100 100 98 100
25 28 22 79 77 57 96 64 97 98 100 100 99 100
26 36 38 86 33 65 98 65 99 97 100 99 98 100
27 30 29 85 30 73 97 66 99 99 99 100 99 100
28 34 39 88 90 71 98 67 100 100 100 100 100 100
29 31 41 93 93 75 99 68 99 98 100 100 100 100
30 10 52 91 91 82 99 69 99 99 100 100 99 100

31 42 41 92 86 79 98 70 100 100 100 99 100 100
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Table A2 Time of Breaking LBlock Using Continued(Table A2)
Different Distinguishers Latency Time/s
A2 =1 X iZ LBlock B34 4 1g Faults
* AR 53 28 8 3%F LBlock ) i #8 i 18] SEI GF GFSEI MLE GFMLE MLESEI
. Latency Time/s 35 61.2 113.6  48.8 62.6  48.7 44,2
aults
SEI GF  GETSET MLE  GFMLE  MLESEI 36 60.3 113.5 50.0  60.9 49.9 46.0
0 0.0 0.0 0.0 0.0 0.0 0.0 . .
37 62.2 115.2  51.4 62.5 51.2 47.2
1 7.5 93.6  26.7 1.9 19.8 2.8
38 63.8 116.2  52.7 64.1 52.6 47.9
2 7.6 949 8.4 5.3 9.6 3.6
39 65.4 118.2  54.3  65.8 54. 1 19,1
3 7.6 95.0 6.0 7.6 6.8 1.8
10 70.0 123.0  55.4  70.6 55. 3 50.3
4 0.1 949 7.0 11.3 8.5 5.9
41 77.9 130.3  56.7 79.4 56.5 51.7
5 12.5  90.8 8.5 14.4 10.5 7.1
42 79.3 131.4  58.6 80.2 58.3 52.9
6 13.9  89.9 9.8 15.2 11.6 8.3
4 78.0 130.2  59.4  79. 59. 2 54.
7 16.8 949 11.1 17.1 13.5 9.7 3 8 3 ’ 69 42
8 19.8 102.8 12.6  20.9 14.6 10. 9 i 75.6 126.2 60.8 764 60.6 954
9 2.3 97.9 13.8  20.3 15. 6 12.1 15 65.5 114.8  62.4  65.8 62.2 56. 7
10 2.0 107.3  15.0  25.0 16.8 13. 4 16 76.5 130.1  63.7 77.1 63.5 57.9
11 23.1 99.7 16.5 22.4 18.2 14.5 47 77.1 130.4 64.7 77.9 64.7 59. 6
12 19.7  79.9 17.9  20.7 19.3 15.8 18 72.0 123.6  66.4 72.3 66. 2 60.7
13 23.4  84.9 19.2  23.6 20. 6 17.2 19 72.9 125.2  67.8 73.3 67.7 61.5
14 22.5  80.7 20.6  22.3 21.8 18.5 50 83.1 139.0  68.8 83.6 68.7 62. 8
15 23.7 78.5 22.0  23.6 23.1 19.9 51 84.7 141.2  70.9 85.3 71.1 64.1
16 244 78.2  23.5  24.1 24.6 20. 8 52 87.3 144.6  71.9 87.9 71. 8 65.2
17 27.7  83.7 24.7  27.6 25.6 21.9 53 86.7 141.1  72.9 87.8 73.1 66. 6
18 29.0  83.5 26.3  28.9 27.0 23.3 54 94.5 154.3  74.4  95.3 74.5 68. 2
19 30.3 85.8 27.5  30.8 28.1 24.6 55 97.2 157.3  76.0 98.5 75.8 69. 7
20 30.5 83.8 28.7  30.4 29. 2 25.6 56 98.4 158.4  77.0 99.3 76. 8 71.9
21 3.2 83.7 30.5 31.1 30.9 26.9 57 99.9 160.5  78.7 100.8 78.3 71.4
22 34.2  87.1 31.6  33.4 31.9 28.4 58  100.6 155.6  80.3 101.4 80. 4 72.2
23 36.1  89.0 33.1  35.6 33.5 29.5 59 101.1 161.2  81.5 102.1 81. 4 73.6
24 37.1  89.1 34.4  37.2 34.6 30.8 60 93.6 145.0  82.8 95.5 82.8 75.6
25 41.4 94,2 35.7  40.8 35.8 31.9 61 82.7 131.8  84.1 83.0 83.8 144.9
26 39.9 92,2 37.2  40.2 37.0 33.1 62 84.2 133.3  85.4 84.8 85.3 119. 8
27 43.1  95.2 38.3  43.2 38.2 34.5 63 86.5 136.5  86.9 86.4 86. 5 125.0
28 43.6  94.9 39.7  43.5 39.6 35.6 64 93.9 146.6  88.5 94.1 88.4 115. 6
29 45.6  98.0 40.7  47.1 40.5 36. 7 65 94.1 145.7  90.1 95.5 90.1 103.3
30 48.5 100.8 41.9  49.0 11.8 38.1 66 95.2 146.3  92.1 95.9 91.9 99. 4
31 18.2 101.6 43.3  48.8 43.2 39.3 67 95.0 146.6 110.3 95.8  109.9 100. 4
32 54.2  107.0 44.7  53.6 14.5 10. 6 68 91.7 141.5 112.8 92.5  112.2 102. 2
33 53.9 107.5 46.1  54.7 146.0 41.7 69 92.8 143.1 117.2 93.9  116.3 103. 4

34 56.9 109.5 47.6 57.6 47.5 42.8 70 94.1 148.7 118.1 95.9 117.7 105.0




