HHEER S KR DOI:10. 7544/issn1000-1239. 2018. 20180446
Journal of Computer Research and Development 55(10) . 2164-2173, 2018

MERE TR EETHEMNINREETR

AIB ARTT K&E
REHNRS SR G RETAKRE B TEAY) WL 710086)
PN GEE R EEHEWESLRE (LR FRE RS #i% 710071
(latticewj@163. com)

Identity-Based Threshold Decryption Scheme from Lattices under the Standard
Model

Wu Ligiang' . Yang Xiaoyuan'’, and Zhang Minging'

"'(Key Laboratory of Network and Information Security (Engineering University of Chinese Armed Police Force), Xi'an
710086)

?(Key Laboratory of Computer Network and Information Security (Xi Dian University), Ministry of Education, Xi'an
710071)

Abstract The identity-based threshold decryption (IBTD) system combines the secret sharing method
with the identity-based encryption mechanism. In a (¢, N) IBTD system, N decryption servers share
the private key corresponding to a user’s identity. When to decrypt, at least ¢ servers are required to
participate in and calculate their corresponding decryption shares. However, less than ¢ or fewer
servers are unable to obtain any information about the plaintext. At present, the existing IBTD
schemes from lattices are constructed under the random model, and the main method is to divide the
private key statistically close to a Gauss distribution directly. This paper constructs a non-interactive
IBTD scheme. A public vector is split using the lLagrange secret partition method, and each
decryption server obtains its respective characteristic vector. Each private key share is obtained by
sampling the pre-image of the characteristic vectors through the private trapdoor function for each
decryption server. The user’s complete private key is effectively hidden and the security of the scheme
is improved. The difficulty of the discrete logarithm problem is used to realize the verifiability of
decryption share. The correctness of the decryption share is guaranteed by the homomorphism of the
operations between the common vector and the private key shares. The IND-sID-CPA security for the
proposed scheme is proved based on the decisional learning with errors (LWE) hardness assumption

under the standard model.
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