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Abstract Dynamic function call tracing is one of the most important techniques for Linux kernel
analysis. Existing tools suffer from the problems of insufficiently supporting instruction set
architectures(ISA) and low efficiency. We design and implement a function call tracing tool to support
multiple ISAs with high efficiency. Firstly, we use the binary translation system to load the kernel
image and recognize the branch instruction types. Secondly, we design different instrumentation code
based on different kinds of ISAs and insert instrumentation code during the translation stage to get
timestamps, process IDs, thread IDs and function addresses during the kernel booting and runtime.
Finally, when the kernel boots up and the shell appears, we process all the information and generate
function call maps. Based on binary translation, we analyze the text, symbol and string sections of the
binary image, without any source code. Enriched intermediate code and extra target code are
compatible with optimization algorithms like block chain, redundant code elimination and hot path
optimization, which reduces the performance overhead. The core algorithm is to design the
instrumentation code and get corresponding information based on different ISAs. It is easy to
implement and to migrate to multiple ISAs. Experiments on QEMU and Linux 4. 9 kernel show that
the traced information is accordance with the source code while instrumentation code brings about
15. 24 % and information processing generates 165. 59% overhead of original QEMU, which is much

faster than existing tools.
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mov 0x30 (%r14), %rbp

Basic block of
Linux kernel

——— 0000000007 fadea4
mov_i64 tmp0, rsi
ext32u_i64 rax, tmp0

7fadea2: mov
%edi, %ecx

mov %ebp, %ebp
mov  %rbp, (%r14)

mov %r14, %rdi
mov $0x7fac6ee, %esi

7fadea4: mov

hesi, Keax ———— 0000000007fadea6

movi_i64 tmp0, $0x7fac6ee

Tfadea6: call
0x7fac6ee

movi_i64 tmp0, $0x7fadeab
movi_i64 tmpl3, $0x4
sub_i64 tmp2, rsp, tmpl3
— ext32u_i64 tmp2, tmp2

call stub_call, $0x0, $0, env, tmp0

mov $0x56333978b660, %r10
callqg *%rl0

mov 0x20 (%r14) , %rbp

sub $0x4, %rbp

mov %ebp, %ebp

mov $0x7fadeab, %ebx

mov %ebp, %edi

lea 0x3 (%rbp) , %rsi

| shr $0x7, %edi

and SOxFEFLEFELEFEFFO00, %rsi

Fig. 4 Translation of call instruction with instrumentation code
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| * Information: timestamps, process 1D, thread ID, * address of

callee * /

void helper_stub_call (CPUx86State * env, target_ulong next _
eip){

| % get qemu virtual clock * |

gemu_clock_get_ns(QEMU_CLOCK_VIRTUAL);

| % The upper 20 bits of CR3 of x86 is the physical address * of
the first page directory entry * /

env—>cr[ 2];

| * ESP register points to the top of current thread’s stack * /

env—>regs| R_ESP];

| % Next_eip is assigned when translating * /

next_eip;

}

Fig. 5 Instrumentation code of x86
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void helper_stub_arm (CPUARMState * env, target_ulong next _
eip)
| * get qemu virtual clock * /
qgemu_clock_get_ns(QEMU_CLOCK_VIRTUAL) ;
| * The ttbr0_el of CP15 is the physical address of the * first

page directory entry x /

env—>CP15. ttbr0_el[ 2];
| * R13 register points to the top of current thread’s stack * |
env—>regs 13];
| * Next_eip is assigned when translating » |

next_eip;

Fig. 6 Instrumentation code of ARM
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A LA A ASID §f 82 VPN fE S 4 11 ik 72 1 b5 7.
QEMU 23l T MIPS f) ASID, VPN {17 1E env—
CPO_EntryHi . R ¥g MIPS 3§ 4 5 F1 & 17 43 4%
w s B MIPS 954 S R BEARS BH I 7 fs

void helper_stub_mips (CPUMIPSState * env, target_ulong next_

eip){

| % get qemu virtual clock * |

gemu_clock_get_ns(QEMU_CLOCK_VIRTUAL);

| * The ASID and VPN is used By TLB to get the * physical
address of the first page directory entry % /

| % Get ASID from CPO_EntryHi by xor the mask * /

env—=>CPO_EntryHi | env—>CP0_EntryHi_ASID_mask

| ¥ Get VPN from CPO_EntryHi and use VPN link * with ASID
as the process identifiers % /

env—>CP0_EntryHi & (PAGE_SIZE—1)

| * R31 register points to the top of current thread’s stack * /

env—>regs 31];

| * Next_eip is assigned when translating » |

next_eip;

Fig. 7 Instrumentation code of MIPS

B7 gFXF MIPS & g bt

VL% T x86, ARM, MIPS #5 4 AU HEL 1T
B s 0] DA A AU N 42 Jy PR B 25 K 4K env
Hh R S O R R AU R B ﬂﬁﬁ‘lﬂ%*ﬁiﬁ'ﬁ
HARF 525K, B 20 6 R sl Bt 5
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LA 517 2 0 0 L 0 R 8 B0 50 75 % 0%
4 SRR £ I

2.7 BREEREIFAAE

AL call LA ret i 5k, call i sk
LRAF VR B ) 2 1AL L 2R A 1L kI o b
b 1 R B4 B s T ret G0 SR 45 R A I ) L 2F
FEAR IR R AR IR AT. A fE i %) 592092451ns pR
B start_kernel #EVA B2 E PREL start_kernel ¥
T set_task_stack_end magic,smp_setup processor_id

IR AN 8 P

59 2092451 ffff8800000140a0 ffff81e02000 fffff{ff81f4db11 start _
kernel

59 2104850 ffff8800000140a0 ffff81e02000 {f{{ffff81057010 set _
task_stack_end_magic

592118045 ff{f8800000140a0 ffff81e02000

59 2130081 ffff8800000140a0 ffff81e02000 f{fff{ff81f4db05 smp _
setup_processor_id

592137020 ff{f8800000140a0 {fff81e02000

59 2141513 {ff{8800000140a0 {{ff81e02000 [{ff{{{81{6ch5d cgroup._
init_early

59 2157318 {fff8800000140a0 {fff81e02000 {f{ff{ff810d8af0 init

cgroup_root

Fig. 8 Example of the logs
& 8 &g R i

R BEA B gt BRI T XN AR R TR A S
BT i ) B AR AR IAT 5 2 v ek K04 B B AT HES call
info ZEME Y function_name Eﬁ;ﬁ,y\ﬁﬁﬁ;ﬁkx
Gt i MO O T2 2 AT fa s AR 8 ek 200
B A SOl graphvizt ™ T H AR i eR 85008 F IR,
K9 frzn start_kernel $047 I Y o8 B0 H G &L %
ATALAL TAE O A A C S . T 456 © A A G BT T
HORB N R Ry AR SO 2 TAE.

set_task_stack_end_magic smp_setup_ processor_id cgroup_init_early @

init_cgroup root

@ _init_waitqueue head

Fig. 9

cgroup_init_subsys

&\ il
init_cgroup housekeeping @ @

Example of function call map of Linux 4.9 kernel

B9 pEBOM A BREE Linux 4. 9 WL KR H)
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3 5MBAIENIEER

A ) JE F LRSS 0 oR 5008 B ER T R S2E
FIE] B8 T4 R L T QEMU 1y 3h 75 bR B0 R i
FEZR A5 i o QEMU-DFCT (QEMU-based dynamic
function call tracing). T # A< 3C Fr $2 H3 ) 5 2 43
%15 S2E,QEMU-DFCT #E47% .

3.1 5 S2E xftLk
3.1.1  Thegtk i

S2E 454 T /5 AT Ml QEMU., #4414 &
A7 VIT B A 3RS AT 3E Ao G ] pR AR
ARV B AT 58 BT (). >4 BT T T B ) 288 7Y g & 4 o
BRSO T e 2 B R VA R AR B PR T R R
How L) rRg.

T S2E X QEMU 7 B i 1 85 K& 1 2
H i) 34 x86. ARM 458445, R BEXT QEMU Jif 52
R Z F/F 6 274K . & 5 i i QEMU /1% £
Rt
3.1.2 PEREHER

S2E 1 55 FAT A5 B 23 X5F 20 BT Xk 52 1) g — A
AT BEARHEAT 53 BT » X 46 8 B 00 B A2 S 1 L SR AR R AT
W AN DI RE S A, T B REARAR. A SCER Y
TR EEX QEMU [y i) 78 TCG, helper 1l
HEAT R AT S0 T pR B R IR BR R R Ak T
QEMU J5iA: () 27 3R PRy 4
3.2 5 QEMU-DFCT Xt Lk

A SCHRE H I kBT SE B R B0 ] S T B
5 QEMU-DFCT — 2.

QEMU-DFCT 4k 7% T i A= QEMU 1y i £ it
BB & A0 R R DR /N B A RS S B T
pRESA FH R 2 2 R QEMU-DFCT 1 42132 it QEMU
Ji b B R S AL IR AT R AT L B R T AL B

)&, QEMU-DFCT @A %5 5 il 5 4] 5 48 S i £
UIhg £ R — D AR P PAT 45 5 A7 AR e U] 46
FRAE L HR 0 A00KG A J2 15 hy bR KR ) BR TR AR B 1
AT 3. 65 5 R MERE T AY. AS SCHE B9 R A
AP B Beid sk A5 B 2 LA I =X 4
B bR ECJE AR (814 4 A i 1 EALARRS 52
R LA P D RE L AR T PR RE T Y.

4 = L

ASCHE QEMU 2. 9. 92 fRA BE4T 52 56, AH 5 52

RPN 1 Fos. Hoh Linux WECZ ] QEMU
INE BT A% SO R G2 il QEMU Jin 4 i 45
SEBISCHE RS i VLRI QEMU B3 AL.
Table 1 Experiment Setup
®1 TWIRE

Hardware &. Software Version
QEMU 2.9.92
S2E 2.0
Linux Kernel 4.9
File System Busybox 1.27.0
CPU of Host Intel Core i7-6500U
CPU @ 2.50 GHzX4
Memory of Host/GB 7.7
Operation Systme of Host Ubuntu 16. 04 LTS
Hard Disk of Host/GB SSD 128

Machine Type of ARM

vexpress-a9

Machine Type of MIPS malta

ARSCSEEL T AR A AE 5375 (QEMU  helper
stub, QHS) Al QEMU-DFCT %4 ¥ (1 ic 38 iR 50
= R R 4y JE7E x86, ARM, MIPS F & i# 17
THEREXT HL S B, S IR A5 SR R 10 TR

[ Results Output

20
4.33

O Recording O QEMU Runtime

I4.21 I4.28

15 +
2 9.43 10. 12
E 9.12 4.21
‘§ 10k 4.33
= _— 0.57 || ||
5 =
7.17 7.21 8.01 7.95 7.92

0 QHS—XSGIDFCT—XSS IQHS—ARI\/II QHS-MIPS ‘DFCT—I\AIPS
Platform
Fig. 10 Performance comparison of QHS and DFCT
E 10 QHS,DFCT [#¥:fg 5%

L QHS-x86 Ay il . fifi F oK A& B i) QEMU Jin 2%
x86 844 Linux 4. 9 N4 . busybox 1. 27. 0 L &
45, N B 2 B shell $2 758 45 5 18] 915 FE 42 4. 33 s.
i FAE WO 19 R T oA B0 R B 1 RS S D 3h 3
B shell $27- 7 7] 52 B e RO AR S0 5% . IR 4%
T AL B A R A SR BT B R 12, 16 s,
Horpr BEARAS P T LR R]Z 0. 66 s i 1 A0 2 I i
(T B ) 2 7. 17 s, BEAR S AT M5 B e sk g T
15. 24 Y0 W FFAY , 145 S8 4 B0 iyt 1) i 43 SC 4348
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T 165. 59% W ¥4 ; DFCT-x86 {5 B ic st 84 fm 1T
210. 62 % 19 FF 8, ic sk s IR 02 166. 51%. T
ARM FI MIPS - &5 A fr g U H 2 . DFCT #4734
PO e 57 ZE AR AP B B2 0 A 2 B H £, 18
PIHC R I & T x86 &, M A 1F 2 50 H I AN 5%
M QHS 553 i) 14 A,

MfdE ] S2E XF x86 45 4 4R i P9 A% i 17 hn 2 4>
Br, BV IR 3429, 34 s, 2 K Ry S2E 23 % N A% fi
KLEE B AT 455 53 87 X5 A% 016 42 00 AT
AT A B PR BT SR 00 BT JRAE A B A R R
OB R AR A I A R GoRAS L RS 1 8 %5
1155 B LA N A% e B AR 12

LB ZE IR AT AE L A SO R T ah A
T 1) F8H 28 R4 A ) o KR R R R T L R
TR TIMA ) S2E,QEMU-DFCT R T H.

AR SCHE Y T LT B A ki R AN AR A A A Y
PRBOR R ER . 40 th T R B IR T QEMU
TF% T eR O T B R AR G0 AT EE X Linux A% BR B2
A e IR | 9 A2 x86. ARML MIPS ¥ & 47 T
S HIE T AR GMES A BRI PG T R fE.
B QEMU — ot i B 1 o A 1 o ) 3R om 2 47 3
T A A B B A AR AN 52 o A P e 2 LT
IR VERET RSO EOR L DU AT BE /) 59 1R BEJT 4
KEN T A ek B ER B H AY.

AR T AR AT — L8 n] etk (4 3 77 ) A ik A A 1
S BEAT DA T A 3 2 508 AN (AT helper AL .
HAEAE SR Bl R IBERY 1 EHLIE 2.t — 2
P v URE L BRAR T 1. 52 B4R PR AL AR  491) 2 M 4
PR BRI FH S 4 [ 3] R 5 AE AR RS HEA T IE S L 3
BT FH oK RO 15 7E 14 i 0 R R 3 P [0 9 eR X
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