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Abstract The widespread use of various information systems, e. g. social networks, mail systems and
recommendation systems, has produced a large amount of graph data. Publishing and sharing these
data under the edge or node differential privacy can fully utilize their potential value, meanwhile, the
privacy of the involved users can be preserved. Compared with the edge differential privacy. the node
differential privacy can effectively prevent users from being re-identified. However, it will lead to a
higher sensitivity of the query function at the same time. To conquer this problem, a novel method
named sequence edge-removal (SER) is proposed, based on which two graph degree distribution
histogram publication mechanisms under node difference privacy are put forward. The experiment
results illustrate that the SER method can effectively suppress the sensitivity of the publishing
mechanism, and also can retain more edges of the original graph. In addition, it decreases the errors
between the published data and the original data. Compared with available works, under the
constraint of providing the same level of privacy preservation, the proposed histogram publishing
mechanism based on the SER method can describe the degree distribution of the original data more

accurately, and thus improves the usability of the published data.
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@ end if

& while :<{0 do
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@ h;=ch,—ch; ;
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©® else
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@ end if

@ end while
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Table 1 Information About Dataset

x1 HEEER

Dataset [V |E| degmax degag
Facebook 4039 88234 1045 43.69
Wiki-Vote 7115 100736 1065 28.32
Ca-HepPh 12008 118521 491 21.00

Email-Enron 36692 183831 1383 10.73

Twitter 81306 1342310 3383 33.02

DBLP 317080 1049 866 343 6.62

5.1 XIGFEE

BT e B BRI 20 TR AE 0 i, R EER T 0
AT AR T /N T T 0 M A T R BT
JESET 0 W1 s T EOE I NS e Ly 3% 22 3t
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AT Ly R 2N ER 1 B2 45T 0 197y sS4
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V- (R Ay TR IR BB R A B DR /N Dy 100, B
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Table 2 The Results on Different Datasets
% 2 Truncation,ER, 7, ,SER 557 5 MHBE LI RER

0=16 0=64 9=128
Dataset Metrics

T ER o SER T ER 7o SER T ER T SER
E' 2653 19083 23440 25478 24695 55473 58585 61653 50320 76193 77256 79021
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E' 451642 729033 756476 786445 703510 1008403 1010410 1014090 1018473 1044235 1044375 1044975
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L, 83630 59289 50646 35351 36530 5673 4756 2923 3065 1152 1184 1152
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Fig. 3 Comparison of two histogram publishing methods
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