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Abstract Intrusion detection system can efficiently detect attack behaviors, which will do great
damage for network security. Currently many intrusion detection systems have low detection rates in
these abnormal behaviors Probe (probing), U2R (user to root) and R2L (remote to local). Focusing
on this weakness, a new hybrid multi-level intrusion detection method is proposed to identify network
data as normal or abnormal behaviors. This method contains KNN (K nearest neighbors) outlier
detection algorithm and multi-level random forests (RF) model, called KNN-RF. Firstly KNN outlier
detection algorithm is applied to detect and delete outliers in each category and get a small high-quality
training dataset. Then according to the similarity of network traffic, a new method of the division of
data categories is put forward and this division method can avoid the mutual interference of anomaly
behaviors in the detection process, especially for the detecting of the attack behaviors of small traffic.
Based on this division, a multi-level random forests model is constructed to detect network abnormal
behaviors and improve the efficiency of detecting known and unknown attacks. The popular KDD
(knowledge discovery and data mining) Cup 1999 dataset is used to evaluate the performance of the
proposed method. Compared with other algorithms, the proposed method is significantly superior to

other algorithms in accuracy and detection rate, and can detect Probe, U2R and R2L effectively.
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W OE OAREMNRAARBAIANME T FFEOXEFA AR BLELEXTE BAT.F S AEE
M 7 3%k 2t 2 % 47 A Probe(probing) , U2R(user to root) ,R2L(remote to local) ¢4 & bz k. & F X
— E AL R — AR RAE S R RANAR AR M AR A B A S 6 M AT L i AR A e 2 R KNN
(K nearest neighbors) & B S 4 m H ik kAN M e & BHHKE ARG —ANDIAERZREZHI %
HEE BTR.EEMNEAZTOAME R B —F LRG0 X 5 k.25 k8L T F %474 &N
BEHLI TR ALRZSDNAZTKEFAGEMN ;SIS0 HE . MES ERGMEAMARBEL R
Al A FHEATH IR BT T M & H 4T A 6w 2R, AT 69 403 £ KDD (knowledge discovery and
data mining) Cup 1999 #& A k#FE it b ey B A, @3 5 L4 F ok 3h 47 xb0b L 3% 7 ok 69/ # Ao ie )

F R R AT HA Sk, 5F Bk A B HuAe ) Probe, U2R,R2L X 3 Ar st £ AL,

EgriE MAEAANEHEN A% KNN S8 500 MAAKRER, 3 2%

hE%ESES TP393.08

Bl T SRAIL AN 0 45 I 55 1 A W e L TH AL AN
W0 2% 1 22 42 28 iR — A H S ] L o) 2% o S
120 RS £ 28 iy ) 2% 42 4 S I B S i BE T I
5. N ARG I 28 458 FH A A DU RN 43 BT 099 2% B L AR
W LAT R R ORI AR R G £ R
2 28 B TIR I AR AT 2R 48 F0 L T S AR
R 22 g2t 3 F iR A ARG T 3 45 7T AT 28 b
Rty 20 Bt 28 AL, I A Snort AR A I AR
GileL X R AL AR R FR GE 1R AR R AR L HRR
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R RO S TE AT O A i 22 R DT SRU0 I 46 S v A 7
SR SRR IS Y (g AR ARG I R G R % A N R A 5
R I Yt 2 Y H SOA B i 1 1R 4 R

T REAREE T 5 W ARSI AR G R R AR R
VI 28R 42 98 FBL A o7 T 05 %, ) 40 SR 1) R AL
(support vector machine, SVM) Fl it £ [ 45 , H hi
MBI R Ge b, B H A 7F 2 08 50K R 2L 4%
SRR SR IR 7 vk 5 — BE L AR T I TR A A A
A i AR AN FR G A A T [ B R AR R 1Y s
A7 ] Raman %5 A B KRR P 544 500 0 S 8
la] B AILAH 45 5 ok 52 IR A I 2 . o 1 A gt A 5
125 T S 9 S A 1) e MILARE R A 2 BN T R AR AR 2B
P& SR 1) S AL R X R AIE T8 B 5 0 4 B0 A HE AT S
ARG L E BT AR AR B 5 7 0 RN SRR e B AILES & AT
DA FRE 5 B s U 4 v R . Khammassi %8 AW R )
183 % B A2 I 9 U A R AR S R R R A
F P AIE 2 . 3 S AN [ Y e SRS B0 E WA AR U7 ik i
WU RRAIE SR X T AR AG I 2 A 24 1. Aljawarneh 4§
PR B 6 R e U B AE R ) — R R A
WELRE R, 254 48, Meta Paging, Random Tree 5 7J7
TR AU S B 1% T % R B B v A I A v AR e

REAIR IR 4. George ™ i 5 32 R i 4 ML A 32 1 43 43
B R PRAT 0 28 54l 1) S 1 A DU, 5 DLk 387 2R 08 1
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TF1) 5 12 85 43 285 1 o 0 . R R UL A5 AT SR e Y
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{RAG IR Y. Bk Y K-means J7 15 g & PLACHE 22 A]
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C4. 5 Z5 Gkt i AR IR 1) 43 25 4% KORRE AR
T AR R G iz A7 [ 5 5 3 R ) LR
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R2L) (460 258 5 A1 L K A8 28 0 A 00 A 5 i 1) ) R
AL FE BRI — ) R, 2 ) — AR IR A A A, &5
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FRARGE R EAT AR K I 3% 07 ¥k EE AL 4 B
B 1) X Y 2 B0 45 A0 3 0 b £ 5 AT AL B 5 2) %K
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’ Benchmark Intrusion Dataset ‘
|

| | Corrected Test Dataset |

Data Pre-processing

| 10% Train Dataset

v

KNN Outlier Detection Algorithm

Separating Train Dataset into Five Categories
lNormall l Probe Il DoS I l U2R || R2L I

v

Performing KNN Outlier Detection in Each Category
lNew Normal” New Probe ” New DoS ” New U2R ” New R2L I

|

Training Multi-level Random Forests
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I Testing Multi-level Random Forests l

|

I Detection Results of Network Anomaly Behaviors l

Fig. 1 The entire flow of the proposed method
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@ for each d in TD

@ if (d.label==1) then Dxopa. add(d) ;
[ * B d 1 label 1, 3R 2B H)
25 Normal; label Ky 2, 375 1% 508
J& Probe 3855 label g 3. 3R 2K
J& DoS 287 x |

@  else if (d. label==2) then Dp,.. add(d) ;

®  else (d. label==3) then Dy,,. add(d) ;

©® end if

@ end for

® D%orma =KOD (Dot s K xormat » Mot ) 3
@ Diupe = KOD(Dprope s K prope s M) 5

@ Dpos=KOD(Dyys s Kpos s Mies) .

produce KOD(D,K ,M)

@O L=D. length; | * ¥4 D B R =
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@ for (i=0;:<Lj;i++)

® for (j=0;<L;j++)

© THEBE DO A DG 2 18] 1 BR G I

dljls

@  end for

® X d #HATFHFHET

©  HE J PIET K ADEEE R E Avgli]s

@ end for

@ xF Avg HATFHFHEF 5

@ 133 AT M AR RG] Index s

@ W Index 2B BHELE D'
1.2 ZERENHFARED

FEHLZE MK (random forests, RF) 42 i Leo™™
VER— Ao BB L Tz 0 T AR A A
WA ST, ZEENIERAET xR —
ot 8 27 20 7 15 0 AT A 2 AL A BOHE 4R L BE AL AR AR
FVEM I BAOCR MR R BOREA T R HE I
HAE % A7 Rk 2 v 4 B 0 B HE 4L IR AT T S 4
(4 15 B T AN B W] DUAR 25 ) b 4R 31— A~ 45 3 1 B
PLAR AR A . BEALAR AR 202 — DB 2K s, ATk
SRR Oy A 0 28 2 B A B A AR R - — D AR AR
A% ZAS DL g BRI SRS S b AT IR Y Bl AL
FEREA AL 3 1Y)t 30 2 B AR B A I R4 b i A7 SEAE
AATREZ U BUAE 1 BRI 2R 46 v, L AT B AR
HEAE T ARB BN 4R v, O fol e R R SR E AT 78

Oy AN HEATAT AT BY A, d5 2 I i o 2 SR R A
PR HEAT 2 AR S 4

AR SCHE DA BE BLAR MO B AR S SE Atk 43 2 28 K 4
HZ RN SR A 2R, T A R A I R
1120 45— B 0 R R o 5 vk ik S £
AN 1 B AL AR AR 43 2 38 AE 45 5 R A 1 22 2 1 S R T
GYIE A BT 4y O 1 N 22 2 B AL AL 2 4 T ] 2
JR. BRI & 4 ASBENLAR AR 2888 50 1 A0 28
P(RFL) ¥ 88 2 h 2 4. Groupl F1 Group2,
Groupl 4% DoS #l Probe, Group2 34 Normal,
U2R, R2L; %6 2 3228 (RF2) [X 43 DoS Fil Probe; &
3K (RFDKM R2L 45 4 4402528 (RFD &
Kl U2R H1 Normal. AR 4 28 56 44 Bl B 2R AR AR 2L
B ) B i B R 150.

|
‘ RF1 ( Groupl ( Group2 ) |
’ RF2 C Probe ) ( DoS) ‘ |(R2L)C0tlher> RF3 |
1
| RF4 (vzr)  ((Normal ) |

Fig. 2 Multi-level random forests model
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Z 0] TR — Al L AT e 245 K D Bk AT R L TR
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J& T W1 e /N it Bk O ELaE Y fa R Ho
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(. 5 AR E AR L AR SR I R 2 Tk M2 R
BEATL AR AR T BE A7 A% o A Y Probe., UZR. R2L.,
FEAE BT A 253 B4 RS 00 1) A — AP A L DRk L AR S de
P R0 3 R A TR R BEORLA AR

2 IGHER

AT VR AR SCPE 0 VA PR RR L B A Y SE
YH{E Windows 7 PC, Inter® Pentium® CPU G2020

BRI T AR R G B0 5 b s
B — SR 3G A1 AN E A 1A HIFRZE GE % 8% Ho Al
B ZEAD K 7 AN g U8 Pk 2,3,4,7,12, 14,
22) J2 BSOS M L H b TR R i 2 JE M. 7E B RUR
hEE 2,3.4 B SR M R BUE R . X 41
ANEMERT LS K 4 25 TCP 3% B2 J A RRAE . TCP 3%
BN B AE 3 T 15 ) A R0 45 0 A 48 4R AR 3L T
ML 9 46 R G AR AE L % 1 TR, BdE 4 b
BRI 4k 4 2. DoS, Probe, U2R, R2L. KDD

NEESMIXE

KDD Cup 1999 Hid 4 2 A= A I 4508 1) JE i

@ 2.90 GHz, 4. 00 GB RAM ¥ 55 52 #i.
MATLAB 7. 8. 0 SZFLA SC 1424 .

Table 1

®

KA,

Cup 1999 ¥4 4 $2 41L 7 Y1 2 Fn 32l B 4&. 1020
KDD Il 280 5 L 4 22 F el

RSN EIHE S

RS AN 17 Fh i 2580, KDD Cup 1999 |

Attributes of KDD Cup 1999 Dataset

%1 KDD Cup 1999 HIBEHE &

SR A A U B i TR S B 2 R,

Class

Attribute Name

Basic Features

Content Features

duration, protocol_type, service, flag,src_bytes,dst_bytes,land, wrong fragment,urgent

num_shells,num_access_{iles,num_outbound_cmds,is_hot_login,is_guest_login

Time Based

Traffic Features

Host Based

Traffic Features

dst_host_srv_rerror_rate

hot,num_failed_logins,logged_in,num_compromised, root_shell, su_attempted, num_root, num_file_creations,

count,srv_count,Serror_rate,srv_serror_rate, rerror_rate, srv_rerror_rate, same_srv_rate, diff_srv_rate, srv_
diff_host_rate

Dst_host_count,dst_host_srv_count,dst_host same_srv_rate,dst_host diff srv_rate,dst host same_ src_

port_rate,dst_host_srv_diff_host_rate,dst_host_serror_rate,dst_host_srv_serror_rate,dst_host_rerror_rate,

Table 2 Details of Training Dataset and Testing Dataset in KDD Cup 1999
%& 2 KDD Cup 1999 I G HIFEEMNXLFEER TR LN BFENFAER

10% KDD Dataset Training Dataset

Corrected Dataset Testing Dataset

Category

Number of Each

Number of Each

Number of Each

. . . Known . Unknown .
Category Category in Cat Known Category Cat Unknown Category
“atego “atego
Training Dataset ategory in Testing Dataset ategory in Testing Dataset

Normal normal 97278 Normal 60593
Ipsweep 1247 Ipsweep 306 Mscan 1053
Nmap 231 Nmap 84 Saint 736

Probe

Portsweep 1040 Portsweep 354

Satan 1589 Satan 1633
Back 2203 Back 1098 Apache2 794
Land 21 Land 9 Mailbomb 5000
Neptune 107 201 Neptune 58001 Processtable 759

DoS

Pod 264 Pod 87 Udpstorm 2

Smurf 280790 Smurf 164091

Teardrop 979 Teardrop 12
Buffer_overflow 30 Buffer_overflow 22 Httptunnel 158
Loadmodule 9 Loadmodule 2 Ps 16

U2R

Perl 3 Perl 2 Sqlattack 2
Rootkit 10 Rootkit 13 Xterm 13
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Continued (Table 2)

10% KDD Dataset Training Dataset

Corrected Dataset Testing Dataset

Number of Each

Number of Each Number of Each

Caegory Category C'at'egory in (‘i?eogv:)?y 'Knowrll Category gz::;v:: L}Inknov%fn Category
Training Dataset in Testing Dataset in Testing Dataset
Ftp_write 8 Ftp_write 3 Named 17
Guess_passwd 53 Guess_passwd 4367 Sendmail 17
Imap 12 Imap 1 Worm 2
Multihop 7 Multihop 18 Xlock 9
K2k Phf 4 2 Xsnoop 4
Spy 2 Warezmaster 1602 Snmpgetattack 7741
Warezclient 1020 Snmpguess 2406
Warezmaster 20
1056 W1 45 e 9 1 5 AR FP "
TN+FP’

AR A T3 v Z R 1 S AT A Ak B AR
Pl gb Bt R AL HE 5 AP BR D i T U R BE S b
A5 A B i e B S AT 2 AL,
PN R BHE AR B 494 021 Z8UHB KR IR 145 586 2%
A 2) i TR 4R B #:5) num_outbound _
cmds,is_hot_login W T & K E 3 R 0, X EHE 19 4
KBAATAT 2, P I K 11 25 2530 4R R ik s 4R
F1 ) J& PE %) num_outbound cmds,is_hot login fil
B 3044 Uil 5 4 F0 i B b i £F 5 )8 1 protocol
type,service, flag ¥4ty 50(H J& P, LLJ@ 14 protocol
type . i% )& P 3 45 3 Fb. TCP, UDP, ICMP,
Fix 3 Fp N EE £ s, B 1 &R TCP, 2 &oR
UDP DA K 3 7R TICMP. 4) 44 38 5 b5 25 5% Ak $
Fn, o 1 5878 Normal 2851, 2 378 Probe 2851,
3 R DoS 41,4 Fok U2R Z9I LK 5 R R2L
2. 5) RN 2 K4 4R AN I B AR AT [0, 1 AR T
FEAL B SR F] min-max AR fE Ak 5 2k 6 I 25 A R I 3
ST hR L
v—min
v/:m, (L

Sl 0 S8 § AR A min 205 i AR T
5‘]9"]%4‘@»@3){%% ¢ A @ A B R R A
2.2 ZWITfLIER

AR R G v A7 72 1R 22 W] R R VE A 68 5.
Har it Ace Caccuracy) £ Il 2 DR (detection
rate) iR} F FAR (false alarm rate) 42 A {2 & i
G E BRI AR AR

_ TP+TN
TP+TN+FP+FN’

TP
TP+FN’

Acc

(2)

DR= 3

Hrf, TP (true positive) /& 38 ¥ 5 % #£ 4% 1IE 71 4 25
NSRRI B, TN (true negative) Z 4545 IEH
FEAS IE 0 73 38 O IE W MR AR 1 £ &, FP (false
positive) & 544 1EH FEAHE 15 73 28 g 5 A AR 1 2L
&, FN(false negative) 48 ¥ B W HEAR SR 25 R
IEH AR B
2.3 oW

55 1 AL R PEAG KINN B 5 38 32 46 I 1Y
PERE. KNN B R A 0055 1k i B A5 02 F R 3 5
J2 BEATLASE 78 43 25 8% 0 PR R % 55 B i e KNN
B RURS D 5 12 0 22 2 BT AR AR 0 ) i ) TR 5
Y55 51 22 J22 B AL AR MRORE AR ) AG S8R ok il
KNN g # R Bk ae oo 2 ke, v 1
X — H B, 1 e 2 B0 KNN85 T i R I 38 3k o e
RS E K M M. S50 3 343, Probe
B2 8. DoS 285 1) Z BUM Normal 2851 1) 2
. E S B Probe 85109 280, 8 Koo 574 5 4>
JZUK 10,20, 30,40, 50, 7F B 4> 2 T 3% £ 4 [F] 19
Moo ReIHFAT S5 LU0 45 R WRTE R 3 1.2 Koo

Table 3 Detection Rate of Probe in Different Parameters
3 Probe ERFNSH T HKENE

K

M

10 20 30 40 50

1500 0.8727 0.8674 0.8797 0.8924 0.8877
1600 0.8799 0.8865 0.9003 0.8851 0.9034
1700 0.8696 0.894 4 0.906 9 0.8942 0.9091
1800 0.9061 0.9012 0.9085 0.9129 0.9309
1900 0.9248 0.9336 0.9459 0.9435 0.9486

2000 0.9402 0.9523 0.954 6 0.9547 0.9547
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i — 58 + Mpope 34 NI, Probe B9 #6 I Z DRp.op. A Wi
ETF Y Mo — 5 » Ko 3 JF L Probe K 3 5
A B . AR AR R 3 40T 2 My, = 2 000 1,
o 2 2 B 5 19 5 7E Kprone = 40 F1 50, Probe 28 il 1
i ZEAH [F]. BB Ko A W3S K, Probe 46 I %2
AR FOAFEAA. AL Probe ISR B A Keowe =
40, My, =2 000,

¥ M5 Probe Z 83 ¥R H 7 ¥, it 2K
S, ¥E B DoS fil Normal 2851 9 2 0. X} F DoS
HHIK A DoS | 1 £ 4l = F 25 52 RF2 73 26 8%
il DoS Al 22, Atk i DoS Y A5 il 28 DRyps 2K
P E Kpos Fll Mps I BEH. Kpes Ak 5,10,20,30 34 4~
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Table 4 Parameters of KNN Outlier Detection Algorithm
F4 KNNEHABRNEEZNSHILE

Category K M
Normal 150 6000
Probe 40 2000
DoS 10 11000

Table 5 Size of Dataset Before and After Applying KNN
Outlier Detection Algorithm
£S5 MAKNNBHEARONEEZAMZERRE

i 28 SUHE B9 K/
Category Detection Before Detection After
Normal 87832 6000
Probe 2131 2000
DoS 54572 11000
U2R 52 52
R2L 999 999

B /NI | A R S TN 2 2
BEMLAR AR 2528, B 3 /R TR A I KNN B o5
G0 B3 R 22 J2 B ML AR A A A5 D TR A AL 5 P —
() 22 )25 BT AR MR 50 R — SR (%) 4 D i L TR &
TR 7 Y B SR RIS R | B o — R, SR —
ANAT DL A2 1 R R X 55 R 2K AU Probe, U2R,
R2L 4G DU 80 5 B S pE 1 B — 578, DoS 1) K I 4%
S B — R, Normal 28 fit A 00 22 w15 6 T
B RS (BT AR R ARG 0 U A5 2R 2 L B
KN BB A I 53k ml LA 28000 42 v 2 )2 BE WL 7%
RS ) o B 5 R R DU L JF: BB 4% =i DoS, Probe,
U2R,R2L 55 ZE 7 4 I 6.

T Uk 22 )2 AL AR OMRSR VR (9 Pk R AL T Al
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Fig. 3 The performance comparison between the hybrid model and the single model
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& DN ICAR B3 O AR SCHR HY B 300 A Al 3 A R
TR LI REDR ISR 2 . X T A [l 2501 i il =%
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Table 6 Different Size of Three Testing Dataset
6 INMAEHUABIEENBFEE

Category 25% Corrected Dataset 50% Corrected Dataset 100% Corrected Dataset
Normal 20296 40372 80889

Probe 1363 2784 5529

DoS 76 585 153246 306437

U2R 76 156 304

R2L 5356 10795 21545

Total 103676 207 353 414704
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Fig. 4 The performance comparison between the hybrid RF model and the hybrid ELM model
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The detection performance of different testing dataset
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HEAT XS LG WL 6 7. AR SCHE 10 22 )22 B AL AR MR GAL
125 LU B — B AL AR AR BAL 125 119 3 A7 I T] 25 s — s
(HAEN [ A 0 B P 4R b s AT B RN 22 1s A2 4.
TEAEAS M s 5 b A I B[R] R 21 8 s PR I AR S
P 1 0 7 3 AT LA e A M A T D 2% AR AT R R A
1RGN S R Y SR

T G b B IR AR SCHR Y B B TR AR UE
Bl B B A SOOI 5 A 4 M EEA L. R T
JEoR T IR R, 2 7T BIA SR I BERA
A5 R 1) TR SRR ARG T 3 [ B AT — A T DL AZ A iR
4%, £ Probe, U2R, R2L By I % 0 i {F T 1
M 557% - Normal , DoS 114 6 1] 25 W f A% At 550 vk
A 50 10 A B 27 2 AL 1 R Bl ML A% PR B 3 BB B 4 A
S IE & AT R X T 5% AT R, JU L JE Probe,
U2R, R2L 6 U F2 4 L AR Genetic A B
)RR 2 IR KA IE B B AT g R iR R =R
T 5. Multiclass SVM [&] ¥ %t F Probe, U2R,
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Fig. 6 The running time comparison between
multi-level RF and the single-level RF
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Table 7 Performance Comparison Between the Proposed Method and Other Algorithms
xT AXEEMEMBEEHEREILR

Comparison Index Proposed Method ELM Random Forests Genetic Algorithm!'8!  Multiclass SVM!9]
Acc 0.9436 0.9287 0.926 6 0. 90 0.9246
DR 0.9355 0.9128 0.9096 0. 9495 0.9074
FAR 0.0234 0.0165 0.0099 0. 3046 0.0043
Normal 0.976 6 0.9936 0.9962 0.695 0.996
Probe 0.9534 0.7556 0.7578 0.711 0.75
DoS 0.9732 0.9728 0.9725 0.99%4 0.968
U2R 0.2105 0.0263 0.0789 0.189 0.053
R2L 0.3196 0.0744 0.0397 0. 054 0.042

Note: The font of bold type indicates the best detection result achieved by the proposed or comparied methods.
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