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Abstract Narrowband Internet of things (NB-IoT) is an important branch of the Internet. It can
provide application-level services and achieve information intellectualization, relying on the powerful
resource processing capability offered by cloud computing. However, due to the storage of data in
different places, cloud platform service providers are not completely trusted. User data is exposed in a
not completely secured environment and this brings many security problems, such as external
malicious attack and cloud server collusion. Aiming at these NB-IoT’s issues like its terminal nodes
are vulnerable to attacks, lacking in resources, limit in power consumption, a property-based cloud
storage fast access control scheme is proposed. Under the background of multiple attribute
authorities, an efficient and verifiable lightweight cryptographic encryption schemes is the goal. So
using the idea of online/offline encryption and combining outsourced decryption technology, an online/
offline and outsourced multi-authority ciphertext-policy attribute-based encryption scheme (OO-MA-
CP-ABE) which can be secured from chosen-plaintext attack (CPA) is constructed. It improves the
efficiency of the encryption and decryption algorithm while minimizing user’s computational overhead,
quite suitable for terminal equipment with weak computing power and limited resources, and can
further ensure the correctness of outsourced computing by verifying the algorithm as well. It also
gives the security analysis of the lightweight NB-IoT application system under cloud computing
environment, in order to ensure the flexible and extensible access control strategy and the
confidentiality and privacy protection of user data during the resource sharing process. Finally, the
performance analysis of the OO-MA-CP-ABE scheme is given, and compared with the existing

schemes in terms of functionality, computational overhead and storage overhead.
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H B F WM (narrowband Internet of things, NB-IoT) 2 ZHFE M P &) — A~ F &4 . NB-IoT &
REHFRBROFTRAZEARBEE N ENGZETIRSF AR LA EF A Kb THEFRAEHE. =
FERFRBEAARZLTE AP RERBELEAZALZLANARET . FRT #H %KL FM, he i sh
HAPLEERLF . RSB HELFE. 43 NBloT L3 H EM P 2R L FH . HRARL I ZREFF
MR —AER TR EAMREFTPIERN TR ESABRBEBMAT T AGATRIEY &
FRAMBETRABMG BFELEL/BEAMELR. LI OMERR MET L SR HFW LA
(chosen-plaintext attack, CPA) Z AWM EL /B LA BRI OB B O S IM BT LREEEL T FE
(online/offline and outsourced multi-authority ciphertext-policy attribute-based encryptin scheme,
OO-MA-CP-ABE) , 4% 4o #f 55 3t ik 2 5 69 F o RO A P 69 3+ S04 AR E A3 Sk ) B3 BLF IR 2 1R
Hy R A P — TR IR R AR @t SRR A, R T R AR T 22 E R NB-IoT &
B ARRAMSH FREFTREFIRESY, ZETY R F P26 R A B A P A HE B fo 1Ao7
. mJE .8 T OO-MA-CP-ABE F £ 0 Hat AT . A et ST T4 e @45 48 3 A @RI IA &

E i ot
KA
hEESES  TP309

JE T 05T 1 28 ) K W (narrowband Internet
of things, NB-ToT) 2% 3 & 4k 31 % (3rd
Generation Partnership Project, 3GPP)Frif 4H 4 T
2015 4F 9 H & XA I 15 AR AL B M (low power
wide area network, LPWA) fY 56 # 1 55 B 4% 1 5
FEAR. 2016 4F 6 1 16 H . 3GPP # ifi: 41 41 4 3 [1]
ZINIERXHL T NB-IoT RIARHER O,

NB-ToT £ ARA B B A AR AR ARA B 35
WO R FE MRS HAN T LPWA i h 8
BRI AKHER] )T A E W HOR = S8 R IL T
R DIAE T B2 55 A W3R R0 Tl 377 oK R S i AR I 5
THEWNS S E R BT B IE L —Fh
AT ST O RN IR AR Z —
ZN T 2R 5T, e R R VR B R FR
S5 W R RE AN B R A

T2 NB-ToT Jif JH 4 ) o o b 250 4 57 JF 5l ol
V5 AT = 5 YA 58 OR T 51 i BB 1 B R
Bl b B B L S it NB-ToT 1 2 # 4% 1 5L
P e 55 LA K s BUAE B8 e Ak, SR, = THI IR B R 4K
WA 22 AR (R R T 500 S s i A S 2O
FUR R H B A B — SE A YT ] . = PR B
TR XS P F A A58 {5 L P R 4
AL RN A ZT 45 5 32 3% AR ity
T 5L T B B RN 2 I 55 s R e A U
BB B PR R P B RAME DL AR B AR IE, B Ah . B T
NB-ToT Bz i i 1 % BE 1b 72 B 52 BIR Ay 2 3 19 55
L A HA F{IRAR A L O HL i T M 2

EDIEMN ; BN RBRY AL/ BEME SPORE

TETCPE R 4 BE IR AR 5 5 32 30 U 7 VB AL
A5 B B A . 7RO b R TSROk 2
8 3 A1 PR by L A fe] 72 235 AT R 0 Uy ) 45 1 0K
W SN L 2 A [ B £ R P e A
1 R B AL B R S — A IR A Bk

Jon g F AR H TR 4 5k X B A% i DL B 2 A
A7 =2 Ve R e R Tz AR L s J2 D ) 45 4
TR AU S A BE Al KA NB-ToT 43 X v H
BT AT AR A0 % 7 S8 6 A0 IR 3 A R] . 1) 2 R
FEViaEdl. NB-TIoT #i4 K& P, 75 2 48 H -
2 0 15 AL FR 5 10 o 15 107 0] 5 s 1) 2R 336 M 58 B il
IR X431 1) A AR o 4 i 540 3 =2 9 1) ) J s L 11
FH P Z 48 9047 800 43 2. 2) P B &8 A IR RL DR .
18434 8 s B 2 B A5 R AR 3P = A7 i B
P AL 2 PR AU o) 9 o1 SR WL 3) RGO KT . F IR
B R RAR oy A R v — X 22 1 3 A A5 L BRI
BEAS TP 0 % B A9 AE 8. NB-ToT JEZ i 3
SR T A B o F it 25 i AT 3k A SR U [ IR
AT IR A1 BT AR TR SRS
THER M = 6 B e T PN B vk SR TR R
%% 3 A (attribute based encryption, ABE)A] DL R i
b ] T 20K BE 7 1) 5 4 v, RE AT R4t 92 B 43 A X
IRBE T R W] A A B0E 2 QRO & A R
Bl Of BT 2 AR AUT 55 M B = AU 1L AR
PRI Sy i fige 2 B30k 25 W) 9t 52 BRI NB-To'T 2% 35 & 45 (1)
THEIFES NI AT DL 4 4 i i 5 . 25 T @ MY
T S B T By Y N HOR (identity based
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encryption, IBE). 7F 1984 4F Shamir"® 7E 2 4H 3L fil
B L S XU P Xk (9 Sy 1 Sz 1 IBE J5 58,
B P B 05 BAE P 09 2 L850 %% 7 H
CARTEFAEH IS 2 10 %5 J7 T 5 S e 78 2 3K A5 1 %5 O
8 L E 07 A FAIE A5 UE A5 Hh A7 O 255 5D 3t vl LA
SEPLINER 2 DT AU DT B TR A 00 2 B
AT Y — R BRI SR AR S s faT A T AR A
TAR K By I I =L

852 B g F s IBE Jiin 25 44 ) 75 22 P8 K 1 47 6k
23 [ AR & ek Rt 2 P A i Oh i B
A A Ty, 56 F It . Sahai il Waters'™ 45 T —Fh
BN 7 R B T B 1 &y X
(fuzzy IBE) . B UCH i 1T ] — 21 )8 1k i 4R & R 4 ikt
S HE . 7E fuzzy IBE (9 5E4h [, ABE Jin% i i
2P S — AT DU IR P B 1 )R
ARG R BEAT N 25 1 U7 58 B T AR ABE Joik X
R R0 1Y U7 0] 42 1 56 W Vg 1) 455 1 SR m AR 104 ME A Bl
RO 4 th s UL AT AR 1 T 2 Bl B TSR WA 1) ABE Jin
WL —FP R Goyal 48 N HY 9 36 1 2% 4 O g
i) ABE (key-policy ABE, KP-ABE) #l Bethencourt
AF NP Y 3k T % SO % 19 ABE (ciphertext-
policy ABE, CP-ABE).

7£ KP-ABE v, i J B JE 15 1] 25 #4 > 455 ] AL
B, 7 [) 45 K6 SQI56 76 FH P LB v Ja 1k DG BB %% 50, H
A4 %% S P R Vs [R) 25 78 B, P A Re A AL 4
e 5 B SO S R B S O BN N Uy 8 e Tk
P W S G ] T R R T I 2% 3R B e (1) %5 4
L.

CP-ABE &AL T 4 fin % , T 7 0 % J7 7% 1% figt
AWy 0], & T o0 A AU 2%, 5 KP-ABE
AR T B 2 5 oAtz 1 7 ) 42 1 495 4 o 45 ) AL BR 5 i
RIRTTHEE 5 A LR SOM SR 6E i 2% % B ] — 20
AR P JE A R AR A PR PR R U )
TS I A BE AR A5 ik %% %5 BH . U7 ) B2 R AR T KP-
ABE,CP-ABE W i& H] T BK W &2 4 J5 ZE .

PLE J7 G0 2 MCRE SR B A PO U P s
SRR G R P AR A k. BE A R
2 Ik 55 R Ph R P R B8 S BT 8 B R AL P A
PR3 B DL KRS 3R P @ T i i 0 T B 2 T
T, 25 5 1 i Z B8 5. 2007 4F Chase ™ 41 1 24>
AU ) ABE 188 (multi-asuthority ABE, MA-
ABE) 7 %, th Z2 4> R AHLH 73 % P A [8) g P JF
A AR R P R P R . % T RAR G R AL T
BERHLA 3 . B S 2012 4F I ph A8 A

Rl THRT Z AR CP-ABE AL, >k 75
() 4§ &5 Ay 38 3 4B BB AL AL 2 50RO AR 1 &K
i, it MA-ABE #L# 8 3&E H T = i 3 5 b i
3 A AN R GE. SR 34 J7 58 0 I 8] 52 2% B s
A KA B AR 3, 1T 5 A R A 2
T3 Ak R B 5 T S EORT 7 [R) 45 4 5 2
IR OC R BN P o 5 R AN E T
GEURZ PR H 1T 55 RE 0 8055 (9 NB-ToT &3 i3 5. I
$R,2014 4 Hohenberger 25 AN Jy 7 B A N 25 2
PR TR E IR N ORI T TR B
) CP-ABE J5 2. 1% 07 & F = B2 s 2y
BOO S J 1T R AT FiAL L AR 2R B BOA AT AL
S50 1) 15 B AR B AT A % SC. Green 58 N 4R
()58 A 5% e B R K ABE fi %8 5 i b B 0 4 1 45 42
AIBHAIMILE = 55 AEAN M 58 AT AT 1) B SR B Y
BT RO I i B AR5 . SR TZ T 58 K% &
T Y B TS TT B L T B BE AR O B B
I THE AL A R Z 500 A 1 ABE J5 A8 i
TR rp RO 7 B A T R E B M Y SR iE. R T LA
AR RS Z R R AL I 5T S S TEL
B AN HOR NI i 25 HOR B — BB Y B i
7 IR I L 2R 92 v e AT S8 E 1 Jn 8 U7 R

TEA S FATTH T R T hn A AU St 1]
NI i (chosen-plaintext attack, CPA) % & W 7F
2 | 2 s A A i 4 ) 2 HLA CP-ABE % Jr
% (online/offline and outsourced multi-authority
ciphertext-policy ABE scheme, OO-MA-CP-ABE).
%7 G 5 PREUn % A A B R e L R R >
THARIA E AR P AE A X SRR R
THEIFES T 2 AR NB-IoT B &G h WA
PR 15 28 ok Ui 2 AR Gl 0. st Ah  FRATT I i £
AR IRAT B4 i A P RA B (4 4 3 5 = Bk R
P R Sty e B Be AT TA 3 T — > A B
R 36 IE 4> B P T B T B8 I A 1 0 L B SR T SR Y
AR,

FATHY EZETTERAT 3 A5 T -

1) 15 YR PR 2 B9 2600 %% F0 Ah 4 i % 1) 2
FALHUAL ABE J7 58 W 1] T 42 1 9 78 i ) 366 9 iz FH
G I EHLA AT — OB (9 36 3F S 40 1 55 TE 6 Ve 1
Jra B T REAR T SR T S

2) R Z JmMERALHLAG . 17 7] 5 W 55 R 35 14 [
IR T A O 1 B HE R KRS 53 A i B A
WE R A P RS & 0y Jr 2L L R iy bt
L.
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3) TEFRATHY T G b I By Bt AT ) dee B SR
PR AT LA R AT R B B R S — A
B ) H B A A ) AR B AR 55 25 T LAAE
BHE FH P B A 00 5 40 A 00 S Bl R IAT A
PRI B FH P S BT T B SRR T R A R
TRER ML EX B8 AL THA M
MA-ABE J5 % . 3810 5 R KW T H P k5
FIAEfith F0 £

SEHR IR B AR SO AR IS T R e LR O 85
H U5 ZBR A NB-ToT R H & 48 Hh = £7 6 B0 % 4
M, IF A T R e EE M, R AR X EAS
CPA 24, Ny Re M 38 5 JF 85 fn itk 5 148 3 4
J5 DX G AT AR SO BT O L o M e
GYHT - FBAAR 7 B 0 RME. D AN AR B TE & o
RABEAR T 1 1) 3o A5 o B0 3 15 T 4.

1 &R

1.1 W& BT (bilinear pairing)

WO KRR p 1Y 2 DIRBETEIME G MG H
g NEEG B A RTT. WLRIERLRS e:GXG—>Gr H
A3 AR,

D WEPE X TVPL,P,,Q .Q €6 #A -
e(P,+P,,Q)=e(P,,Q)e(P,,Q,),
e(P,Q +Q;)=e(P,,Q)e(P,.Qy).

2) AERAME. FE1E P.QJE T G ffif e(P,QF#1.

3) PR XY PL.QE G fFE— A R BN
A T R AEFL T e :GXG>Gr B e (P, Q).
1.2 Z4F 24 = 75 3 (linear secret sharing scheme,

LSSS)

LRMERL Ay O U R BB R MR
SRS R 55 G R AR AR P A A AL
PR o i AR A5 R %%

LSSS th U RoRJE =5 8], p HERE — A E X
U LM E IR I 45

D A AR 7, R — )

2) XU EWRE— U5 a4 H g A A —
AU IR ML X i=1,2, 0158 L— P
FEFERSE (AT R R PR ZS [0 U Y eR 2L o. Bl AL 1E )
Hv=C(ss 3y 3 s Hoss 3 ys sy, €2,
s REILTERARE L (A2, 20 T =My 2R £
MW= BRI T s 19 LA LA R ) . X
TERAUSHEES T 66 7E 250 [ R B {w, b ers

iﬁil@ ZM;‘U),' - (1509""0)7mUﬁ2/\;w; —S. Xj:J:
el iel

AP AFEXFEN (o) ier.

Shamirs"* [T BR Al 25 I 5205 58 & — Filr it 70 (14 £
B R E IR T b R R % oy AR R A PR
WMo R, BE A 2 A BRI RE AL N —
A e—1 FE2I Ak E R EAE s ix 2T 0 R
#B 2 A PR 35k r I ATL 358 B 1 R A (R A
EWRLEAE 5. B 5T TE I R — BB 8 R 1% 2 I A
R — 5 Ca;s fa)).

1.3 I-BDHI [ [ 55

W A KEE p 12 DIRILIEIHREEG G, H
g AEEG ARG R PERCRT e :GXG>Gr 2
THAE M FBDHI MR : Vo€ Z, U 5w L +1
TEHL(gag g seag ) I HIWE Gr LIBENLTE T
RRET e(g g MREF A 7E 25 X 1 7] 1 g
M fif (- BDHI [R]85 Y 8% 22 2 ] 200 9 . BRI AT IR B 1
BDHI (7] 82 K % 1.

2 AERBRRERE

2.1 RigHEH

AR HE RERR A 1 s, a8 6 4
o R R L m MRS PR A R SRR D IR P P R
FCHUAL | J& PE B ACHLAL Fl = AR B 55 2%

1) %45 )8 32 (data owner, DO)

im0 A S8R NE 25 EE R R RSS A
HEATA7fit 53 5 o [ I 76 %5 3C 1 46 5E U7 1) 3R W& JF o B
AN S AR L B 50 TIE 4 B DO K A 25 TR I B i
AT S SN, W Ak B — 26 5 335, A i [R] 4% SC
IT (intermediate ciphertext) ; £ Z& il 25 0, % 5¢ 2%
)% X CT(complete ciphertext) 4% & = A5 IR 55
k.

2) = IRE5 R AER (cloud service provicer, CSP)

25 IR 55 it AL R 2 4 ARk 85 SO K 0 e 4 A il
WA BRI T RE L DL SBR[ 45 I 55 (H R = IR
55w e AN T8 A AE I S =T LA

3) By [ P (data user, DU)

5 = A7 i ik 55 o 28 .. J& PE R AUHL A 25
ARG F— 41w P (E Dy H o i — 2 % . B —
A Bt = R A E — 19 B 3 B IR GID (global
identity) . i i 2 A 2R 55 5 5 Bl ik 25 %5 SC. Al
AT [R5 1) SR s 0 A4l 3 =5 P A R S8 MU L 3R
A5 W ST 950 1 i %% 45
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) B NLK (attribute authorities, AA)

J& PEFALHLAY AA 2 b <7 m] A5 1Y 55 =07 J& 1AL
AL . AR N L 17057 P IR P A B R
AR 55 2 SAUHL A M 48 T P A oG s 1 R
AR I 0 23 TF % 1 F i %5 %% . DU K4 S5 M8 H 2 )R
bR GID 3R — 4w M AA DL K AT & s PR
F18 fire %5 5 .

5) H o 3Z AL (central attribute authorities,
CA)

R AL CA S 58 4 0] A5 1Y BN GIE HL

Fig. 1
1

2.2 ARENX

TEAT h FRATT . A SO 5 G A ) K X L
FH 2 50 v = 80T ik ) % 7 58 22 T B[R] B

1) CA_Setupa,U)—>GP

BANZEREA MBS E U, b 28 AT
%% GP(global public parameter). GP Z2#¥ 4~ & 4t
5 WA RS AR BB A S BT
FPAFAE b DB ML (A LA, AL BB
AR A, SN —HEHES UL B H
FUAT 4 R ME—FRIRAE GID DL K —4 B4 S.

2) AA_Setup(GP)—~(PK,,SK,)

J& Ve R W 46 ALt K GP AR R A S 4L
A B AILR A Az A B 1 A FABA X PK
SK, A Jyiz 5 v i

3) KeyGen(SK,,GP,S.GID)—~>SK,

P38 E A 2L A & 1F
Y] AR SR GP R ERS] SK,
M—2H B S i B4 H P R FAH SKy.

4) Of fline. Enc(GP)—IT

BB R ARS8 GP . il R
X IT.

CSP Proxy Server,

. CA #57 RETF M50 AA FENRH P EN R
AA R RS h B — G P o B — A4 R M — 1Y
B Oy pnif s W i 8 X RG22 JR S8 B S 5]
P EAE R .

6) =ACHRR 55 %% (proxy server, PS)

AR 55 i 3 OHT P 7 oK A T e 6 5 B 5
BT % SC Y A3 i e R 4 P AR AN ) PS it
AR Ay T 45 2 A T B2 N AR G i IS T 280 FH P iR A%
fifp %5 B UHH. PS S22 AT AE Y B s i SO fE L
AN 23 5 W AR 18 T

CA

Upload 7Ky

System model

R G ]

5) Online. Enc (IT,m,GP, PK;, (M, p)) —>
(CT, Token)

LI BB WA GPL B R AL 32
Bl PK, i i %5 3C IT 5 7] 45 K (M, o) 1B SC o
(message), ¥ H % X CT 5 3E 2 i Token
(verification token).

6) GenToken(SKy,GP,S)—~(TKy.Key)

eI EE A GPLSKy FIF P @S
S B s TKy FIH P R Key.

7) Out. Decrypt(GID.GP.CT.TKy,)—~CT’

HMELIR 3 % % SR 0A B o AR 55 AR AT A
P GID.GP ¥ # % % TKy R 3C CT 4 th &
Gy fias 3 CT'.

8) Decrypt(CT ,GP,Key)—>m

FH P fif 55 5805 i A P AL Key FAML %5 SC
CT & JRATFBE GP A W SCH B om.
2.3 KR

FAT3E o T T — 37 B U Ok B A SR
G i I I L 28 G e e A40RT 38 TE A B T SR Y
AR, Fof A CECE C PR T AREA X
R A ef ) BT R AL B A
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VI AL : BT A 98 58 B 2 Pk R U B) 45
(M, LU KA E BN ES 'S Ak C.

AL P C PAT CA _Serup 7N
ZHGP R H GP R4 T

St T— 1 IR E AL, Bk ik # C
23l I AT AA _Setup S UML) 3228 R T
(PK,,SK) It L4 A.

BB 1 8F A B —41H P GID FH P&t
45 S MEHEEH C 2RI (S, GID) #17 %
WEL ER S Y& — A8 RN 2 Vi) 45 4
(M.p) ., H ok H F 0] 5 0 8 M 2 RV, C AT
KeyGen Bk 7= P A SKy KRBT A.

Pobl - FF A HlE 2 SR UISOE M, . M,
PR CCaEFE—AFENLE 0 € (0, 1) AT
B S CT )ik CT Rk 4hH T A.

Mrie 2. A B 1 B#RAE.

BT o B NE s € (0,1}, Jb=
b T A Rk

X B T A N Prio=0"]1—1/2, 1
TR Prio=0"].

EX 1. MR EHF A 7 B & kb,
#2271 5 B[] P9 A8 3K ek 179 MR 5 2 T Z0m 1Y IR A AR
W2 CPA 441,

3 AEREE

3.1 NB-IoT Rz %243

M ARFL 2 £ BE 5 B NB-ToT i FH 42 #4) 0] LA
W% N NB-IoT £ ¥ (ultimate-equipment, UE) .
NB-IoT {& Bl J& (message post office, MPO) .,
NB-IoT A #l 3¢ H % %4 (human-computer interac-
tion system, HCD 3 A2 B #84r. thE 2 frs .

«

| |
| ! :
s 19 o | Comput
P p. — ' % % —> ?‘ti ’ I omputer
s 24 el | I NS |
w Ee | Gage® | L]

| l @1 BS CN CcsP o | |

Smart Home | | ¢-=~_1 (base station) (core network) (cloud service | <] | Pad
| UE ! | provider) l | HCI | 2
| (ultimate- | I : I (human-computer |
| equipment) ! I MPO(message post office) I | interaction system) | & —
e | e e e e e e iPhone

Fig. 2 NB-IoT application architecture

B 2

UE J& Dl it #8 #l #8% (microcontroller unit,
MCU) J %L A NB-ToT 38 15 B ok 5 5
iz 52 ) RE B R R S R AR AR KRR MPO
JE—MEET NB-ToT Wil i (5 B AL 1% R4, & NB-
IoT 33} (base station, BS) .4 0> (core network,
CN) 1 1% %% %5 32 F 4 (device management server)
fEPR, & UE 5 HCLfF B2 B R4, HCT & 52
UK Dy 1 ) R 1 &R g A AT RE % ) 5E
AL (PC) L F M H i T+ AL 45 15 2% 55 B % 451
M RER G W S T D ag. 1 2 o 3s 4% ot
FOMOFER LT LRER, OMOREX T
B 2L b B O MO A 1 & NB-ToT
P

MR IF K B ff BE R T JT kR s 24 UE
A HCT Iy (1) R F A7 B X T 80408 2 an el 78
MPO P8 A% 4y 4 35 A~ 0] REORE Hi 32 78 7 A e BT LT
R BHAEIAT AT BT % % R UE LU & HCT
PR R ARE A S B3 B %

NB-ToT Jif Fl 4244

3.2 NB-IoT MZmEAHE

AT FRATTE IR 5% A A A W Ik I 1 AR e b
RORT 95 E 1R 0 % U7 58 BA i AR AE

1) CA_Setup(A,U)—GP

B 242 A s R PR R HT A AR B
HREE p BHEG MG GRAERTT ¢ i p fE
HNERAMLSE GP. E L — A WELRMEWG e: G X
G—>Gr. TATHER 2 4> 5RPUAEHE Y Hash %L H:
(0,1} =>Z, M H,:Gr—{0, 1} 5@t FEHLIEF K
B e R B hRmxs GID B8] G iyt £ .

2) AA_Setup(GP)—(PK,,SK,)

J PR AL 23 B0 4 DS B ALK A, B B
BB 2 DR oy €2, 8D Al
SKk:{l‘i’yi}Vi,ﬁzﬂ‘j;H\:*A%H.

3) KeyGen(SK,.GP,S.GID)—>SKy

P Ui Ia) 2 40 0 ) e P PR A B RV
DRI A, #2 AT AA _Serup Fvk AR
P EYE— B bR IR GID DAk dg ARtk i€ S 2k
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AR L% 81 5 7155 SKy = g H (GID)> ¥ Fh 4
45K SKy Rk P
4) Of fline. Enc(GP)—IT
X — B B A ot w2 A ik A BT, (R &
HOH S sh i, AT 0] DR B R B B e b i — Se i
He VT B R 45 2R Bl I SCA A 6 78 B 2 o i 5 L.
AR h AR TT R rh i Km e UL X T4
AN GElL UL BENLE—H ).y sa) s 7 €Z, 53T
HYj:C=e(g.g)he(g. g% ,C=g",C,; =
giigh.
5) Online. Enc (IT,m,GP, PK;, (M, p)) —>
(CT,Token)
Bl B £ M IREE B IR 55 & 2 HT . s AT Ak
I S m U L2 R Rk 2w IR 55
O Bds 8 E ML ck € Gr, 1B X R % 8
sk=H'Cck) , i FHXTFR % B sk 25 5008 m A4 BB
Y& % W (data ciphertext, DC), 5 Ap 3158 56 5F 4 it .
Token=H,(H,(DC) | CT).
@ HHs T X R ck.
(1) #ij A LSSS 1i[a) 4546 (M, o) . o ek %L p 5
M 5T I ARG
(D) BEMLEEFE s € Z,/E 45 50, o So it #E Rl
BLIA B v=C(s,3,,y5. sy, EZ,, MBEWEZ) , HH
LAJEERA 0.
IR Y je (1,000, =My (M, 2 1ji [ 45 Bf
M (55 AT il o =MW, i 5 i+ 8 % 5 C, =
e(g.g)ck Co, =4 =22 Cs ;= (a; —ai)r;, Csy =
(v, —¥)r:Co=¢ ¢
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Table 1

J7 58 AR SCO7 SEAE N W B o P Sy HUAG 2T PR A
i 5 KRR TR Ae B FITE. 73 4b AR SR Hs
DR ) 24 A T X R i SR T B T A A I IR 55 e
FIP R — YRR 5 R B AR 1 2 3 i 2
At B B R SO W SO R M BT
GHW! HWH 97 G s Sl K o B2 G Jn e %5 £ 4
B R0 i B0 R] I 3 A T 36 ik A/ 0 i R A R
(R L e M T REPEAS B T AR

Comparison of Features and Functions of this Program and Other Programs

R1 AXARMEMTREFMEINEE LR

Schemes ABE-Type Access Offline. Encryption Out. Decryption Verification Multi-Authority
BSwl CP-ABE Threshold NG X X X
Hw12) CP-ABE LSSS N X X X
GHWL3J CP-ABE LLSSS X J X X
MDDt CP-ABE Access Tree X X X J
Lwie) CP-ABE LSSS X X X N
Ours CP-ABE LSSS J N N N

Note: ~/ means whether it supports this feature, X means whether this feature is not supported.

Table 2 Comparison of Calculation Performance and Ciphertext Length Between this and Other Schemes

R2 ANFARMEMARTEEENEIRKENILER

Schemes Online. Encryption DU. Decryption Length of Ciphertext
BSWL U+DE+S 2(UP+E+D 2U |G|
HwC2) [S+E I(P+E+5S) G+ G+ Gl +12Z,|
GHWL3] 20l+DE E Q2I+D G+ Gt

Lwtis! (5/+DE (2P+E)U 2G|+ U+ [Gr|

Ours 2(S+2E E QI+ I|G|+U+D G| +411Z, |

Note:

U represents the set of attributes required for decryption; E indicates the time for one exponentiation operation in the group
G and Gr; |G|, |Gr] and |Z,| denote the length of each element in G, Gt and Z, ; [ represents the number of rows of the

access structure matrix; P represents time required for a pairing operation; S indicates the time for a multiplication in the

group G and Gr.
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Hh iR R3O I 4 T 58« TR 2R R A AL A
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TEZ A B VRSB (9 77 52 R R I3 R 3 1 U5 )
) SR DROR B T B2 AU O 1 B AH AU il A
TEZR | 4 A AN il 5 BOR  B d  B TH
SN 25 2 I 55 s » e/ Ak 28 i P 0 T B3 i R0 A
il 0 H L AR G b A D3t R T B e HL B IR 32 R Y
NB-ToT z 77 fiff 46 % 42 0], 4 i 1 %% U305 ) 4%

203 WA L B B A A T 2 o B AR ) o
i 3085 R R 5 38 2o 56 IR A i R O M A B
HE— B RAIE T AR SCHY AT SE PR 22 A k.
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