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Abstract In recent years, Android operating system has developed rapidly. A large number of mobile
users use Android smart devices as tools for personal communication and work. The privacy
information of Android mobile users has become one of the main targets of black industry
practitioners. Existing privacy detection research mainly focuses on addressing privacy leakage risk
within Android applications, including the detection of privacy leakage within program components,
the detection of privacy leakage between components, and the detection of ICC wvulnerability.
Actually, the behavior of sharing users’ privacy through collaboration among application components
is widespread, which causes a large number of users’ privacy information to be leaked. How to
effectively detect and prevent privacy leakage between application components is an urgent problem.
However, the number of components in Android applications is huge and there are plenty of
components unrelated to privacy leaks between applications. Therefore, how to detect possible privacy
leaks between applications meets a serious challenge. Aiming at this problem, this paper presents a
method to construct a component sequence with potential privacy leaks, and the method uses data
flow analysis technology to realize a detection system for privacy leakage between application
components, named PLDetect. PLDetect solves the problem of incomplete coverage of code and
lagging detection results in the existing technology. Finally, based on the privacy leak path, PLDetect
utilizes an encryption-based privacy leak protection method to encrypt privacy information, ensuring
that information is effectively prevented from being maliciously transmitted without affecting
application runtime performance. The final experiment shows that PLDetect detects 5 groups of
applications with privacy leaks across application components in 81 applications and effectively blocks

privacy data leaks.
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e App, in SandBox, & App, in SandBox,
H SandBox: N SandBox, =W &4 T, TR App,
W Privacy, = fp (App ) FODH 1p (App,) =
false,App, W & Privacy, = fp (App,) #= H
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/* Activity */
class Activity, extends Activity {
void onCreate(Bundle savedInstanceState){

App,

DE/

Privacy Information
Transmission

Button btnl=(Button) findViewByld(R.id.btnl);
btnl.setOnClickListener (new OnClickListener(){
void onClick(View arg0){
/*Source*/
String id=telMana.getDeviceld();
Intent i=new intent();
i.putExtra("deviceld" , id);
i.setAction("example_app");
startActivity (i);
}
DR
}

App>

D@\

/* Activity,*/
class Activity, extends Activity {
void onCreate(Bundle savedInstanceState){
Intent i=getIntent();
String id=i. getStringExtra("devicelD");
/*Sink here*/
Log.i("leaks", id);
}
}

Fig. 1 The example of privacy leakage across application components
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Fig. 2 Overall framework of PLDetect
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PLDetect $&HCAL )& M0

D) 75 B 445 3%

2) BAHMEW intent _filter $355;

3) AU exported JRYEAE

4 BANHMEE intent SEUE.

Bk 1L B YR exported H.

B : Android N IR ¥ B 0T 5

it true 3¢ false.

if explicitEx ported (component ) =true then

[ J WP 24 /5 Activity 2 & o BL#E 5 — A4

Application [ ZL )5 8l * /|
return get TheValue (“exported”) ;
end if
if component Ty pe (component ) = Content Provider
[ % component Type J5 iR A1y 444257 = |
then
if SDKwversion<<16 then
return true;
else
return false;
end if
end if
if ComContainlntentFilter (component)=true
[ = HIEr IntentFilter H2BA S ZHM =/
then

return true;
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else RIS R VE B9 1] 551, PLDetect A= R P 78 i 52 B FA

return false;

end if
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Fig. 3 Generation process of leakage sequence for
element 1 in an APP combination
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Fig. 4 Generation process of leakage sequence for
element 2 in an APP combination
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H By>C—>E—=F, A KFSIhE£AITLRE S B
APP 20 {F [] [ A 1 g 170 250 (3% AR 5C 20 4, [a] i 2
B CFG 4Lk,
Bk 2. b APP G FH A @ D ILR YR
A7 7 91 52 A5 A A T T M B R R B8 280 1 71
A AR B AT R 81 5
i 1 VR TE T R B RA B L T 4.
if findLefttoRight Ccomponent _sequence) =
false then [ * findLe fttoRight J5 1% 18 $h A7
e 9 rp SRR IR AAE B R LA+
return false;
else
com ponent _first<—findLe fttoRight
(component _sequence) ;
end if
if findRighttoLeft Ccomponent _sequence) =
false then [ * findRighttoLeft J5 1% 1E $h AT
Jp o AR RE S T S =77 APP B94Lff + /
return false;
else
com ponent _second <—findRighttoleft
(component _sequence) ;

end if

m <—component _sequence. indexOf Ccomponent _

first);
[ = WA com ponent _ first TEATF 5 1)
for & x|

n <= component _ sequence. indexOf (component _

second )
if m>n then
return false;
else
return component _ sequence. substring (m ,
n+1);
end if
2.4 A RS EY R G
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SEE APP M R — A2 I CEG, K I 477 4 3
A A i e B Android Hh A= i B3 L TR pR L
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A LR P S F i RGeS R AL B A

A R R A0 Y Activity ZHAE A T onPause RS
IF L AR % Activity BEEHTS 3 WX Activity BL#E
BEA onResume IR, IE onCreate IR 75 U IR %
Activity H T N AF AN #% SE T S 508 3 sl i, )
% Activity 3 A onCreate MR KM, H1F Android
HEZR Ny A LR RE ST 58 B 1 A2 i JR 300 5 AT i
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e 3 ey B R T 62 S8 A 1100 0 12
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7% . PLDetect K 33 W 114 & 2 AF A2 il dumm y-
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Ao AU P 2B i ) 1 R B8R 1 )
2.4.2 [l PR ER

Android #1248 721 120 151 94 pK L 21 Button
M T T i A i R SRR
Android #E4E 5K A 3 I H onClick J& i H 14 P4 %5,
PL.Detect f#i | FlowDroid &b 3 [=] I 2R %5 (1 )5 32 . 78
dummyMain HORELHL B PR EY IR AL SR T 8] R
Hw v A TR TGk 0, A Y W pR RRRT T
AL 3z A7 ) [l 8] ok KA R RE B8 T PAT . A Ot
R T % AR S B M L PLDetect 57 T B pRi
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PLDetect [ H A& B B & . 3 T Jimple W [8] 15
= R A BE B R 8 B TCC AR RS, BN 8 A i 57 B2 AL
() 2E A4 I B0 0 22 AR 1 AN AR T A S A ) AE T —
A BT — A IRV helperlpe H
dummyMain J53% MK 5 P .

/* Activity, ¥/ /*modify Activity,*/

~this. startActivity (intent) ; +public void AelperIpc(Intent intent){

+Activity, activity=new Activity,();| +this._intent_ipc=intent;

+activity. helperlpc(intent); +}

+activity. dummyMain() ; +public Intent getlntent(){

+ return this._intent_ipc;

+}

+public void dummyMain(){
/*Invoking the lifecycle function or

callback function*/

+}

(a) Activity, in App, (b) Activity, in App,

Fig. 5 The modification method of startActivity
Kl 5  startActivity WEBIT %

R 5 W, LA startActivity BIE BT 5 8 B X
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VB2 PE K o0 T RECRAR B 1) 8L, o — 5 1T e il T B
J7 ¥R AE FH SR B 5, FH R e PN A 4 1 SR PR A2
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Table 1 The Sets of Triggered Program
*1 MEERFNXE

Serial Number Test Case Abbreviation  Activity Service  Broadcast Receiver ICC Method Category
1 GetDevicelD1.apk G 2 0 0 startActivity SourceApp
2 LeakDevicelD1.apk L, 1 0 0 SinkApp
3 LeakDevicelD2.apk L, 1 1 0 startService SinkApp
4 LeakDevicelD3.apk L, 1 0 1 send Broadcast SinkApp
5 GetDevicelD2.apk G, 2 0 0 startActivity SourceApp
6 LeakDeviceID4.apk Ly 1 0 0 SinkApp
7 LeakDevicelD5.apk Ls 1 1 0 startService SinkApp
8 LeakDevicelD6.apk Ls 1 0 1 send Broadcast SinkApp

Table 2 The Sets of Business Application
F2 mWANBANRKE APP Combination of Potential Leakage Privacy

Serial Number Application Name Version | (GiLy) I | (G L) | | (GirLs) I
1 com.sinelife.theone 1.5.3 | (G L) I | (G Lo) | | (G Lo) |
2 com.qiyi.video 7.5.1
3 com.baidu. BaiduMap 6.0 | (G5, L) I | (Gs, L) | | (Gs, Ls) I
4 com.qidian. QDReader 5.1.1 | (Gl | | (G | | (GoL) |
5 com.cubic.autohome 5.0.1
6 com.tencent.qqmusic 6.0 TZZitag: fgelic;tli(zge I:l Unleaked
7 com.sdu.didi.psnger 5.1.1 Fig. 6 The comparison of test results
8 com.tmall. wireless 5.19.1 B 6 R lgh Xy L
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Fig. 7

The results of classification
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Table 3 The Sets of API to Get Privacy Information
®3 IREUEFAR APL

API Frequency Description
getLongitude () 1834 Get longitude
getLatitude () 1834 Get latitudes
getCountry () 547 Get country code
getLastKnownLocation 909 Get the nearest
(String) cache location
getSSID () 89 Get SSID

Table 4 The Sets of API to Leak Privacy Information
x4 MERIETAK API

API Frequency Description
Log 66712 LogCat
putString| putBoolean|
48959 Storing data
putInt]|putLong
Write 890 Write to file
send TextMessage 252 Send message

MediaRecorder.start|
MediaRecorder.setVideoSource

208 Audio

HK, L PLDetect & BULAY 1 4 HAK S 6]k 4 i

5 APP 211 ] BEURA 85 1) 240715 . PLDetect Kl % #1
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getNote 13 3| 5 B N &, IR0 8 s N & R 45
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