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Abstract Domain named entity recognition usually faces the lack of domain annotation data and the
inconsistency of entity annotation in the same document due to the diversity of entity names in the
domain. To issue the above problems, our work draws on the combination of the generative
adversarial network (GAN) which can generate data and the BiLSTM-Attention-CRF model. Firstly,
BiLSTM-Attention is used as the generator model of GAN, and CNN is used as the discriminant
model. The two models use the crowd annotations and the expert annotations to train respectively,
and integrate the positive annotation data consistent with the expert annotation data distribution from
the crowd annotations to solve the problem of lack of annotation data in the domain; then we also
introduce a new method to obtain the new feature representation of each word in the document
through introducing a document-level global feature in the BiLSTM-Attention-CRF model in order to
solve the problem of inconsistency of the entity in the same document caused by the diversification of
the entity name. Finally, taking the crowd annotations in the information security field as a sample, a
comprehensive horizontal evaluation experiment is carried out by learning the common features and
applying them to the training BILSTM-Attention-CRF model for the identification of named entities in
the information security field. The results show that compared with the existing models and methods.,

the model we proposed has made great progress on various indicators, reflecting its superiority.

Key words domain named entity recognition; generative adversarial network (GAN); crowd

annotations; entity annotations consistent; BiLSTM-Attention-CRF model
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Table 2 Entity Name and Their Abbreviations
®2 LEERMEHEER

Full Name Abbreviation
Advanced Persistent Threat APT
FireWall FW

Zero day attack 0 Day Attack

Intrusion Detection Systems 1DS
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Fig. 3 Model performance comparison
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Table 3 Comprehensive Performance Evaluation

*3 EBERBZEMRITENE %
Model P R F1
BiLSTM-Attention-CRF!® 87.7 80 83.67
CRF-MA] 81.97 76 78.87
Dawid&.Skene-LSTM!18) 79.23  74.48  76.78
BiL.STM-Attention-CRF-VTL8] 80.7 75.1 77.8

BiLSTM-Attention-CRF-crowd 89.3 85.2 87.2
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