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Abstract Vulnerabilities are the core elements of system security and attack-defense confrontation.
The automatic discovery, analysis and exploit of vulnerabilities has been a hot and difficult issue for a
long time. The related researches mainly focus on fuzzing, propagate taint analysis and symbolic
execution. On one hand, current solutions focus on different aspects of vulnerability discovery,
analysis and exploit, which lack systematic researches and implementations. On the other hand,
current solutions ignore the feasibility of limited resources under the realistic environment. Inside, the
fuzzing is mainly based on large-scale server cluster system implementation, and the methods of
propagate taint analysis and symbolic execution have high time and space complexity, which are prone
to state explosion. Counter the problem of vulnerability automatic discovery and exploit under the
limited resources, a program dynamic runtime Weak-Tainted model is established, then a complete
solution for automatic vulnerability discovery, analysis and exploit is presented. The paper optimizes
and enhances the ability of propagate taint analysis, and proposes a method for input solving based on
output feature feedback, and any other analysis solutions under the limited resources to improve the
ability and efficiency of vulnerability discovery, analysis and exploit. The paper designs and
implements the vulnerability discovery and exploit automatic prototype system, which can concurrent
25 tasks for fuzzing, and propagate taint analysis and input solving with one server. The paper tests
experiments on the samples of the 2018 BCTF competition, and the results show that the method of
input solving in this paper is superior to ANGR for solving the atoi, hex and base64 encoding. The
efficiency of vulnerability discovery is improved 45.7% higher than AFL, and 24 of the 50 samples can
generate exploits automatically successfully. The advantages of Weak-Tainted vulnerability description

model for vulnerability discovery and exploit are verified.
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(a) Logic of typical vulnerability program

________________________________

(b) Principle of exploiting generation

Fig. 1 Control flow hijacking vulnerability logic and exploit principle
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Fig. 2 Vulnerability automatic discovery and exploit based on vulnerability description model
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Fig. 3 Weak-Tainted vulnerability discription model during program dynamic runtime
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A 3l HE AL,

T T 1 i A R P A 3R 7R T T S LA L 47 4
T FEI I ], call 38 2 BB HE Y ret 384 M B
FER) G 3 ) BARSE L EAFE 25 IF B call 84

[ { “Weak Type™: ”INS”,
“Weak Value™: “call”, or

[ { "OpCondition":
{ or “ret/jmp/

"Conditions":

"opindex":"op0",
"Optype" :"memOry" e

B E 35 R 73N call * Taint , call Taint £ call [ Taint |
=RE B ok e 2 S S BT TR R 04+ 3 2D BR A AR
— 25T AR T S T X S TR i R A 1 2D
TR TE LA R B U I ] BT 2% 74 R0 R ] S 2 R
LY . 22 40 S BN BT EXT call 48 4 1 2 Pl A%
s T R R B R RL R b call 2400 A A
G DL A I T 2 R, AN call eax , fU 4G eax
K5 eax 8 10 BN AE R TS B2 FOIRAS s 53 4b
call 2B NAF BB L 45 1 T 3 AR RE AL, 5] 11 call
Leax ], 4348 eax 15 1 Leax 115 sl Leax 35 W)
WY NAE R TE A58 3 Bk XT jmp 84, 5 call 15
SRR A — L AR ret 384 AR T esp HTE
FALesp IhT5 0 2 FORZS. Q0B 4 s, & 5%
call ZHC0 W AFAG DL I — Tl i 34

“ADDRESS” |

0x80888888” |

“Tainted_Conditions”:
[ { “Condition”:

— or “reg”

or “memory/point”
"storagetype":"reg",

"storagesize":4,

"o

"type_index":"op0",+—
"offset1":0x0,

b
“Exploit_Steps”™:

"offser2":0x0,

JI or “opl/eax/ecx/esplebpl ......”
"offset3":0x0

[ { "Search TaintedBuffer": minsize,
"Search_MemoryTargetValue": Address TaintedBuffer,
"InputSolver":"op0_Address== MemoryTargetValue"
"InputSolver": "*op0==ShellCode"

Fig. 4 Case of vulnerability description model

P4 ] 4 3 A1 A £

4 BIREBIZE ) Weak_Type: INS J& i i3 4%
E USRS HEATH 5, Weak  Value: call 45 H 9 %t
&R A 2 call, IWAME A jmp.ret 484 A T 5
I SRR I Aok AR A hE AT R0 B O 2 s O Uk
Weak_Type: ADDRESS, 4l £ X 4 20 £k 5 £°F 3 dh i1
o BURR G APL, 38 1 pR EOA TR I A . S
R ASZ BNHE oR A A bk D) 5 0o i A 4
256 2 A PR b ik TH 3 A3 3], ROR 7 h Weak
Value:0x80888888.

TR 7 PAT 21 e 55 o7 i e A 0 A 10 2% 7 70
W 2 75 A7 A T I S AN [R] 88 47 ] ARG AN (] 1 2

et 7K 4 B 9 OpCondition 38, A T X 43
K4 2 (AN call) (9 2 BUR 25 47 a4 38 /& AE S BT X
AN TR 0 75 22 A6 0 A (] % 5 8 8 FHAS [a) 1) 20 3R 3
AT R, PRI 5 0 4 A [] A A T i X
Tois X )& L OpCondition Wik =5,

75 ANBC B A9 Y5 A A Tainted_Conditions f7-fi
PATT AT GBS 48 4 S B oA LS B 3K B SRR AT
DL 3 27 A7 2 HE 2 PRV B S RS . Z IR AR B R 51
TR IR s, & 4 T Y storagetype 3 type
index 3. R4 ¥ i1 I LB storagetype L FE reg.,
memory,point —MRAE, T RN EE L 2R
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KR IBAF BT Mtk , type_index 4§ eax s ecx
esprop0,0pl 550 %17 7% AR S BAE B AE AT
fEBICH RG] B 4 1Y reg A1 op0 G TR call
FRAE op0 A B 2B IG5 YL, R & memory Fll
op0 MG, F/RKM 0p0 5 17 B N AE 2 BB T5 Y45
Wik reg Hesp HE, BRI esp T HI54L;
memory 5 esp G KRR Lesp 1 M BLI5 G4+
point 5 esp HEG KRN * [esp & FHTT Y.

R G ST U T R sk R b i D R ) AR
He AFEEA R T - 1) N A7 AR Jmy o3 B A Bk, 3 5 75
FAGREHOR 10 SRR P AT 1 B b A7 A R oT TS ACR
A H TR N A5 2B AR Ry DXCBRFR X N Y 75
FEOCHR R ShellCode 5534 AAURS £ f 47 fif =5[] 5
D NAHEH R S, H T RN T TR E
B 1 25 18] L 3R [BURH L B P A ik 7 ) P A 32 2o 72
i PR AL Bk Al i A 7 L RS A L E B R TR B
R E B A AL DA AT AT R A S B,
B XA A AT H R0, 4 3 A R bk ) R S Y
AE 7 5 4) 2o Rk A 8 5 oK i AR e, B TR
(8 24 RO AR A LA B R P R 3 2 O 2R A e s
TAF 5 PUAT RN AR AR B A5t %) SR i 7 S8 AT R AR
AL E 4 ) Exploit_Steps T 238 2 78 FH
AEAT JRy 3 BT F RS H A8 2% 10 3% 22 i T 0 A IX e,
it A4 R A5 B 4 2R R (Y b ik 58 5 20 R
Fe IR A R AR B ST 2 SR 2 R SRR A
53R .

AW RGET ka7 R, 78 I i AR 15
RZE RGN T 81X call/jmp 38445 5 Bl A 45 75 R

Level 1 Page Table Level 2 Page Table

1 »> 1

U] ret $i84 2 Pl A A5 AL AR ) (1% 42 1 dat 0 45 e 7] 114
F 320 B 4 % 5 A T AR A B () I S 0 T B X 4%
Fe ks AL T4 A B T 3 23 A A5 5 A0 Az O
A5 BE T A% AL AT AR U HE AR T A% AL AT R
AL LS 2 AR A 3 7 XL 53 Ah B a1 A
XF popen|system S5FHUR R KL S B2 5 SR H S
I 9 317 40 5 5 ) A 3 A

AR SCH i A8 Weak-Tainted (912 7 3h 25 12 17
P I J1R) 5 AR A5 AL, T TG s IR A R A5 AR 1Y i s A
Xt 7 B8 U A Ak 00, 45 5 sh A TS s AT R L wT L
SR X8 T ) B DA 5 PR T B AR SR Y Y T
A A5 A w4 J i BE 7 % T B I I ) A T
i i AL HL R R AT FE LY RE L B T L AR B X B
T s i 19 Sl 5 A A i e L Sk T E T
5 T i U 5 M) AR A BAR B 52 2% AR
32 ETRRHRZERENHEFTESNAE

BT XE IAT V5 5 A 40 7 v YR P R A8 1Y) Bk ()
RSO T T IR AR A Y B A5G S AL B o B
T5 s B A TS FORESIE R T5 2 5 R AR R T
¥ 52 BRI ) 5 2 (8] 52 2% B A o T 5 76 0 R
Bl OrE  FATMER T AR TS SR A ) 0
A o RS 10 55 5 0] R s 7R V5 AR R T T, AR S
fifp ke 7 PROR M N AR A S B TE RUR R I S 2O
PR )L,

BEX R T fBCHE IC S 1), AR SO SR R R
SN E B kA i TR T 2 R R T SRS
JE4RIC R ITIE.LL 320 RG], 32b RGN
I KR AU P A7 ik 25 (6] 4 GB L {H 2 3 7 55 B )

5 1 Taint Status Structure
2
2 i 3 Labels
3 5 4 Count
: H 5
: 1073 : Labelsl
155 1024 1Q24 Labels2
: 2096 Labels3
256 » 1 H
: I 2 1 el
. 3 _— 2 Labels127
510 j 2 : 3 Val
: 3 127 4
: ‘5" : 3 5 Write Eip
1024 : 313 2 : Write ID
1020 ]0.22 3 ]0'24
1021 1023 4 .
1022 024 5 4096
1023 :
1024 1024
4096

Fig. 5 The page table structure of taint status

B S 15 Rl TR A
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4 N A7 28 IS8 AS 2 4 GBL Gl it 3 T R R 51
2 A8 5 B R AR A BOR BT G 1 A7 DX A
15 RCRAS GUR N AT DL 28 R TR 7% 75 83 A7 D)
HH X ) 5L LA S ) 15 A bR A 10 SR A L A i)
FVEE T 48 78 N A7 L hE 09 75 RS 1 B 1) &2 7% B Oy
O il 715 RRES T f WAFE M £ 5 B s
FEIF A7 25 [ MG R IS R S 4E O ().

XA AE AR A IE SR IR L, 32 b R G0 1Y B A7 2
A 45 18 27 47 a bp S A AE A T AT AR AR S B R
FI G HAF LR R A AR M HE 0x0000 ~ 0x1000 i
EASHAEH] L F CPU 27 A7 f% W 5 2 00 3 b (9 ik
Hihbzs |l I o — AN T —EHFHN
15 RUREE .

15 R S IE 5 T AR BRI T IR
15 RORAR A A BT (E X R 48 4 Hl ik R A5 5
15 575 IR AR 25 R 1w A% 2 R0 57 757 8000 1 46+ =X
Fon: {[offsetl, sizel ], [offset2, size2 ], *--,
Loffsetn s sizen ]} h5% 2 i) i 5K IR AT 5 LR
(5 I o b 28 SR O 4 7T S 10 3 0 T R AT R
B TR G IR RGHEAT NI IR AR 1Y TR 2
TR G bR 4% RO P HEATHES L T LA BE 22 )5 1Y
Z bR Z 18] (10 & JF s 4 5 5 HE P 0 SR s AR A
I B B % BE T AR O G, Hoh e AR B 4L i)
g, BRSSP BRE T AR H I 2 3CHF 127 4,
1T hR 25 4 2 TR 455 A7 0 . 127 20 A 52 P 8 0510 3 2t
FE bR S I an SRR R 2 B bR A S
L3 HBERUETHFERY 25 ) B 24 BE RNt O Go).

TETS KA RIS 5 I, AR SOt 7 TR 4 K
FR 3BT A8 1R 95 e A A T B R DR O W A5 A AR
A5 I G e b 10 1R ) R R B IS A T
TR A S A B s RIS B
i SOC 9 AT 1 2 R IR SR E U Z R G &R
TR BN T GORLE BORE BE BRAE R B 5 &R OIF N
S TR B8 — R — B — X 225G &, o A2 A% 119 22 %
ZRF AT KRB AR LR — K18 IRAE
R EAEROCR A, Kb A5 Rom — D70

vi=f(rrsxpsax,, )

y2:f(119127"'517,2)7

yie=f(aixyaez,, ).
MRPEER AL, R HAR IR 7 5, 979 SR
A 15 RS ST 1 e R A ) AR R AE T 0
M RT A RERAVE AT 21 s s s, MG SORES IR
PLIXSE5 AR B T SRR N BARERAE 7719y, B35

MPRZE RIS TR vy, BT mibR 2 [l B i0 SR 1
FE LA 95 J5 22l .

A 3 A A B, TP 2 N A AR BRI I R
Z IR BREE JF HH A — 3 $hsic is
1] 24 H58 43 P 2 5 2R iy N A ok o) ih 1k g v
8 H P 2560 B A7 i BT w5 R 4R AR PR 2
TR B AR R DR AR IR LA SO IR N AR A
Je i T NAZESSE A AT R R AP E = P S
oA BRI 3 4%, 2 T ECHERE MR T AT XF B iR
[F) R0, A SCHR 00 3l A V5 A% 1 5 TR Al A (B 0 A
WA RE ST 5 RABRE TS R SR A R R E
TG RS R T A T R I I 0 R
T E5RICIZ T N TG S P E R S — B R A —
BOK IR AT A R 1 PR M 4 R A m 1R 1Y
15 A5 A AR 0 1R R AL 55 A, 38 i K SE 5 (B 4
office word,notepad-+ 4 ,kmplayer 2% F K 1f) &
P 3505 OB 220 A FEAL 4R B P 2SN
BUER D L AEEE XS ] AR R e T 42 48 5 R A
X — N5 R A L2 AN T R e R A
AR5 4.
33 ETHHBERGHEANKRBETZE

B A SR g R T AR A R R A A T
INFRAT R — SRR 03 3¢, B0 145 51> I 20 9 A7 5
TFAE i (0 (R0 2 B8 A 2 o) 2% R, B R4S 5 AT 2
WTAT A R D7 58 AELAE 2 R I e AT I 535G
FAME DL AR Rk AUl #2250 3Rk U AT RoR A
SRIBAKZ AR BN RKE AP LA Base64
Dt f B L AES DN % 5L s W TR A AE R T
e S5 2 TR AT A9 A 46 1) 3 R L DA A B e X LA
TR AR R R 2 e xE DR AT 5K A

BEXAT 5 $hAT B Bl B, AR SCHR 1 2 T A o
fIE S A5E ) s AR O 1 1 T i e B 3R 08 Y 4
AT PUAT T SR i Y ) . B S 2k i R A A
SIS HAR 2 M AF SR R TS AL
(75 mi AR 3G SRR BT TS A B A B L DR TS OIS
Ao R Ry it 3 2%, O HLAEAL 1 3 72 b O 48 £ bR
ZEWEIN TR M DL RO 8 BT 28 B0 TS R B
HirkF W EER R T=1{t .1, ) HIAFE
THEERN X =z ao,x, ) B A S
FARBYE ROCHR AT R AR AL R R B AT Z (8]
MG FR H P R g 2 — R R B 6 ek E SR it 1Y)
Hir 2B — AR S X={x, x5, TG
ARG T NI R T={t1:t,, 514 ).
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legl(Il,“',x”l),

t,=g:(x1,x, 20T, ),

=80 (2 xy exs e, ).
AN SCHR M A RR AR B2 A5 A A SR A i A JELAR
JEX R AT B TR AR B 6 S5 T AR E R
IREW] , Conditions1 H Y 0x0,4 Fn KA B r W
B E 0 BYIELE 4 B ARG B oA 71 8 A 0x1d
MIZESE 4 B; Conditions3 F I 0x8,4 FnfFREH
PrAmAs (B 8 MIIELE 4 B, AH G I 5 A0 N IR B
Ox1d Y 3% 22 12 B, DL 28 4. A 6 K XEF
Conditions1 B A F 5 & H A Condition i A F
TR T X R B SE SR Conditions1. H
R F AR A Conditions A 4L T A F
AR R ] RE AR AR

Conditions1: 0x0,4: 0x1d,4@
Conditions2: 0x4,4: 0x1d,8@
Conditions3: 0x8,4: 0x1d,12@
Conditions4: Oxc,4: 0x1d,16@
Conditions5: 0x10,4: 0x1d.20@

Fig. 6 The demo of constraint relations

B6  LHC R

AR SO b B 1S AR 1 SR AR B HE R
FEX LY R A T AT HE R TRE R SR i
WU, G 1 BT 44 BEOC T S A1 B0 1 29 R
Bt S TR ) 34T HE Y, W3R InputSer, € InputSet, 1
oK f# InputSer, XTI LK & 1F , T8 3] InputSet,
ZJE R T 2R ) E 3 AR R B O W R AR R
SRIGT AW M AES (InputSet, — Inputset, }.

Bk 1L SRR 0 HE 53k

A ZAFRI AR E S i AR M=
{Set,,Set,,Sets,+,Set, };

i H s 29 R AR DU

@D OrderSets=1{}

©@ While M =OrderSets
MinSet =one of M —OrderSets ;
For each set in M —OrderSets

If set € MinSet
MinSet =set ;
End If

End For
OrderSets insert MinSet ;

©®OBe 6

@ End While

@ Output OrderSets by Order.

M 1 AT G 2Rk S 2 o i i A SRR
TR E AT KA T A 23 FE AT 95 % R 2 1R it
A YRR AT BT 34T 5K

XA AR . == f (a2, S fH
BVE 2 EATAL B B 2 Gl A B S AB B ¢ RN Y G
RMATTE N sxos s, b BB AT WX N
f ¢, AEAZ A, SR T35 1 A2 B 1, 42 o o g A2
f 78 Ak, 5 T8t A% 2 AR 900 B s SRR IR B Az i
HAREZ R —Him AT T R EEBd. £
Ut AR B O A B R e R SR R
SR B SR A e W 33X b T 1 R A KN X R 2 8K
2 fire i B

Bk 2. PRSI S BRI

BN FUbR ¢ BT R 0 BARE ¢ A O G
AT AR R EEGH —HE (2 xy.
oo B R B O B

%A'JH:II:%/@.(E:f(.l‘/lylféy"'
ZFEA (2 b s, ).

@ BestInput = Init (xy 52,552, ) | * P
i A Ry 20 SRR A I R — > Al A <

@ BestT,=f (1 x5, ) | * FiiR15 1 &
ERINER &SNNSR

@ While (BestT,!=t7)

91,,k )9;5\:

’I:'k))::t; E,:J

@  For x; In BestInput (x1 x5 sx,,)

® T =x,+1;

©® X, =x;—1;

@ T =f(risxosesx st sz, )s

T, =f(risxosesxs, st sx, )

©) If [T, —¢;|<<IBestT,—1¢,|

) BestT, =T, ;

@ BestInput = (xy sy 50 szi o052, )
() End If

® If [T, —t:|<<|BestT,—1¢!|

@ BestT,=T,, ;

® BestInput = (x1 yx2 50 sy 225X, )5
End If

@  End For

® End While

@O Output BestInput (xy 2,552, ).
34 EFEERFIEITEXH

ASCEB T I A 3h 42 SR TR R R S

ny
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AOTAZ R G AESR R K 7 s, A% 75 s 4
BT AR 2 A FEAS 5 R — A T T 1 R B, B
T U 1) 4 38 A 7R Al B S U TR F5 9 Lo B LRI 429
P 22 5. U T 4725 9 5 2 5L T AR R e mth Oy vk L S5 S
U IR 8 AR K F T a4 B R A SR B R
ARATH AN A5 S 4 Al B UG T 4 4 L B 5 U TR 42 4
AL 5 T T 3 B %) 2 4 T T Al 28 28 ) O T
A5 R A] T T R0 A 5 R T R R
Sk 5 i U i R 1A 8l AR B & X mT AR 1 i T
FREAR 25 5 43 BT 3R A5 1Y 29 R 2% 1 L R Bk A i A
A7 5 Ko HX 7 14 Y 3] A5 78R A SR A | 4 S BRI
AR ANAER.AOTA REGE W5 Moo &5 T
QEMU 48 A ik 523, B T udis86 /il g &5

55 AL AR N T A VR S 3 2o U AR OO S e A1

...................... — - CRssociated -—

i Binary i e e © Input s — Exploit
"""""""""" Crashes : SR, B

ey : Fuzz Analysis SoTuton Exploit Sample
i Seed Input i H L i

Sovaiosc sl B £ Conditions ;

RGO BRI BEA T R A [R] b5 2 947 DX 40 i
AR5 B8 Fir 75 09 804l R % 5 T Python ME4R, %
G QEMU 5] % W I 5K A o 04 % i3 45 3%, DA
HEAT 353 % 25 XS 10 T 5K A 29 o ¢ &R U2 7 e iR
30T A R 2 T I S L A A SR MR SR T R T
A SCER 1 AR AL T ¥ IR 45 6 T A5 AT K i
18 73w W R AL DL JSON A% 28040 T2 18 s 7
R S AR AL T call/jmp/ret 5545 i 3
e, 4% XA 7 75 5 0 I, system/popen 55 £
AT AT PAT IR 1T AT R S5 A TIC # 5 AR
TR (R figp AT 32 2 P R AR 5 TC B BT X0 1 A 0 45 A
K EAE . E QEMU 3h &8s 17 H An 2 Jy o 72 rp it
115 53 BB FE N 8 T 2 A AN 6] UAS 19 #0047 shell
#J ShellCode.

>
-------- Feedback «------

A

—— Operations Sequence

------ » Technical Support

Fig. 7 Framework of prototype system

M7 ARG R

4 IWWIESERFH

Z: BRIE B 7] A7 36 88 52 30 I 4k F 4 0 1 10,
Driller ™ Ll 2016 4 CGC H Zh B By Lt & AL AAE N
W A ), A SC L 2018 4F DEFCON FllH B 42 42 3k
A 24701 DEFCON China K4 Y BCTF H 384
AU IR R 3 50 A A IR AY Linux
TR DR R A 342 8 5 R 8 D). A S
I 2t 3R 85 35 8 Intel Xeon® CPU E5-2630 v3 @
2.4GHz X 16, NAfF 64 GB,f 4% 2 T YA RD650
Ik 55 % . 2 4E £ 48 Ubuntu 16.04.5 64 b,

AR SCY R RS R e B HE T 2018 4F BCTF
LEFEL7E 99 s o8 A 1 AU 9 A Sh 32 48 AR
fE 2mind8s IWSER T 4 ASFEASH) F 8 A FH A B, i
NN E A 1 A IR A AL T 17 min, 5 E A

ShI, CTF BN IR & 58 5, 3045 T HLas A B 3 BB
FITHE A B 1 RS
4.1 FREBEDBEMNR

AR SCE L T A A B L A5 G AR AR D TS
SAGFRTHA 15 S R R R 3 AN 405 s U AR I
a0 AR A A SIS 2 A B AP AR R A L S B
LRI NAE I K X B B P9 A 1 bR ie T R
FEALE TR ) i A 719 I A% 8 bR 4 AT BRI TS
SUGRE S8 AR 4 A B IR E bR AR T AT Y 4
A EEXF Linux 9 BAR BT, 25 R A gemu 9 H P
AR AT AR, R 5 R i ds 2, iR AT 48 218
SCEEHT A RN AE i 1975 SRS 3 SR R T A YR
TR 28 5 a5 S A 00 AR A T %) YR TR AR 7R R U] 5K AR
G0 A NG I PR 2% 5 30 X6 I P A AT A A R A R
FE A R GRS AR5 YR A B 5 SR

ST T SR AR e H T 12 SRR A A% XAk
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AT R RE A A X R POC A A B0 3K
AOTA RSG5 S AR, 5255 1) fig 58 T e 1l 45
U 3 75 A AR O 30 U R A IR LR R R R
Ui . S92 50 2 B R SCRE I V5 a5 A 4 O vk L
J3E RE 8 W A2 T R 43 AT 5 0 R oK

PERE 7 1w, M 12 AR LI5S BT T AR
(I ) 5 2 19 02 357 ms, /DI JE 19 ms, P ¥I{E N
174.25 ms. WHFEM N AE IR Z 10 25.73 MB, I 1Y
M 12.6 MB, Y #E 22.2 MB. % 4b, 5256 554t T
1000 ZH 454 Bt 575 23 43 B s ) 39 AR OC R 808 . n
Bl 8 i o A8 il 2 48 4 0T NGl R T FE Y 2= B0 A
[B). F T2 7 FF 3R BT B 3 B 75 I AR 3R 2 1 B () ]
T 1O I, X5 a5 43 B B % I 53 5 o 5K, S
i R 4 2 B /0 T 20 000 4% 09 300 B B dh L %k 38 T Y
R B SR T B (8 A5 B 0 T 5 G B R o R
57.34 T 184

400 F
300 f
200

100 f

Taint Analysis Time/ms

10*xNumber of Instructions

Fig. 8 Velocity curve of taint analysis

8 15 73 BT Hh 2%

4.2 B T4 H 45 E & 15 B9 BN SR AR iR

AR SR 0 5 T R R AE R A 1 A A SR R
TEFR RS AOTA hiff 4y 7528, 5 ANGR H11y
S AT IEAT T SE 50 X6 L 03 S A BB 40 i)
231 atoi $% 4t .base64 Y  hex 2 i AL FH YR f# g
I3 s IR fift B8 77 FHSR R0 00 £ BE AT PP AG Gl 4 2%
2] ANGR FF5 3047 1 FH ], 90 3 2 5 HI 7 i 42
KA I H 290 4 00 02 i th &% A 48 8 F A7 AT
iR THE R ANGR B I 37 5, SC8 F 1 T 4F
A ANGR R FH 5 5609 WK FH 41, b A v i A 2858 G
Tl Btz 48t SR I o 455 AL 5 IR (L DG B DG e 2y )ik
bR i T ED Y Success FBx.

S35 8 ANGR Al AOTA X atoi, base64
hex it #EA7TK fif SR D) 5 & n 3k 1 pros. Ho
Xt T atoi Y% 4k 1 BE 5K f# B 5); ANGR %I base64
ST 1 R 2R T AH AOTA REAE SR M 1% 3y, X 2 A
N base64 AT B S 2 4 (4 #E 4 . ANGR 19 75 5

AT 0 SRR IR e 10 R A o BOR R Hh R 1 45 21
SRR AT hex Fif% BYSK A ANGR HBESK fig />
B G TR KA DT 3 AN A AE AR
64 GB Rt W0, 1 AOTA AR A A 324 B BRI
P& AOTA WK BE T ZAL T ANGR.
Table 1 Results of Input Solving Ability
R1 BMAKBEHER

Tool atoi base64 hex

ANGR Success Failure Partial Success

AOTA Success Success Success

SEI XA BT T AOTA Fl ANGR 43 515K i
atoi Al hex 4 % B9 7 IR 4 #E. & 9 (a) & ANGR Al
AOTA K atoi T4 #8119 B [8] T8 FE X He , B Bl 2 2 4
ANE YNl SR T FE I (] B DAL ANGR AUHE A7 50>
T3 AR AR AR S FE A BGRE 6 LA I
R g I (R R RS 7E 15s 2247 1 AOTA AR figg 1t ]
A 10s A£4. 8 9(b) & ANGR #l AOTA K f#
atol 4 1) P A7 TH AEXT LG, 8 il 2 4 1 55 Ol 2
NAETH AL . MB.ANGR 73R it 6 F45 LN Y atoi
P A7 TH FE A 130 MB B 7 4 538 2 mi 3, 2 5
FasELE 145 MB 47, T AOTA — B 4E45 15 60 MB
AT W N AETH #E.

15F P

10

--- ANGR
— AOTA

Input Solving Time/s

0 1 2 3 4 5 6 7 8 9 10
Input Size/B

(a) Time-consuming

Mof eI
m 120F --- ANGR
Z o0k — AOTA
g
»n 80F
z [
g 60 E
2} L
= 40F
20 F
0 1 2 3 4 5 6 7 8 9 10
Input Size/B
(b) Memory-consuming
Fig. 9 Comparison of time and memory consuming

to solve atoi

Bl 9 KA atoi B [H] 5 N A7 IE FEXT LL &
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SN R atol i AAFAE AR UM A7 L X 2
TS R A e 80 B S 8, SR R atoi (o) (H
k1 87654321, ANGR %5 Hi [ 45 525775 53 “ 86775889137,
M 9E F 44 52 “876543217 , I &b i 34 (1) 7 4%+ 5 5f:
Ak SR fife Hh ok i B S B L SR f B AT B 58 T A R O
A B R A KB . Xt 3T ANGR J5 £22R fift it 7]
PR A7 T FEAS T 2 T00952 1 5 450 5084 m i 3 o i
AR R S L BN AOTA (13K i 35 £ 1y i
Vi) Y FE 7 i A HE O JR I ST RN AE L 53 A atoi 1Y
B R AR AR — R A TR R R
7% A A BE RS M A /0N o DR ISR A e )35 R B

FESR f# hex S BE J1 77 1 » ANGR {UFE F 475
D 3 B REAE SR LT L B AF T AT SR AR E] 10 s
£ AE T #E 400 MB LA |5 2 45 B 5 i 18] 8 3
300 s, INAFIHFE 8 GB LA I /5L F 3 M L -
i I 75 AR I 64 GB SR 2 LT AOTA A4 R fig
i 1) B 25 2 A OTE 1~ 10 22 18] 1% 384 hn , s fi] 34 46 78
20~100 s [ DX [] P 3B 348 , T 1 #E N A7 4E 15 7E 60 MB
LAy I L RESR i B 2. BAR T F . AOTA 193K i
PEREML T ANGR.
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B S og i FEBH , 7R £F X atoi, base64, hex 4w 9 i )
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it ANGR Jo ik iy R fi.
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Fig. 10 Comparison of vulnerabilities sequence diagram
between AOTA and AFL
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Table 2 Result of Vulnerability Automatic Discovery
and Exploit

*2 REABHBEEFIAERSER
Statistic Categories Sample Total Sample Percent/ %
Vulnerability 41 82
Assess Exploit 26 52
Success Exploit 24 48

[) B FR AT TR 2 43 Mk T ANGR 19 H 8h #i
A RUE A REX A AEG. & B ANGR 2 4t /4 1 38
FA 2 B A 85 4% libe 3N PR, FRISS 3D,
HAR G AT T R Ak s 6 F BCTE ix 25 # &5 5 12
libe %54 32 2, B 7 AU & 48 K (500 KB A4 ¥
FEB] . ANGR 1 4 48 JC 1% 5 B #F 47 R A 3l F1
Az B I FLER X6 B AN 052 B D9 AT R =k 30 GB
2Lk,

T T4y L b AR SCHE BRI T 10 AR
FRAD 0 3 FH 481 o DA 2 2 B 2 I 1 O o g 1 A
ANGR [ AEG #fi {40358 2% 08 19 — 1k il 22 )y, W) i
FAASCI R I 2 1) A A e i A 5% G Ik, 52
B e g 3 piR.

3 1 ANEEACN ANGR T H gy i REAS
PO BIRE L) 3l AR ORI . e 9 MREA S IR
() BCTF e Z&MAFEA , ANGE 19 AEG #i 74 Rk
BT —> exploit FEA  HZMKE TR & =4 T
BUASUR  IF AR BE B A, 43 B T PR 2 2 s ] 2 A T
1% AEG DJRE AR 5 1B AR s bk BEALYE. R B, 5256
AEG H 3505 W v 1) AR B ik i (8] 35 88 4 12 h,
WAFEFEIL H) 30 GB DL b, B 5 % £ Bk L BEIZ 1T
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Comparison of paths coverage between AOTA and AFL
FEAS B 55 A2 B X HE

2 ME S M AR SCH AOTA FR G878 31X 230 3 H 1)
L A O M B B REAS A 6 AL HLRERS 1
AWEIER 10 AMME 55 FEVEREFIGE J1 7 1 H. % W]
EAIbEY 2
Table 3 Exploit Ability Comparison Between ANGR AEG

and AOTA
%3 ANGR AEG 5 AOTA i®A Bz # Xtk

Sample Vulnerability ANGR AEG AOTA
demo_bin overflow to func Success Success
pwn02 stack overflow Failure Success
pwnl3 integer overflow Failure Success
pwn20 heap overflow Failure Failure
pwn23 stack overflow Failure Failure
pwn34 format string Failure Failure
pwn45 stack overflow Failure Failure
pwn48 stack overflow Generate Success
pwn49 buffer overflow Failure Success
pwn50 buffer overflow Failure Success
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R 25 R 28 B A I TR 13 2l A R T L AR SCER Y T
I 455 Y S A5 0 Z2 Fi 2 R 1 T T sl AR A L G i
U VIR 3 Y T S B 22 2 AL U IR SRR



MRS S A IR T BRI I A 3h4% 48 5 AU

2313

AR SCARAR T 15 505 38 50k R AR A 7 ik, 1
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PRSI PN al AN I o 3 X UL
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DI R 3 — 2 S 30TC i I R S R B T R 2, 3.
fT7E W 2 5 A S 8Ok AT B S e, RS &
FEZAE ST T B 45 R Y AR 2 Yt
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