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Abstract The development of artificial intelligence depends on the development of cloud computing,
at the same time, the security of artificial intelligence is closely related to the security of large data in
the cloud. At Present, the ciphertext policy attribute-based encryption (CP-ABE) scheme is
considered to be one of the most effective methods to achieve fine-grained access control of data in
cloud. In the CP-ABE scheme, the access policy is often associated with the ciphertext. But
sometimes, the access policy itself is also the important sensitive information, and access policies
stored in the cloud in the form of clear text will also cause the users’ data revealed. In response to this
problem, an efficient improved CP-ABE scheme is presented, which can hide the access policy. It can
make both the attribute hiding and the secret sharing be applied to the AND-gate structure at the same
time and then according to the composite order bilinear groups. Therefore, the user’s specific attribute
value will not be disclosed to any other third party, thus we effectively protect the user’s privacy. In
addition, through the experimental verification and data analysis, our scheme not only achieves the
hidden of complex access structure, but also makes the ciphertext time shortened and decryption

efficiency improved.
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Table 1 Comparison of CP-ABE Schemes
%1 CP-ABE ARIHE

Scheme Order Groups Ciphertext Size Decryption Cost  Security Models Assumption Wildcard Hidden Policy
Ref [6] P [Grl+Cmn+1D |G| GBn+1Dp Selective DBDH+DLIN Yes Yes
Ref [8] par [Grl+Cmn+1D |G| (n+Dp Fully Subgroup Assumption Yes Yes
Ref [15] P [Grl+21G] 3p Selective aMSN-DDH No No
Ref [16] p [Grl+2|G]| 2p Selective n-DBDH No No
Ref [17] par [Grl+2|G]| 2p Fully Subgroup Assumption No No
Ref [18] p |Grl+2|G]| 2p Selective n-DBDH No No
Ref [19] p Grl+m+DIG] (n+1Dp Selective DBDHE No Yes
Ref [20] p 2|Gr+31G| (n+4)p Selective n-DBDH No Yes
Our Scheme » |Gr |+ Uw+2) G 4w+2)p Fully DBDH+ DLIN Yes Yes
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