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Abstract Due to the long-term immutability of the ciphertext stored in the cloud., key compromise
becomes an important factor affecting the security of stored data. Data re-encryption is an effective
way to deal with key leakage, but the corresponding computational overhead and communication
overhead of data uploading and downloading increase the burden on users and storage systems. In
addition, for data storage based on distributed coding, ciphertext update needs to be performed on the
basis of decrypting ciphertext, and the ciphertext merging also increases the communication and
computational overhead of the system. Aiming at the above problems, a distributed data encoding
storage scheme supporting updatable encryption (DDES-UE) in cloud environment is proposed. By
constructing the updatable encryption scheme with key homomorphic pseudo-random functions, the
heavy calculation and communication overhead of ciphertext update can be avoided; ciphertext
segmentation and improved functional minimum storage regenerated code (FMSR) are used for
achieving distributed data storage, which ensures high availability for storage data and direct data
update of each storage node. Security proofs and performance analysis show that the proposed scheme
can support secure and efficient data recoverability in the case of node corruption and the integrity
verification of decrypted data while guaranteeing the security of data storage. Compared with
traditional data re-encryption, DDES-UE can avoid the computation and communication overhead for
data re-encryption, uploading, downloading., decoding, and ciphertext merging as well, which is of
great significance for building secure and efficient cloud storage system with direct data update. In
addition, the periodic key update can effectively increase the time cost for an attacker to crack the

ciphertext by acquiring the key, which also enhance the active security defense capability of the system.
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periodic key update
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BT A e X, FATT 2SR & b — A Rl R 1Y %
B EX B 0 B B RO AN AT ORI =1,
w =0 80T 1 B AR 255 0 LR A7 b, BT B & 7 %
T 1T W SR AR .

FATHEUE 53R 2 34 D] « 1) AE %4
Mok R AT HHA NS PRE AW o B EX 8 F
M5 2 B 1y s 2) T R J& — A% PR S BEHL R
Bk — = SR UL R AT X A3 PE BT, % T BT
TR 2.

UE-IND % 4 {if X 4t i -

b<—4{0,1};

kyskys sk, <g KeyGen(Q);

b'<—g A% (ki1 sk iy s sk, s

return (b'=0).

Enc(i,m) .

return Enc (k; ,m).
ReKeyGen (1,5 NO¥
if Tnvalid gk (i+j.C) then
return | ;
end if
A< s ReKeyGen(k; ,k; O

return A, ; ¢.
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ReEnc(i,j,(C.C)):
A c<s ReKeyGen (k, sk; ,C);
C'=(C".C"Y<ReEnc(A,,:,(C,C);
if Invalid e (isj.C) then

return C’;
else return C’;
end if

LR my my):

if >t then
return | ;
end if
C<yg Enc(k;,m,);
return C.

W G, A UE-IND Ji . X F 1<<i <<, iE Xk G,
H5G %R R T RATHBEILF R Bt e &,
s Gn) 4R (e O ME AT T (s y o) AR
HHBEHLF R H - RO ERC P& X T
ReKeyGen (i,j O H A i), 5 5 e S R [0 Y -
Wi C=r WIERIE .y

A < HBEHUE R Gy I
e+ sy +y om) B H

— >R e (ks (X h Gm) +R (x+2'
O sax sy,

WR C e RIS B R 5] |3 e i i
T T DDES-UE J5 %8 n] 8T i (4 42 4 14 ik 9] 19
Tk G, Rk

Enc(G,m):

xay<s Kj

X=x+y;

V‘;S{Osl}m;

C/lrl=(x,y.m);

Co=y;

for 1I<<i<y
C.=m,+R(x,i);

end for

return (C=r,C).

ReKeyGen(i,j,C):

(I,y,m)“C[(é];

if (x,y,m)=_ then
return J_;

end if

2 vy s K;

X =x+y+z'+y";

if j<{i then
res (0,1}
C,lrl=(x+z' sy -ty sm);
C'=r;

else
t=h(m)+R(x+zx",0);
Cl<gelk, (X' 03

end if

return A,-,j.(;:((é/,x/qy/l

Dec (i ,(C.C)

(xyy,m)<C,[CT;

if (x,y,m)=_ then
return | ;

end if

y' =Cy;

2'=x+ty—y;

for 1I<<i<\y
m.=C,—R(z',i);

end for

t=h(m)+R(zx,0);

if t—=R(x",0)=h(m") then
return m = (my smy = ym,) ;

else
return | ;

end if

A S, NELF ATEWER G, v IE A 1 AR X
— A RFEATT LA E T B, [ Pr[S, ] —
Pr[S; JI<Ado; (B). 8 ¥ T 1 AE 7% 1 —
AR € oy ) FI D (ks o) BREL, TT LLAE SE
Prpig s G, IERENLY R 3) G, .

B Bl HE AR A G, i) LR i 7 Bl LU
e Bk % S0 C B4 8 30k C 44 %5 T 5 BEHL 7 4
B % 3R C B8y R T A o 1B BE AL
PRECR g% M B B, << BT
BRI AE R REHE AL — W T A 25 Sk 4y i
FHL re-keygen &P, B H T ISR 270y,
r R E R X R R DL T A T E N R «
M.

2l #i, re-encryption 2 ¥, H it H br % 4]
AR B <, BT HWCE 2R 0 R % S
BT RS 2 WER. S — FHHE. R >,
Invalid g = true, K I K0T 5 B A5 2 ) 31 %5 50k 1P
AHielk;, s (xt+y+a2"+y  hGn)+Rx+2",00)).
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HTEGEE A ko AT AT DL % % Sk H 2 «
5% v T B L.

%% Boneh % ANV H 1 JE LG TE A R 49, Fe AT
Wi — A% 2k G AR Pr[S, ] —
PrS, JI<Adoy' (O Mar. 2 i <<t i}, 3 ATTH PRF
Pl 7 B4 LR S Al R (e o) Wi 3RoR R
£ i K J& PRF BkEH 9% 5. 24 PRF #k
iR A B S B 15 A i % B AT DL R R
m;+R(x D)+ fG)=m, +R(K+x.,i). 0% 3k
AR c=h Gn) +R(K +x,0) .28 L4 Hr, « B{H
Xof Bk 5 % S R R R 0, R I A AR Ak g 65
SEFRB G, .

WA GO R M ER 0, 4 IR AT AT LA 5
C,+R(x"vi)=m, + R (x + 2" +K,i); &N,
Invalid w88 Invalid v ¥ N false, 3 B ¥ F % S04k
1115 i 5 LR [l L Ah S 35 T DL AR5
Z(r+z st=h(m)+R(K+z+z".0)) %k,
2 G, %N T PRE $kGR (8] B AILE A9 3440 58 )5 16
BUEJEE £ GO By 58 SEHE 5, B AE 153 F R
W 2R AE A A AE. B G T B RTEL S # B PRE (H
B . JF HECF I AR T 1/2 A HER R . IR 0 38
(NEEHE

Adoy™ (A =2XPr[S,]—1|<
2t X Adv™ (B)+2XAdo% (O,
XA e=0,0=1 YT,

B 2, 4 1= (KG.e, D) NINEME ) £,
R: KX X—~>G 52— NE AR S D B AL ek %, 1T 02 26
3 A AR Y AT SR % T 52 R 406 TR TR AT:
BEMFAGERTE B.C.HTHAN £=0.02>1,
15

Adoy " (A <2t X Adv™ (B)+2X Ado}' (O,

IE A . R BEAE B L N 5 e 1 R B
FHIFIAS ¢ A 20 B8R 5 AT Bl BIL 49 8 45 46 %5 S
Sk, IF 8 A ] R T A A 2 B S A R B L re-keygen

R TEE A G, vy H T {888 DY A7 i e 2%
SCHR T A B L BT JE AR AR R A A 2 1Y
FEARAE B, %5 S0k Ao AN 25 ik 88 AT o] 45 it &% 1) %% 5 A
KIME B8 TR E — 1 PRF & F C ok 58 it
M ARBAEREA G, b AT PR b Y E 8 o AR
R C,+ G +HR G+ i) WEE 2 X

3k C AEREHLER  IF BB AR & 6 % 41 X+ K +
xRN % KR C,  Hoh K J& PRF Bk # 4l
A EHTHAS BN K +2" ) T Tk
PG K + 2/ X T 8 F AL #E— 2D 0 A ) re
encryption B re-keygen, Wi FR AR E FOVE R
it 1) 1.

MG B2 PRE 685 R 171 BE LA Y 37 5
FATA AT 4518 . BT TR IR B A KRR AL o 1Y)
AT B B AT RIS 8T A 3

4.2 HEFTAMESH

AT 38 32 %08 52 A0V A0 B R Ao R A A ke 15
W] DDES-UE J7 Z g8 fRUEHE 237 SR UL T 1)
BOHE AT AR AE 2.2 19 A TR 2R L 5 HLHEAT 1 4
W ARG S N N N, R BB B8 5
N, Frsds ek 2058l

DE P UTERR T N, LA R s EBELHE
PE— A H (B AT (o — k) RPOR TR A AT RED L 7E A7
it B4 20 A L B o B HR 3K (o — 1) A Gt B Bl I % . 1
% b 7], iC/E ECV,, .ECV,, ,+-- ,ECV,, , .

2TER PV A i (n — k) X (n — 1) By 28 e 58 B
T™M=C(y, ). Hrh i=1,2,.n—k,j=1,2,,
n— 1P ICE v, WA BRELGF (2¢) il
A

DE I TM 3 L2 3R 1) v 3k By G 5 [n]
LA B o — kA BT G BT R Y G B )
ECV',ECV' =+ ,ECV' _, ,iZid f ] Fm Hy

(ECV' ,ECV -+ ,ECV) )=
T™M X (ECV,, ,ECV,, ,+--,ECV, D", (3

o B AT 1 G i ) AT R OR R

n—1
ECV. = > 7, ,ECV, .i=1.2.,.n —k. (4)
i=1

1) % P (ECV), L ECV), . = ECV, ) % i
L5 R G B 4 B EM Hh BS99 80 N T R A
T B — AN B 1) 4w i B EM

5) & FIWr EM R i MDS 5, B A
Wr EM' B AT 35 B (o — kD A7 1) 2 21 1Y 7 1 S
0 B A6 2 MDS P 5T, $17 25 B8 6) , A5 ) gk 3]
PR D ik ATE — 58 R4 31T Pk B 04 G B 1)
FAE 4 AL

6) F K T™M L DL IR 1) Hp Pk s i 2 %
YUv 5 Rk BB AN, .

T BT N, DA R B BE T S BT R
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& D g kit 0 g 5 e T T™M X 3 46 5 i
AT 2w —k DB, E R A S A
Kl 58 0 — R E E A

5 DDES-UE /5 Z/%E6E o7
DDES-UE 7 L 1EAEAG 451 B n 2 L % 4 e

e LA K gz A PR 4 A4S J5 X LR 1 R,
AT J2 BRI AR RO TR 8RS R B R A

DL R SCH T 4 A1 % DDES-UE 7 £ 1) g i
TP UES 20 #7433 e L 10~ 100 MBCEE R LA 10 MB
TG I ST AN S XA B4 v 255 43 T s B ) %
S A s B R S A TR s iz R
JCE NN IS 5 B0 R RIS 5B OT 2 B ) (1 B
[E] TF 48 #6471 255 Wk, JF A AT Java g #2185 75 H
TS LW LR ARy Windows 64 b
PAE R 40, Intel® Core™ i7-4770 CPU(3.4GH2) ,
1£ 12 GB.

Table 1 Comparison of Advantages in Different Schemes

®1 HFEMLBIL

Data Encryption is

Key Rotation is

Schemes Storage Architecture Supported or Not Supported or Not Security Proofs
Googlel™ Distributed Storage Partial Data Encryption No /
Amazonl8] Ddistributed Storage Partial Data Encryption No /
Ref [9] / Yes Yes Yes
Ref [11] / Yes Yes /
Ref [14] / Yes No Yes
Ref [19] / Yes Yes Yes
Ref [21] Distributed Data Coding Yes Yes /
Ref [24] Distributed Data Coding No No /
Ref [25] Distributed Data Coding No No /
Ref [26] Distributed Data Coding No No /
Ref [33] Distributed Data Coding Yes No /
Ours Distributed Data Coding Yes Yes Yes

Note: “/” indicates that this scheme does not show the corresponding explanation.

e B2 50 i e 5 5 92 il fk DDES-UE fii /i
MRS PREX B R (x,i)=H G, Hh
H PN S H:. X ~G. M8 H AR
IR H M Hash sREL A2 (0,1} —>{0,1}". X J&
AT 5 35 I A G (1) 4n 5 2 i e R BE A ) L, I B
(G, )RR E M Diffie Hellman 1R 1% 157 ) FE.

17 58 S BLAY 3 A v FRATT I A e T R g B
AT R RIS C=m, +R (o) I & 45 B 58 ).
FAMAREEE m CERAB NG LIWILER
J751). Ry 552 3000 28 54 0 AV [ gty e 0 e S i 2L
T3 — DX B K B n K% o,
{0, 1) >GRIEMH LT m, =C, — R —y.i) . 1k
B m; =G ERYITER T B0 5 FRR P 3.
AL I AT SR L i AL o) BRI T S ] 4 BE A% 5 2800
R Elligator2 RN SRS o, . B
1 KHPRF A i i 5t ok % Elligator2 8 i Curve25519

2R A7 oA B0 T, PR o A 52 B Hp Al R il 2k
Curve255197% , Hirf p =22 —19.% I Everspaugh
S N P FRAT ] SHA256 1 A HLS BREL A
Elligator2 e 528 Z, PR LR BIREG oL K
8y R ) B B 17T e, 67 1) 2 R 0 S I SR e, T
Wit Hash pREL 2 - {0, 1) —>{0,1}" SE30 Sk S )
Z, BEOCR MM B AT IS H G) =0, (A ().
FLrP B b A% G ORI T BN g 1 L Al
Lt BHEE A 4 A 58005 T 8 G U
YBC BRI AL B e B R 4 SRR ) RS
AR 6 & 7 TR 45 A Hu 55 A DL K
o N AN 12 o Ve I 5 s B N T B 1)
DDES-UE J5 &7 43 1 250 A7 68 5 1% &2 Cln 7 55
Wi AL 5T B R i R B e R B A LBk
It 2 B i B DL SR 5 01 45 32 B A T Y B R 2
B R AR 5 B B T R A B B A AR B
PERETT Y 7E T B2 YL LN
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| [ Data Encryption

1 Data Coding ]
14 + === Data Transmission
= Data Writing

1

Time Cost/min

8_

6.

4_

Ll

0 10 20 30 40 50 60 70 80 90 100
File Size/MB

Fig. 6 Time cost in different stages of data uploading

6 Hod b AL AR 5T 4

18 —
16} == Data Reading —
1 Data Transmission
141w Data Decoding ]
£ 12+ 3 Data Decryption —
8
2 10
3
[ 8r
E
= 6r
4t
|
0

10 20 30 40 50 60 70 80 90 100
File Size/MB

Fig. 7 Time cost in different stages of data downloading

K7 B T B R T A

15 e B 18 5 Gl WO B3 7 40 0 I L 48020 % 2
P e B B BRSO 4 AN ER A 5 R TE R
T 0y HL 5200 45 543 i an 18] 8 181 9 B Bl SCA R
ANEYIE A 15 B RO A8 52 0o R R R SR 3 ST
B9 2 5 L M A (HL I A I E] T B B RE
PR 25 280 18 5Bl T 0K 524 5 i SCPF SR 9 3 ST

4.0

[ Calculate Transformation Matrix

3.5F [ Download the Encoded Data Blocks

Il Data Reconstruction

3.0 mmmm Encoded Block Writing I

251
201

0.5_ I HH

0.0

10 20 30 40 50 60 70 80 90 100
File Size/MB

Time Cost/s

Fig. 8 Time cost in different stages of data recovery

8 B S R RIT B

TR AR SR X 7 LS B Hp 9 R B i fige o v i
THES HEAT VRN 23

18

Time Cost/min

[ )

L1

10 20 30 40 50 60 70 80 90 100
File Size/MB

S

Fig. 9 Time cost of one data update

9 — YK R I AR BT

G Everspaugh % AW #4038 2% S (Rust Fi
FRE 928, HA4R Y ReCrypt 7 Z %5 1 A0
H(<31B).1KB.1 MB f1 1 GB Ay A 3C 43 51| 75 %
253 1s,8.5 us»8.9 s Al 2.5 h . TR RE. TR AT X K 48
BT U B T BSE  n  d B R i ok AR s B
HEAT IR L F Elligator2 8w ¥E 47 hn i #F o0 £ #)
A6 B3] 28 T 3R A e S R R 3 SR DA B — YR B
REIC R ik s FABW 73 0 92 s, 157.5 ps FI
23.5 ps.—J7 1 ] Elligator2 B %045 B i K/ &5
THEG o R KN, XA 5P A 31 B R
NS LA MB Ay B 1 SO 77 A A 2 (0 B B, A

SEUR TN R RE 5 3 — T AV (B i 2 R ) A AR
x M Z, HBE L B B T R L HE TR 86 B
AR ZRARIEERC.=m, +R(x,i)sm, =
C;—RXX—y.,0) K R(x,i)=HG) =(0, (hG))*,
A F i DDES-UE J5 & i PEREAR K2 B b ML T3t
AN BEAIL ok KT 75 19 b 1 5fe B OB Elligator2
JCZ WL Z B B X 2 il 20 DDES-UE £ 4%
T e 285 B % SCHE B B AR . Y Hi A AR 2 5 %8 (i
Sasdrich 25 AP H1 Zhe 28 APV 48) B 56 4 5] il 28 o5
A s B 3 1k AR i FEIIF 5T, A0 Al £ v T 58 v R] TR
T TR R N — 20 T B A R Y ()

MR IEAN Everspaugh 28 AN 53R 1 IR KL, 3
IT3R 1 1975 % DDES-UE 4 jif £ 3% B T i & /ME 3k
R R AR USRS E I R N TR A R G RR A
0345 207 58 B BE 0% 38 3 43 A A7 il 0l 2 B9 K A
Bl Y B 5210 5 5K, ) e b 32 4 o A R R
A7 B ) L T T, A RORE e T B R R S
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0 SOHT I T T B AR b A% T 0 18 RY 10 2% 3
THHS.

6 HHRIB

AL DDES-UE /4, 38750 1 28 & 726k
S TR B 1 0 R AT 1 S B 8 SC B A R
T2 B RIS O Bl AL oR 250, AT LACKE 4 A5 2% SC B % T
Sk BT RRAS 1 %8 3C . HL B IS 9 %% S0 2 1O 19 2%
SO — BT 1 o B[R] 5B %% BF I 25 1) % SC, 7
PRAE B 2 4 P 1 [R] 9T 24 7 3 A 28 R AR

W Ah . 45 4 B Y FMSR 4 5 4% R 42 Y
DDES-UE 77 48 REW8 1 2 43 11 =X A7 i 32 45 v &8 43 4L
it 45 2532 A 0 50 T L LSRR BN Tk 5 e Y
SEREPE B[R] s, AT B HT s v i % A SR B
AR AR T Ul R B 0 B DR AR A
K o T1) P T A T A R A it D AR IR A A % S
K FH P RO B g B A 7 = 8 AN AE Tl — > B ]
A, 0 TG v 57 S 2 o DA i A5 T 2 R e AL I I
25 7 At v T ECHE 0 %85 B BT ME TE R B, R Se g
% 368 3o 398 o0 A o 2 0 B TR AR A A AR T A 8
Tob AR HU S B R DG AR B Sk B ik 5 SC R

A P WY RN M BE 43 A K 9] . DDES-UE J5 &
A DL SIS A ) B SR T, LR R 8 B i
DU 5 30 A T 500 F 0 25 i B AR TR B R E
A TF R S I S R BOE K S D AR TIE B 1 RE 2k T
FAE SR, ARE TG R KNy B L ) B0 B0 = B0
SR BR BE L bR KT T 1 A i SR TE B LA B Elligator2
BRI T 0 3R WS 1 R RS A ) 2 4 SR R Y G
B DR 2R AR R AT AR AT A P T R A ) 46 R
AR P i BN T TR RS R S L A S R
o] B AR A T 4% SR B 484 1 = A2 A IR 55 2 B T E 53T
B Rk TARRB IR AN ST 2040 X = 858 T DLk
Jhit He Ay B 1) L SO O vk DA B X e T %
SRR TR AR L, O 2 — 25 b g o L5

(4 I 2 A7 il R AR I BR SCH
Z % x M
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