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Abstract

Code encryption based on path branch obfuscation of equal condition can make the key be

apart from the encrypted program., so this encryption can oppose static and dynamic programming
analysis method at the same time, but it can’t be used with branches controlled by other comparative
relationships. In this paper, using lLagrange interpolation method to produce input-preprocess
function, we not only resolve the uniqueness problem of key which produced by multi-inputs of the
branch, but also preserve the security of obfuscation on branch conditions, so the conditional code of
multi-inputs branch can be encrypted. Using the method which resolves the uniqueness problem of
key, code encryption based on equal condition branch obfuscation can be extended to branch of
greater-than and less-than condition branch, and complicate condition branch formed by blending of

interval condition and equal condition.

Key words conditional code encryption; path branch obfuscation; Lagrange interpolation method;

multi-input branch; code protection
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Prefix Search Prefix(a,as***a, b1b,**+b,)
{
for (int k=1;(<n) & & (a,=0b;);
k++)
if (k=n+1)
return {a,as**a,;
endif
endfor
if (Cagapiisra,=000) & & (bbyiib,
=11---1))
if (k=1)
return { * };
else

return{a,a,**a,— };

endif

endif

PrefixA = Search _Prefix (ajiiapis=ra, 11
1)

PrefixB = Search _Prefix (000,041 D45 ***
b,)

return{a,a, *=*a;,— 0+ PrefixA,a,a; *ra,—11
+PrefixB};

}
1.2 {REBHEIE Hash %
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Fofioi(arayra;—) =T (Hash(a,azra;—1)), H
o T S MR R, B FE Hash 85 R 19— (7.
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Size of By+padding size |if (Hash(x)=Hash(4))
Y=x;
Skey=keyGen(Y);
if (x=A) Decipher(Skey, | Size |);
By, Ey
(Conditional > ((:I::)ifiri{iiﬁ
Enc(By;, Ske
Code Block) (Bw, Skey) Code Block)
endif NOP
NOP
Encipher(Skey, | Size |);
endif
Fig. 1 Example of conditional code encryption
K1 SRR N s & K
[[if @=a) | [ if(=h) | if (x=a)
CodeBlockl; if ((r=a)]|(v=b))
CodeBlockl ]« f--—- endif «---]  CodeBlockl;
if (y=b) endif
CodeBlockl ;
endif Compound Condition
Duplicate Condition Code Copy

Fig. 2 The process of duplicate condition and compound condition
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if (x>8 && x<16) S$={00001001, if (isMatch(x,(Enc(S)))
CodeBlock; [9,15] 0000101%*, CodeBlock ;

endif 000011%*} endif
Condition to Interval Get Prefix Replace Condition with Prefix Match

> >

Fig. 3
3

>

The example of branch obfuscation based on prefix-preserving algorithm

T RE R Hash I 120 AR R A
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Bl true B false, true #n x W B T4
1 false FoR o ANl 125 32 5% AF.
bool isMatch(x, HS)
{int encPrefizofInput =encInput(x);
int tmpFlag[32]1=1{0}stmpFlag[0]=1<K
31;
for(int i =1;:<32;i++){tmpFlag[i]=
tmpFlag[i—1]1(1<<(31—1));})
for(int j =037 <<Numo fES;j++)
{tmpLen=FES[j].prefixLen;
tmpPrefix = encPrefizofinput &.tmpFlag

L= [] -5 =

(x —x)(x —x ) (x —x;, 1) (x

[tmpLen];
if (tmpPrefix = ES [ ]. prefix) {return

true; |

return fasle;
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hsa=Hash(a);
hsb=Hash(b);

/ /

I
keyso;;(rcei:kinpgtPlécess(inpu)t? ; E obf cond(x,y, salf) {
int a;string b; Zec;fez e%)(i e{/ :n ey S())ch o if (Hash(x)=hsa)
if (x=al|y=b) ecipher(secretiey, size ' inputNum=x;return true;
Ca Enc(skey, size) Ey ! else if (Hlash(y):hsb)
(codeblock) [[~~""""777°" """ (Encrypted Code) T input=fourbytes(Hash(salt, ));
: return true;
endif Encipher(secretkey, size) else return false;
endif endif
endif }
(a) Example of compound condition process
l__________________________________________"‘
ntx: Fo-ooe-- if (obf_c_a(x)) obf_c_a(x)
if (x=a) L ‘ A if (Hash(x)=hsa)
goto E] : keysource=inputProcess(inputNum); inputNum=x; return true;
endif secrjetkey=keyGen(ke}/source); else {return false:
decipher(secretkey, size) endif
] Enc(skey, size) Ey }
T:Py(Plaincode) [~~"~"""""7 T (Encrypted Code)
Encipher (secretkey, size); obf_c_b(y)
inty; endif U
if (y=b) if (Hash(y)=hsb)
. - . inputNum=y;return true;
efdif [7] if (0bf _c_b(y)) hsb=Hash(b); else {return false;
endif

—> Execute Sequence

> Equivalence Relation

(b) Example of duplicate condition process

Fig. 4 The process of compound condition and duplicate condition

& 4

R SURIERCE S U B by

1
S=Prefix(l,m)={s,, $,,55,°*, 5}
ES=Enc(S)={es,, es,, es,***, es;}
R={ri,ry, 5,0, 1, r=rand(),i=1,2,, k

1 (OO o] <

inputNum=x|R[ret];
keysource=inputProcess(inputNum);
Skey=keyGen(keysource);

if () Decipher(Skey, size):
B, || Frewher(Sheysize) | ] Ey
(CodeBlock) (Encrypted CodeBlock)
endif Encipher(Skey, size);

—> Execute Sequence endif

| Obf cond(x)
! {
! ex=Fh(x);
i for (i=0;i<k;i++)
i len=(es;).Length;
i if (len_bit prefix(es)=es;)
| ret=i,return true;

endif
endfor
return false;

1
i

» Equivalence Relation

Fig. 5 Example of interval condition pro
P 5 DX R 43 3T Ak BN 2

cess
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keysource s SR JG 1Hi i keysource A WU % A8 key ,
T key BEAT S5 AR AR Y fift 25 F1RE U N2
33 ERXAEHSTHEFHRBME

H 85 T 2% R R X ) 25 7 3 32 R S8 Ly
eI b 2R SR B TR VA 28 5 X A B A A R A
PR S BE AR 2% A 2 A TR W T 5 5 B 9 A s ) 2 T
T 0 A AN FEAS S AR R AT B A g A Kb B (E R T
PRAUE A > BEAR 2% 1 70 FL i A A5 45 1R BB D LI Y
i AR A SRR G — R S TR (e =a)

WG N if(isMatch (2, ES) RS T 40T,
isMatch B48 K {return memcemp (Hash(x) ,ES,
hashLen) s}, i ES &y a 19 Hash i ; 4% F 45
if(x =a) W% AL BRPRECH inputProcess(x) , 5T
2T T Y inputProcess PRECNARAIS AT .

inputProcess (x)

{

if (x is interger) {return x;}

else {int rmp =Hash(x);
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return firstFourBytes (tmp) ;)

}

A A8 5 Ay SCARAE T B A in & AR L
R EEME 6 s,

D RS2 s 5 A A () &8
Cep ey =Cen &8 [ Coyy & &oci) HBHE A5
PR A5 R FEAR S5 M S8 B85 & UM B & A Bz
BRI Ceyy &8y || Cen & &cu) || ey
&8y Hirh ¢y FRORBEA G AT 10 TC B2 A B 1Y
iz 85k —H W group[0]=1{ciisci2}»group
[1]={cosco}tsgroup[2]1="{cs scy I 3 4H.

2) W4 HARAF i (Cery @i o) || (oo ReBics)
| Cogr & 8ucsn)) B REASFEA AT HEAT IR WG IR IE IS
M4y 7 &k if GsMatch (x4, »ES ) & & isMatch
(12 sES1,) || GsMatch (x4, ESy ) & & isMatch
(x4, -ES,:)) || GsMatch (x4 » ESy ) & & isMatch
(x5, ,ES3))).

3) X RS FEA G ¢ o3 BT A A4k
Mo B, I8 N inputPrecess [i ][] ] & BR
inputPrecess[i |[j 104 3 i H N Y, srandA b
—BE DL B B IS R, = randA — Y, B R
inputPrecess[i [ j ]=inputPrecess[i][j ]+R, , N
&k 5 B A7 3 AR 2% 4 19 T Ab B pR X input Process
i IO 1o e ok A A5 260 C Rl LY 73 3k
AAE I, T4k 1 ok £ 0 BUE S rand A

4) TEIRIR J5 5 2= S A AT ) 4 RO 3 55 4
MRS BB B 1 HBE R true 1955
PFARBEES @ AR 512 BAEA true, W B AL
B MR E - R E 400 S5k
PEIEAT 73 S 5 R B b A5 €L T R IR
input Process[i J[j 120 5 2% 73 325 01 4 i i 3 550 R
B R 2 [ J05 10 inputProcess 1 1[5 1935 Z
B ATHE RN randA HH rand A T8 FEH 58
J5 A Z AT AT i 2 A 2 N

obf cond|31[2]; inputProcess[31[2];

______________________________

obf cond[31[21={0bf ¢y, 0bf ¢y, *+-,
obf _cy, obf cy};
inputProcess[31[21={inproc,,, inproc,,,
s+, INProcsy, inprocs,} ;

cl=rand()%2;

it (O eond]) <

inputNum=x[ret_gllcll;
keysource=inprolret][cll(inputNum);

A4
Obf cond(x[31[2])
{ret g=—1;
for (i=0;i<<3;i++)
for (j=0;;<<2;j++)
if (obf cond _funclill j1x[i1[ /1)

_ . continue;
if ( (cn&&ep)ll(cy &éeeyy) ) Skey' keyGen(ke}')saurce) Y _ else break ;
ll(es1&&cy) Decipher(Skey, size); ondif
Encipher (Skey|size) E,, endfor
By | B e (Encrypted CodeBlock) if (j=2) ret_g=i;return true;
(CodeBlock) endif
- Encipher(Skey, size); endfor
endif endif return false; }

Fig. 6

Example of complicated condition process

Kl 6 S2IR %o SO R BRI

3.4 HBELIEAE
R I A R — B 2RI A A
A5, ) 7E ff 25 0 2 YRN8 /Y 3 B R R S AT N i 5B

A B A [ 20 15 D) 2 S5 B0 Ak 86 5 5L o e AT 1 B
AN AT B R A SR T I B X8 i figg 4 584 AT
[ 2 figt s R VR A R A S XS 1 50 40 W o 2 AR

if (OBF_Condition) ---| Decipher(skey, size) . Encipher(skey, size)

Y=Calibration(x,, x,, x;3); | | { ! {

Skey=keyGen(Y); ' EnterCriticalSection(&cs) ! EnterCriticalSection(&cs);
| Decipher(Skey, size); l(_ |2 ysedCounlJrJr; ! ysedCounl**;

if (usedCount=1) ! if (usedCount=0)
Ey decrypt(skey, size); ' encrypt(skey, size);

(Encrypted Code) else ' else
NOP re.tum 0; i re.turn 0;
NOP endif H endif
| Encipher(Skey. s12¢). |(_ 1 LeaveCriticalSection(&cs); | LeaveCriticalSection(&cs);

P », size); K return 1; | return 1;
endif | : }
1 1

Fig. 7

The encipher and decipher example of multi-thread code
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AR TE T A SR DS 5 A SRR R o A
W EAER ] B Il X

[RIRE L A 2 U % (9 o A b o E A 5 XS B e
A W B T s A A 2 A T v 2R TR AR
PSFEAT 2 YN s T SR, D) 8% ek K B 4 0 (o], GR
H e B X A B R AN 1A 7 R

4 S5 IE

4.1 S HAE IR A E 0= E

Y AR SCHR R 0 AR n % 2 BT o S AR R IR
Vo DR OB ) R0 25 [R] A T FE AR R A T S R &
PR B R TR Y.

TSR N B Bk T R Y A A A ), AR SR
AES-128 Jin s 5 2 X 45 4 AR 34 47 %% . AES 5.
PR AR G g e R AR B obj SCE S A TR
58 807 B; IR inputProcess PR i #8 £ B & =

WHGE NS HUG % RECY 575 5 416 B, LR 5E.
P B 50 34 AR i 28 BT A B AR S L R
W o R BRI 1) 43 SRR &, B A S Y
e 2 [k /0. 53 A0 o TR A A S A T A
A 2 X R B0, T 28 i 2 g 0 A
PRI, BRI B AN 43 S A% 1R Rl o I A DT B 2
30X 4-+83+83 =283 B. Bl X LA™ X [H] 2% 14 #4) 1 119
533 X5 m A Gr SO AR AT N L B A
SCERAT B AT Jin 2 5 BETH AR 283+ (416 +58 807) /m
TS ELMERIE m DNE RSN, BB E 4
FAF R = A FEA F AR B, W R A 5 44 50 ST 401
FE 120 X k4 (416458 807) [m 15 By 23 ] FH T AL AL
.

LYK 2 B 8] 7 #E , B A9 FE £ EAE T AES128
— YR i 5 00 IR, B OSF K AR A Sy LT kR
0.003 3 ms (1 10 000 Y& AES i %% F1 fitt % 14 #&
32.8 ms Hif [B] T 55 45 1) B figk 2% B )

Table 1 Consumption Data of Time and Space

RN FER R E 0= E R

Properties Branch Shaped with Branch Shaped with Single Branch Shaped with
Types Three Equal Conditions Size Comparison Condition Six Basic Conditions
Number of Branches m m m

Per-branch Average
. . . 59223/m
Space Consumption/B

Per-branch Average
o _ 0.003 3
Time Consumption/ms

59223/m+283 59223/m+120X6

0.0033 0.003 3

42 SHMmMEBHERLR

Sharif %5 1 W& T 3T 70 SO AR B 19 U5
fifp 5% 7 vk S 3B 43 SCAR AR VE S5 BT B GG 5 3 ot
315 3 A SN e 5 91 A 1 X B 26 T T R B
PR 73 2% 1F BUIE D 0 A A e Jag A 10 3 2. B
HH LA A T 6 5, T 03 S AR PEIR W AL
7 ¥ RE S A X B i 2 R B AR R i

TEHE T 00 SR IR W B0 AR 8% F 52 05 1 B
T Sharif 785 T4 T 2 (F IR ¥ B AR I % 05250

WA A WESE. 5 Sharif B I0%E 7 24 B A 3¢
P BT IEAE 2 A T7 T RA L

D) 48 Sharif #9777 % W3 T A AFY R E T X [E
SRR e A5 L B A TG 1 i A 5

2) Xt ZA G T A 2 32 AR SCHR I 7
TR AR S T 1 4 T AR o A 23 T

L5 LTk A SO G R A i 7 ik A k]
23 (G AR L AT 1 32 19 5 oy T i o R ) 3 i SR
VA KU o 45 0 i A RS B 50 4 X 0 306 18] 20 TR it

Table 2 Comparison of Different Methods
R2 MEHEREIE

Method of Encryption Time Consumption

Space Consumption

Key Concealed Application Range

Sharif Method Time of Single Er%crypti(m
and Decryption

Time of Single Encryption
Our Method & . yp
and Decryption

Methods That Are Not Based Time of Single Encryption
on Branch Obfuscation

Cipher Algorithm

and Decryption

Cipher Algorithm

Cipher Algorithm

and Polynomial

. Conditional Code Shaped with
Concealed e
Equal Condition

. Conditional Code Shaped with Equal
Concealed . . . . . N
Condition and Size Comparison Condition

Not Concealed Almost All Code
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N T3 1 RE A S PR A, ELEAT LE B B AU R
P IIHE.

5 & it

)

B T 03 SR AR VA B A PR I T o i
O SCAPERY T LR BB AT [ IR R 2 SIR V8 B
O3 SR AT o AT B 2 B AT RO R e AR O ML R g T
MESE . i TR B A AN 0 SR R R R AE— R, K
A TR 4 2% PF AR i 7 23 2 DY T B 1) i AT A 2
AT 308 3 43 S A T AT S L R A L S A
705 D) A0 2 3 EOAR B R L 7 A AN AT IO A B R S B
PR Is AT k. B JE T 00 ST IR R 1Y 25 1 AUAS
fift e HAT B W R B 3 A ROR  (HL 2 24 i F 5 A
RETESF T 450000 3¢ 1 92 Bz 2 I 4 7 5, B R s R
il 7325 1 AP A S e R o i A T A B R K
XHEA A IE 0 i AR 73 SR AT AR B SE R T 2
AR ST R o3 Sk 7 A A ME — PR A A R 7
W AIIZTTE M 2 A5 T A 2y M iR
SEAEACHD 23 ST A5 AF AU o BE A7 T A4, 08> T
Tl s Xk 2 8] A9 38 #E 5 DX 1) 4% 1F o S {6l 2 1 O B I
Z3N A Hash pR ) 73 SCIRVE O7 TR 04T 7 S5 AF
TRVE A SO o 80 DX 1) % 7 1 iy 48 48 5 2R i A
PAL B R SEBL T IXCI8] Z5 P 03 ST T S A
7 A ME— PR BB B Y T7 35 - DU X DX [8] 26 F J0 SC Y 2%
PR BEAT I8 o Je ok 28 7 X[ 2% 1R 524 T
(52 2% S5 R 03 SCHE AT A B, X320 SC TR AR 2 B T Ak
T3 SN 7 A M — PR RS B 1 T i 2R 2% AR AR
T AT N i DA b Ab BR5E T T4 SR IR
VB B 2R A AR o 3 A T 25 A 23 S8 X ] 26 73 52
S 26 0F 0 SCH YT I 4w 1 AR PR 47 ) T L L 3
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