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Abstract How to use artificial intelligence to design high-intensity cryptography and make crypto-
graphy design automation is a long-term goal. Chinese scholars combine cryptography with evolutionary
computing, independently put forward the concept of evolutionary cryptography and evolutionary
computing method for cryptography design based on the idea of biological evolution, to obtain variable
gradual cryptography that reduces the magnitude of search space required for attacks. Research shows
that evolutionary cryptography has achieved practical results in symmetric cryptography, asymmetric
cryptography, side channel attacks, and post-quantum cryptography: more than one hundred good S-
boxes (8 X8) can be designed in one minute, and some of the cryptography indexes reach the best
value. For typical post-quantum cryptography NTRU, evolutionary cryptography attacks are expected
to reduce the key search space by 2~3 orders of magnitude. ECC security curve produces a base range
that exceeds the curve published by NIST, and new curves have been found in the range of curve
published by NIST. Evolution cryptography has some characteristics of artificial intelligence
cryptography. Further combining with quantum artificial intelligence, it has not only obtained the best
index of quantum computing for deciphering RSA, but also exceeded the theoretical maximum of IBM
Q System One™ with Shor’s algorithm and the maximum scale of Lockheed Martin with quantum
annealing to decipher RSA. In addition, the original research on the cryptography design was

proposed, and the original research on the cryptography design based on D-Wave 2000Q systems was
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completed, which is expected to quickly produce a series of suboptimal solutions, achieve the function

of one-time one encryption algorithm, enhance the security of cryptography system.

Key words evolutionary computing; evolutionary cryptography; quantum computing; cryptography;

quantum artificial intelligent cryptography
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Fig. 1 Relationship between cryptosystem, cryptographic components, and mathematical problem
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Xt T2 B S -6 T AT A B R
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WG FPRE A A e R A SR 8 R AR A A
PERERAR Y S & 7F — 2 B B 1 42 i Wi SRl 2R Al
SAHE 5 SR T e DA AR D A7 1% 208 485 5 Wi A T 35 % B
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H 5 X FEAK 8 i (reduced-round Serpent) 1£ ik | {F
B SCHGE RARB s E AE JF HE &Rl T
1R B AL AR 150 T 38 AP A e 1) B8 2 AN 58 4 AU
(18 AR AV 2 s 2 AR 6 A T 2 B o A 3 L AR A

2013 4F McLaughlin 5 AF| JHBL LR K 57 k48
X T S WAL R, X S TR AR
e e DU A L IR T 11 4
I B — A3 By Mo O 25 B HOAT AT 2 R0 B S0 i B
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M SO RN T A BRI Y 22 2R AR AR
[ 7= A AT RE % B TR 19 # 3 S-DES #4117
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heuristics) 47 I J& 38t & 5235 X S-DES #E 47 % i1 43
BT 52 56 3¢ B 33t A% 03 1 (9 PR BB L B BLA R 2227
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3.3.1 W&

JT51) 25 2 2 A 2 1 — A 4 57, BT AT
Xof 0 4 B B F 98 LR FE 4 AR B B S LA
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A ST U A v Y N L 9 B A R A 2 R
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B R SR A P A B AR R B A T —
) X 540 o B 22 4

2018 4B BE A8 47 L K 2% Krishna 28 AN 7E
XUHE bR IF A& B S 4 R 5 2 i R A
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A S ICHE P 358 1% 550 15 1 25 B A R L AR R Rt G R
14 %5 BH UL LA S 2 it 1 2 SCAS SR AT I, DA U S
3.4 NTRU #i¥
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FE PR AT 5 3) AL B & T A A F R EAEH R B0
1 IR A IR A AR i iR 3 A P 2 BT s
e SEVE A R AN A 25 ], 08 1 3 S5 4 i A
A T AR AR 5 4 B0 a8 45 55 2.

TUR A5 R R W] A A A LB NTRU %64
A, AT AREAR 2 A R 25 | 2~3 e g, Hg
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Iﬁzﬁmﬁéa@ﬁ%mﬁ%a@ﬁza,zaﬂszrﬂ%

Yeifi NTRU (952 BURLAS , W 5% [R] 5 R % 45 & 15 Ge
NTUR it Jy i o an v 8] A 8 2 A% dods 55 98 4
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ZIAVEE X8 2R 25 55 e B KL S R B L s AT Bk
5 — AR RE LA B — 5 09 A SO f e e
NTRU 48 2 %5 1] Fifi F A5 o 46 48 55008 K 2 48 B
K, Br AT ZEA i B R BRI P) Ga Pl RE L 2 B K.

2016 4 3 HENE R Agrawal Fll Sharma 43 Jil i
FHSCRE A A 315 CACO) FORL B AL AL 5575 (PSO)
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NTRU 3£ B #H H 8 B SO AL 572 CACO) FkE 7
L AL S (PSOY AL G 1) NTRU S ¥ 3 B 3 Jin
T4 A3 9k 34.65 % F1 41.31% 446G (9 NTRU
SR R R R T

2016 4F Agrawal 1 Sharma 7£ {# UE 8 I i [8]
SEIRBER NG BL R, i T8 AL B 1 (GA)D L BURE 5Tk
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50 25 SR 3 B L RO 1 At Y AR SR 0 i DR R SR
HEATOE AL, NTRU 9 & 2% 5 e m U, A N
O(N log(N+1*) (N HR¥O ., M5 NTRU &
FEEN O (N log N, BBl R 7 B 1
NTRU $2 4t 7 57 5 1) %2 4.
3.5 ECCZREm&ikE
3.5.1 W&

1985 4F Koblitz 1 Miller P37 25 it =% 28 43 i it
7 AR TR R 2 A S AL AL E R PR A
AFRUELL LY, 40 ANSILNIST, SECG 45, fir /A i 1 2
g iE— AT 30 & T ECC W5 1E
FEES B, T EEEA — KB T HOHREN L
AR I E N A & PRl
NIST FrfE £ 15 2% il 25 (H [n] 8512 3 26 b ofi 41 21
22 V)Xo AR 52 Y 4 1) 42 4 o SCIFE AN HH TR] S 26 B0 7E T 4
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HEFE T 15 2%, 1 ANSI HHfEgE 1 2 S i 1A 2 %
MRk 3 A4~ 20 ZUAT L [ #7719 o At i ity £ A
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e 23 A 3 AN BE ) L 1) B ) A ke il 26 2 B IR
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F2 5 BB 1 5K M [ 28042 A N L [R] £ 1 2 Ty b
TP 2 4 A T i 2 DRl e 3 Ak T

E—25, FWN R S NP T — Fh 5L T A %
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SR, AT BRI 22 A il 4 0 B R I A i o i
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SR Pt i 5B WO SSORS FEAR . >4 8 o 7 10 7R oI 3
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T el 3t 4% B FURLRS RIS AR 25 G R SK A% 0-1 %
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time-varying knapsack problem,
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— Genetic Algorithm(GA)

— Evolution Strategies(ES)

Algorithm Based on
] the Principle of
Biological Evolution

— Memetic Algorithm(MA)

— Tabu Search(TS)

Algorithms for
Simulating Biological
Social Behavior

Evolutionary
Algorithm

— Ant Colony Algorithm(ACO)

Differential Evolution Algorithm(DE)

— Particle Swarm Optimizations (PSO)

— Hill climbing(HC)

— Others

Artificial Fish Swarm Algorithm (AFSA)

Simulated annealing(SA)

Fig. 2 Evolutionary Algorithm classifications in cryptography
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Transposition Cipher

Knapsack Cipher

Substitution Cipher

Fig. 3 Research area of evolutionary design in cryptography
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J. Fuller

D. K. Tasoulis

G. C. Meletiouc

Y. C. Stamatioud
K. E. Parsopoulos

J. C Hernandez-Castro |

Jeremy L. J.
S. Stepney

J. M. E. Tapiador
M. Russell

I Meng Qingshu| I Chen Lianjun

Qin Zhongping

F Xi

Zhao Yun

Fig. 4 Popular research team of evolutionary cryptography
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Table 1 Classifications of Relevant References on Evolutionary Computation in Cryptography

R1 EFHFRLTEEXXEHKSE

Publishers Numbers Sources
IEEE ” ICCIMA-99(1), S&P-00 (1), CEC-03 (6), CEC-04 (1), CEC-06 (2), CEC-07 (1), ICEEC-04 (1),
ICCIS-06(1) , WiCom-07(1) ,ICHIT-08(1) ,ISA-10(1) ,ICISA-10(1) ,SERA-10(1) , Others
Sori 24 IJCSNS-07(1), FSE (1), GECCO (1), ICCS (1), ICICS (1), New Generation Computing (2),
pringer EUROCRYPT-98(1) . Others
Citeseer 11 PhD(3) ,IJCSNS-07(1) ,ICES(1) , Others
Elsevi 7 Applied Mathematics and Computing(1) ,Chaos solutions &. Fractals(1) , Information and Software
wsevier Technology(1) ,others
Arxiv,org 5 IJCSIS(2) , Others
Taylor &. Francis 8 Cryptologia(8)
Others 28 Electronic databases of various universities

Note: The numbers in brackets represent the number of papers published in the corresponding journals.

The full name of Journal:

ICCIMA—International Conference on Computational Intelligence and Multimedia Applications; S&P—Security and Privacy; CEC—

Congress on Evolutionary Computation; ICHIT—International Conference on Hybrid Information Technology; ICEEC— International

Conference on Electrical Electronic and Computer Engineering; ICCIS—International Conference on Computational Intelligence and

Security ; ICISA—International Conference on Information Science and Applications; ISA—Intelligence Systems and Applications;

WiCom—Wireless Communications ; GECCO—The Genetic and Evolutionary Computation Conference; [JCSNS—International Journal of

Computer Science and Network Security; [JCSIS—International Journal of Computer Science and Information Security.
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CEC J& 4 {if Vi Ak 11 550 430 35 5 R e 5% ) )
8 [l B 2 B8 T8 AR L 2 AH O Y18 S0 F2 Bk R A CEC
LI RS 9% TEEE T J& B9 Evolutionary Computing
WPk 5%, 32 TEEE Computational Intelligence Society
F Evolutionary Progamming Society %, CEC M
1999 4R TR BEAR 2847 — IR, 2 W A L 46 E AR L 4
N Z BARAAL oE AR 1 kAR T35 PR e 2 N T
RE T3 e 0 T 1 22 A 0F 55 S0 88, T8 A 2% 5 22 4 i
TR RE A TR 1Y ) FE R T s

Wik 52 % 2 1 GECCO 1 PPSN ti#8 2 A T
BRI AT 2 W 7 Y B2 1, (B E AT AR A sk
B 2 AH 2 A8 3.

6 EUFBIEFTAITRZHHRE

HALBEMOARET 20 248,88 THEXAR
Blrea 2k gm b0 H A G0 H S LS R I A
DT 20 ZA 00 D3 B L 76 4T Bk 5 AR X FR 2% A 3
WA 7 A A0 00 T 5 R L A T AR R 22 A P )
Ak DES % 5% {4 il | 3 fb DES % 14 85 J % 1 &1
PECIN S & P B 5 pR KA 22 4 i B il 26 55D 1Y
Bt A 3 AL Bent bR 405 55 15 bR K09 23 B 5 3 AL
Bt T A o3 B L B I A T A T T AR A
BRI 2 v AT g BB T2 Al AL A
BT T R

Table 2 Summary of Popular Research on Evolutionary Cryptography
F2 BEUTHERARARILCE

Cryptographic

Classical Traditional

Evolutionary

Analysis and . Types of Rcsctarch Algorithm Algorithm Summary
. Cryptography Object
Design HC SA TB GA Ant PSO EA MA
Substitution Ciphers N N N Research Hotspot
TEA N N Research Hotspot
Playfair N Pending Research
Block Cipher
Feistel N N4 Pending Research
DES N N N Research Hotspot
SDES N N Ni N ~/  Pending Research
Cryptanalysis
Others Authentication N4 Pending Research
Knapsack N N Research Hotspot
Diffe_Hellman N Pending Research
Public K
. ubtie fey RSA N Pending Research
Cryptography
ECC N N4 Pending Research
NTRU N < N Pending Research
Design of Boolean Functions N N N N N Research Hotspot
the Cipher
Components S-Box N N N N N N Research Hotspot
Security Protocols N N Pending Research
Summary Sort by Frequency 2 2 4 1 4 4 3 5

Note: ~/ represents the study of corresponding algorithms in this field.

A Je AL B A SR AT AT 3 A7 T -

D) BFXF FHTE AT B %8S 8B 5 i AL
B 5 15 AN 2 75 7 AL G 19 05 23 A e i O 1 A B
oA R AR BT O vk ) — Bl R T BLAE
B A A B — R S B AT I R R

DU o SR 2R A ) 2000 WO AR © A B 1
AT SR BUT 7T LAEEAT R i S AT Bk
9 HE RS BLAT 19 2 B A7 it — 2.

2) WAL TSR] LSS 5 © A 00 A% 00 A 7 2k A
Ak, X% e J7 vk R AT 1 i L O RS o3 BT AT T
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