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Abstract As the opponent of image steganography, the image steganalysis is to detect the secret
message in images concealed by steganography algorithms. Recently, state-of-the-art JPEG image
steganalysis schemes are changing from complex handcrafted feature-based ones to deep learning-
based ones. Although the deep learning steganalysis for detecting JPEG steganography achieves great
advancement, there still exists room for improvement. As it is verified that side information could
promote the steganography detection accuracy, we seek the method to further improve the accuracy of
content-adaptive steganography detection in JPEG domain from the perspective of side information
offering for the deep learning steganalysis scheme. The proposed method utilizes convolutional neural
networks to generate reference images from the input data. And the reference image is treated as the
side information for the deep learning-based JPEG image steganalysis model. The proposed method
can be pre-trained or trained together with the steganalysis model. Experimental results on classic
content-adaptive steganography algorithms in JPEG domain named J-UNIWARD and JC-UED verifies
the proposed method could enhance the detection ability compared with the deep learning steganalysis
model without the aid of the proposed method to a certain extent. The proposed method could boost
the detection accuracy for deep learning-based JPEG steganalysis model by 6 percentage points at

most.
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Fig. 2 An image and the corresponding embedding probability map
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Table 1 Configuration Details of Reference Image Generation Network

Rl SREGENRENSHAT

Layer Input Size Output Size Kernel Size Process
a X (bXce) a X (bXc) n X (h Xw)Xs

L1 1X (256 X256) 16X (256 X256) 16 X (3X3) X1 CONV-BN-LRelLu

L2 16X (256 X 256) 32X (256X 256) 32X (3X3) X1 CONV-BN-LReLu

L3 32X (256 X256) 64X (128X128) 64X (3X3)X2 CONV-BN-LReLu

L4 64X (128X128) 64X (64X64) 64X (3X3)X2 CONV-BN-LReLu

L5 64X (64X64) 128X (32X 32) 128X (3X3) X2 CONV-BN-LReLu

L6 128X (32X32) 128X (16X16) 128X (3X3) X2 CONV-BN-LReLu

L7 128X (16 X16) 128 X (8X8) 128X (3X3) X2 CONV-BN-LReLu

L8 128X (8X8) 128X (4 X 4) 128X (3X3) X2 CONV-BN-LReLu

L9 128 X (4 X 4) 128X (8X8) 128X (5X5) X2 DECONV-BN-LReLu-ADD(L8)
L10 128X (8X8) 128X (16 X16) 128 X (5X5) X2 DECONV-BN-LReLu-ADD(L7)
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Continued (Table 1)

Layer Input Size Output Size Kernel Size Process
a X (bXc) aX(bXc) n X (h Xw) Xs
L11 128X (16 X16) 128X (32X 32) 128X (5X5) X2 DECONV-BN-LReLu-ADD(L6)
L12 128X (32X 32) 64X (64X64) 64X (5X5)X2 DECONV-BN-LReLLu-ADD(L5)
L13 64X (64 X64) 64X (128 X128) 64 X (5X5) X2 DECONV-BN-LReLLu-ADD(L4)
L14 64X (128 X128) 32X (256X256) 32X (5X5) X2 DECONV-BN-LReLu-ADD(L 3)
L15 32X (256 X256) 16 X (256 X256) 16 X (5X5) X1 DECONV-BN-LRelLu-ADD(L 2)
L16 16X (256 X256) 1X (256 X256) 1 X (5X5) X1 DECONV-BN-LReLu-ADD(L 1)
Note: a is the channel of the data, b is the height of the data and ¢ is the width of the data. Besides, n is the number of the convolutional

kernel, & is the height of the convolutional kernel, w is width of the convolutional kernel and s is the stride for the convolution.
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Fig. 9 Data sets for the experiments
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Training Strategy Combine Channel 507 075 2 19 B 5 23 A B BLAT dae v 108 4G 0 4 Ay
Together 83.45 49.30 O, AR SCXT EE 5236 R FH Combine 7 R4 £ 8
Pre-training 78.75 80.16 G A BB Y ™ A 1 2 IR R 5 1 R DU R 45
Note: The bold numbers are the best performance in experiments. K FH Together Yk J5 k471 2.
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Fig. 11  Detection accuracy comparison between J-XuNet and Reference-J-XuNet for J-UNIWARD QF75 and QF95
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Fig. 12 Detection accuracy comparison between J-XuNet and Reference-J-XuNet for JC-UED
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Table 3 Detection Results of Proposed Method and Prior Art for J-UNIWARD and UED-JC
R3 AXFEEMRNEEENTFARBREEEZNHMNER %
Embedding QF75 QF95
Detecor
Method 0.1 0.2 0.3 0.4 0.5 0.1 0.2 0.3 0.4 0.5
Reference-J-Xunet 57.352 66.357 74.512 81.867 88.508 50.88 53.49 59.176 63.718 65.802
J-UNIWARD
J-Xunet 54.438 62.246 72.026 76.205 81.572 50.52 52.838 56.544 59.089 64.024
Reference-J-Xunet  76.966 86.024 90.916 92.472 95.486 56.296 64.762 72.478 77.378 81.236
JC-UED
J-Xunet 72.544 82.388 87.044 90.604 94.096 55.146 62.644 65.904 75.838 76.984

Note: The bold numbers are the best performance in experiments.
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