HEILTR S KR DOI:10.7544/issn1000-1239.2019.20190393
Journal of Computer Research and Development 56(11). 2339-2348, 2019

—HETHREARBTEREFERNTT A

AT IXE BRA TR
PR R A LS F B EORERE dbst 100044)
POLR SRR A S EE TSR dbat 100044)
SRR R M HRDESE B bt 100876)

COE RIS Y SR B Fs dEET 100029)
(ly_s8020@163.com)

A Method of Extracting Malware Features Based on Probabilistic Topic Model

Liu Yashu'?, Wang Zhihai', Hou Yueran®, and Yan Hanbing'
"(School of Com puter and Information Technology . Beijing Jiaotong University , Beijing 100044)

?(School of Electrical and Information Engineering » Beijing University of Civil Engineering and Architecture, Beijing
100044)

*(Institute of Network Technology » Beijing University of Posts and Telecom munications » Beijing 100876)

“(National Com puter Network Emergency Response Technical Team|Coordination Center of China » Beijing 100029)

Abstract In the current complex network environment, malicious codes have been spread quickly in
various ways, which illegally occupy user terminal equipment or network equipment and illegally steal
privacy data. Malware poses a serious security threat to network and Internet users. Traditional
methods can’t detect unknown malicious codes which is challenged by the diversity and large number
of malicious code variants. We propose an unsupervised malware identification approach that generates
a standardization rule of assembly instructions by analyzing the content of the decompiled PE files. By
introducing latent Dirichlet allocation (LDA), our method extracts the latent “document-topic” and
“topic-word” probability allocation from samples. The topic probability distributions are extracted as
features of samples, which is a new way for malware feature presentation. Then, we propose a new
malware detecting framework to train model and test malware. What’s more, our method solves the
problem that the topic number in LDA model needs to be specified beforehand using the perplexity and

different steps, which evaluates the best numbers of “topics” quickly and automatically. Finally, it

” ““

analyzes the semantics of “document-topic” and “topic-word” aggregating results in assembly
instructions, which explains the latent semantics of features obtained by our method. Experimental
results show that our method is more discriminative, which has better classification results than other

methods, while providing accurate discrimination of the new novel malware variants.

Key words malware detection; latent Dirichlet allocation (LDA); probabilistic topic model;

perplexity; Gibbs
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Fig. 1 Probabilistic model diagram of LDA
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Table 1 Notations in this Paper
x1 AXEAFSHAR

Notation Meaning
K The number of topics
M The number of documents
\% The number of words
Ny The number of words in the d th document
Multinomial distribution of “document-topic” in the
8. dth document,®= (0, )i‘f,l is M X K matrix
Multinomial distribution of * topic-word”, @ =
B (Be)F_ | is K XV matrix
Zd.n The nth topic of the dth document
Waon The nth word of the dth document
The super parameter of Dirichlet distribution, K-
¢ dimensional vector
1 The super parameter of Dirichlet distribution, V-

dimensional vector Dirichlet
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2 BEHERFIENRRK

A REAC T L E a3 ) T 2K PE SO
B AL IC g i 5 AU AR SCE 1 LDA B2 E EA
A B g BRAE R 2 HEAT 3 A VPR IR AE L OF
TR TR AS 1Y 43 2 ) A
2.1 CHEIELHTAE
ARIKAT python 71 A9 pefile 5 B % PE 3¢
1 W F AT BRI Gt S I A 2 T

Ltext: 01027940 nov edi, edi

.text: 01027942 push  ebp

.text: 01027943 nov ebp, esp

Ltext: 01027945 push ecx

.text: 01027946 push ebx

Ltext: 01027987 xor ebx, ebx

Ltext: 01027949 cnp dword ptr [ebpeArglist], ebx
Ltext:0102795C nov [ebpehKey], ebx
Ltext:0102794F jz loc_1027R26

Ltext: 01027955 cnp [ebpeStr], ebx

Ltext: 01027958 iz loc_1027R26

Ltext:0102795€ push esi

.text:0102795F lea eax, [ebpehKey)

.text: 01027962 push eax ; phkResult
.text: 01027963 push 3 ; samDesired
.text: 01027965 push ebx ; ulOptions
Ltext: 01027966 nov esi, offset aSoftwareMicr_3 ;
Ltext: 01027968 push esi ; 1pSubKey
.text:0102796C push 800000020 ; hKey
Ltext: 01027971 call sub_101C020

Ltext:01027976 cnp eax, ebx

Ltext:01027978 jz short loc_1027992

Ltext: 01027974 lea eax, [ebpehKey)
.text:01027970 push eax ; phkResult
Ltext:0102797€ push 3 ; samDesired
.text:01027980 push ebx ; ulOptions
Ltext: 01027981 push esi 3 1pSubKey
Ltext: 01027982 push 800000010 3 hKey
.text: 01027987 call sub_101C020

.text:0102798C nov esi, eax

.text:0102798E cnp esi, ebx

~text:01027990 jnz short loc_10279E6

Fig. 2 Disassemble example of PE file
K2 PE SCH AL %R 1
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PR EERERAERS (5 17,820 .6 D F A7 K B I B AE
A7 5.2 00, T AN 2R 25 B A AR AR, 3 AT KB
A ERVE RS B 8 A 5 B 90 0. BRI, AR SC ik
3K AR ERAE . # W push— pus, mov—
mov,call=>cal,je>je_(_ FIRTZH) %,

2) HRAEBARUEAL

@O 2Ffrar. B TAHAfEMBPF R Z,H A
8b,16b LA K 32 b =R M T A48 AN eax, ebx,
ecx,edx, esi, edi, ebp, esp 5¢ 217 o 1 HE L 1325
ax FRUEL A r16;5al BRifEIL A rg8™ .

@ WAF. FrifEL N MEM. N[ eax ], [edi +4]%

¥ MEM.

@ 7 BV AR UELL S VAL, 41 0,5A4Dh FR A
VAL.

@ P84 8 AP 1 2R G 1 R B 38 S R
A 38 98 B P9 D “ call sub_101C02D” Bt #1
JEAk N “call sub”.

© Bkit4a 4 5 MEVERL a0z short loc_4023E7”
B 5z loc”.

2T AR RRAN B AR A RS AR B

Table 2 Example of Standardizing the Assembly Instructions
®2 CHIBLCHELTH

Source Code Block

Standard Code Block

push 70h pus VAL
xor ebx,ebx xor 132,132

push ebx pus r32
cmp eax,ebx cmp r32,132

mov ecx,[ eax+3Ch] mov r32. MEM

add r32,r32

add ecx,eax

jnz short loc_1018887 jnz loc

W50 S48 A B8 S — A1 7 8 3 TR Y
J& MD5 & 0C1BF77A51B6308D62F0743C3B1 A9FF1.
SAF3EF67 BIREAS , 28 113 4 45 4 FL WA ) | 42 B
“a] 7R AT 45 R

pus oth,mov ebp oth,sub esp oth,cmp mem oth,je oth,cmp mem oth,mov eax mem,jl
oth,cmp mem oth,je oth, pus mem,cal mem,mov mem oth,tes eax oth,je oth,mov edi,
inc oth,add eax oth,cmp mem oth,jbe oth,lea edx mem,pus oth,move eax mem,tes rg8
oth,pop oth,pop oth,lea oth, ret oth, move eax mem., tes eax oth,jns oth,inc oth, pus
oth,and ecx oth,pus mem,add eax oth,je oth,mov esi oth,jmp oth,mov esi mem,add esi
oth,pus oth,cal mem.jmp oth,pus oth,cal oth,lea esi mem.,pus oth, pus oth,cal oth,je
oth.pus oth,pus oth,cal oth.,jmp oth.pus oth,cal oth,mov esi oth, pus oth,cal oth,cmp
eax oth,je oth add eax oth, pus oth, pus mem, cal oth,jmp oth, xor eax oth, mov mem
oth,je oth,pus oth, pus oth,cal mem,jmp oth, mov eax mem,add eax oth, pus oth, pus

oth,xor ecx oth,pus oth,cmp mem oth,jne oth,cal mem,jmp oth, -+

Fig. 3 Example of segmentation result in the malicious sample
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Fig. 4 Workflow diagram of classifying malwares using LDA model
4 N LDA B8y 8 AR 4 28 TAE R

WHE LDA IR £ 804, f A LDA B fh =
B, pe A Y RTROE 0 A R Y LDA R, 2854 2 N
BRIV R B AL 0 = H L SE T
N e FHECH T LDA A Il 2R,

2) LDA #A5 B Bz FE A 90 4b B 25 2 4 A LDA
MR 25 7= 5 LDA 3 B0 [F) 2 5 10 5 1E B A
i B AR YR TE R L B L B B R BE L M A B I 2k
FEAR T RAAE  FF U253 2 48

3) Ar 2B Bz B BEKE I AR AR 8 2o A AR T Ak
B ARATI G AR 00 R AE B R A A I R A 4 28
L ET B S

3 XWESH

AR P IATAE T T LDA R 5% = A6
Fr A A, IR AE 2 B A2 K T AR SO0y kL T e ik
W 2015 4R Kaggle B0 8200 A 48 Il 25 46 L
AR AN AR 1Y br T b B AR RE AR (R
T PE SO 2 30— oS #E il =R m
“.bytes” T, 75— JEF H IDA I 4 T H A i
B« asm” 3.

FATE FCHEAT T /NEA B0 TE 52 50 7E f 4K Kaggle
BHE AR b, B AL IR — S S iR A (8] dn B AT 6
PEORS T B FEIE DB 70 DR U BUE K B
Bl 7 R 80 MREA L L R HAT K i
BEHLIECR) 80 NEEA I 160 MEEA . 25080, 2 &
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A (SR 30) KE 1 0.969.50F B A SCy 1 X6 %
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Table 3 Classification Results of Every Family
x3 BREDEER

Family Accuracy Recall F1-score
Agent 0.9 0.71 0.79
Softpulse 0.72 0.99 0.83
Allaple 0.97 1 0.98
Mentiger 0.98 0.99 0.99
Adload 0.91 0.86 0.88
Nimnul 0.90 0.86 0.88
LMN 1 0.99 1
Virut 0.98 0.89 0.93
WBNA 0.94 0.94 0.94
Ageneric 0.80 0.66 0.72
Average 0.90 0.89 0.89

MF 3 T LA H LMN R R Rt 28
K0 R 1] LLIK B 100% 5 Softpulse ZE % 1 Ageneric
TGN o3 NG 1 R 3R & X i 2 A4S R% ) b5
WEALBRAERS RO 25 S & L. 32 b ZF a8 S bR 1L A
32, X AR AE AL T 0k TORURS , AR T 43 BT A Rk
IOEVEN

L, AR T G e A AR AL R, DLAE S 1]
i Hiy i BCH P A4 B TR O IE i) S S 2 5 T B K.

A AFAn 32 b FAEA W Z ML T HRR)IT A R
M5 B B 32 b ZF A7 a B AR s ok X BE AR A7 A A
EAX,EBX,ECX,EDX,ESI/EDI DI X EBP 4.
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Table 4 Classification Results After More Specified

Register Classes

R4 FURERBEFEER

Family Accuracy Recall F1-score
Agent 0.93 0.82 0.87
Softpulse 0.94 0.99 0.96
Allaple 0.98 1 0.99
Mentiger 0.96 1 0.98
Adload 0.95 0.97 0.96
Nimnul 0.88 0.96 0.92
LMN 0.99 1 0.99
Virut 0.97 0.93 0.95
WBNA 0.96 0.95 0.96
Ageneric 0.88 0.81 0.84
Average 0.94 0.94 0.94
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Fig. 5 Perplexity curve of LDA model using different topic numbers
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Fig. 6 Probability distribution diagram of Allape family
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Table 5 Probability Distribution of Top 10 Words in
Allaple Family
®5 Allaple RIEH A AT

Topic Top Ten Words Behavior Description

“ire oth”,
“pus oth”,

“stc oth”, .

“bop oth” interrupt return;
. L

application for

The 200th “imu ecx mem oth”, o
Topic “arp mem oth”, privilege level;
“ by oth” exchan'ge Ihf va{yue
“dec oth” of register “eax”;
“inc oth”,
“xch eax oth”
“pus oth”,
“.by oth”,
“inc oth”,
“pop oth”, plus 1;
The 23th “dec mem”, minus 1;
Topic “dec oth”, loop operartion;

“jmp oth”, string operation;
“int oth”,
“cld oth”,

“std oth”
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Fig. 7 Probability distribution diagram of Adload family
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Table 6 Probability Distribution of Top 10 Words in
Adload Family
® 6 Adload RIREEP KRS

Topic Top Ten Words

Behavior Description

“cdq oth”,

“pus oth”, .
. extended register
“pop oth”, ) o
. . higher digits;
and ecx mem”,

Th . . register;
e 7th .by oth”, o
) . replication and
Topic xch eax oth”, ) )
. computing operations;
“mov val oth”,
“q ”» plus 1;
ec oth”, )
. " minus 1;
inc oth”,
“int oth”
“pop oth”,
“pus oth”,
“dec oth”,
“.by oth”, ) )
“ W register assignment
The 32th xch eax oth”, )
Toui . | N operation;
opic mov val oth”,

function return;
“ »
inc oth”,

“ret oth”,
“mov rg8 oth”,

“int oth”

3.4 S5HMAEMLR

1F Kaggle fl CNCERT %4 4 I % 52 56 45
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ST FE.

ARSCAE CNCERT #4846 B 58 il 7 HiAt 3 4% 3¢
Tk 2k S
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FIAR S 5 HAh A 2 Tk A B — B s
TP ARG R BE R N ER 7 PR

Table 7 Classification Results of Many Methods
RT BWAEHHEER

Method Accuracy
Ref [4] 0.938
Ref [10] 0.902
Ref [267 0.935
Our Method 0.940
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