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Abstract With the development and popularization of cloud computing, the security situation of cloud
computing environment is getting worse. Cloud forensics is of great significance for safeguarding the
cloud computing security. The current cloud forensics technology research is at an early stage, and
cloud forensics is faced with problems such as lack of digital evidence integrity, high forensics
overhead and low intelligence. Therefore, an intelligent cloud forensics method based on SDS
(software defined security) and cloud forensics trend analysis is proposed to mitigate some of these
problems. Firstly, a cloud forensics architecture based on software defined security is proposed to
realize collaborative real-time forensics between cloud network and cloud computing platform.
Secondly, a cloud forensics trend analysis algorithm based on the HMM C(hidden Markov model) is
proposed to realize intelligent forensics strategy decision-making and forensics resource scheduling in

the cloud forensics architecture. The experimental results show that, compared with the separate
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network forensics method and cloud computing platform forensics method, the forensics capacity of
this method increases to 91.6% , and the forensics overhead of this method is in between, achieving a
better effect between forensics capability and forensics overhead. This method has some referential

significance for cloud service providers to provide cloud forensics service.

Key words cloud computing; cloud forensics; digital forensics; software defined security (SDS);

hidden Markov model (HMM) ; cloud forensics trend
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Fig. 4 The schematic diagram of forward algorithm
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Table 2 The Results of Cloud Forensics Trend of CFS, NFS
and AFS Strategies During the Attack Process of LLDOS1.0
% 2 LLDOSL.0 & id 2 #9 CFS,NFS 1 AFS =# KB =

BIFEBER

Timeline CFS NFS AFS
22:25:00 0 0 0
22:30:00 0.291656 0.022035 2.056 450
22:35:00 0.255145 0.043 542 3.563 366
22:40:00 0.123624 0.034 636 2.511979
22:45:00 0.588322 0.096 251 8.737096
22:50:00 0.179 844 0.053934 4.448913
22:55:00 0.104 596 0.036 124 2.649047
23:00:00 0.088196 0.028891 1.918483
23:05:00 0.083616 0.025977 1.624 094
23:10:00 0.082 063 0.024 805 1.505790
23:15:00 0.081481 0.024 335 1.458 306
23:20:00 0.081253 0.024 147 1.439 257
23:25:00 0.539129 0.078020 6.885203
23:30:00 0.925703 0.105673 9.685 247
23:35:00 1.452 955 0.210169 20.24073
23:40:00 39.424 84 0.956 483 95.60567
23:45:00 27.29274 0.963 866 96.353 23
23:50:00 18.360 96 0.969 226 96.895 32
23:55:00 66.13392 0.999 568 99.956 46
0:00:00 48.123 30 0.986 940 98.683 40
0:05:00 21.367 40 0.912 350 91.14893
0:10:00 14.654 56 0.941284 94.07271
0:15:00 9.929699 0.958 296 95.79150
0:20:00 9.634 705 0.942674 94.218 59
0:25:00 6.664 675 0.959603 95.92583
0:30:00 2.897037 0.876 591 87.537 38
0:35:00 1.427190 0.717 862 71.504 99
0:40:00 0.770491 0.497 582 49.256 48
0:45:00 1.196 706 0.663697 66.036 84
0:50:00 1.472002 0.792 386 79.035 31
0:55:00 0.885855 0.594 668 59.062 67
1:00:00 1.292 329 0.612 853 60.904 97
1:05:00 1.558 680 0.755496 75.31138
1:10:00 1.929 264 0.760412 75.81352
1:15:00 2.274060 0.763 764 76.157 74
1:20:00 2.165221 0.858157 85.684 74
1:25:00 2.489559 0.851919 85.06009
1:30:00 2.787737 0.845126 84.37963
1:35:00 1.369 624 0.688572 68.549 51
1:40:00 1.753171 0.699 683 69.677 37
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