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Abstract The lightweight cryptosystem MIBS was proposed at the CANS conference in 2009. It has
high efficiency in both hardware implementation and software implementation. MIBS can resist against
classical cryptanalysis, such as differential analysis and linear analysis, etc. It is suitable for the
resource-limited devices in the Internet of things. This paper proposes new ciphertext-only fault
analysis of the MIBS cryptosystem. The attackers can apply a new fault model of Double AND and
two novel distinguishers of Parzen-HW and Parzen-HW-MLE to break MIBS. The experiments only
require at least 72 fault injections to recover the secret key with a success probability of no less than
99%. The method can further reduce fault injections and time, and effectively improve the attacking
efficiency. It shows that the ciphertext-only fault analysis poses a serious threaten to the security of
MIBS. The research also provides an important reference for the security analysis of other lightweight

cryptosystems.
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Table 1 Classical Cryptanalysis of MIBS

F 1 £33 MIBS BRI EEZB ST

Type Rounds Data Time Reference

Collision Attack 10 2115 24832 Ref [10]
Integral Attack 10 26167 240 Ref [11]
Meet-in-the-middle Attack 11 28965 268.46  Ref [12]
Differential Attack 13 261 256 Ref [13]
Impossible Differential Attack 15 2028 2555 Ref [14]
Linear Attack 19 2578 27423 Ref [15]

Table 2 Comparison of Fault Analysis of MIBS
R 2 st MIBS EiRMVEE S T b

Type Assumption Model/b References
DFA CPA 4/32 Ref [19-21]
CFA COA 4 This paper
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Table 3 Comparison of Fault Injections to Decrypting the
Last Subkey of AES, LBlock and MIBS
&3 #Hi¥ AES,LBlock #1 MIBS EBEE—RFTEHANE
P H Xt b

AES LBlock MIBS

Distinguisher

AND AND AND Double AND
SEI 320 124 108 46
GF 114 110 38
HW 288 74 28
MLE 224 92 70 28
GF-SEI 70 86 36
GF-MLE 90 92 34
MLE-SEI 58 92 34
Parzen-HW 68 26
Parzen-HW-MLE 64 24
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Fig. 1 The structure of MIBS
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Table A1  Success Probability of Breaking MIBS Using AND/Double AND Fault Model for Different Distinguishers

Al “H5UER/NE“S5"EETRERX 4SS IFE MIBS %58 85K I E %
# Fault Injections SEI GF HW MLE GF-SEI  GF-MLE MLE-SEI ParzennHW  Parzen-HW-MLE
0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0
1 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0
2 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0
3 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 1/0
4 0/0 0/9 2/13 0/12 0/13 0/11 2/10 1/18 1/19
5 0/4 0/19 1/17 0/17 1/5 0/19 0/13 2/19 1/20
6 0/2 1/21 2/25 1/26 6/26 0/10 1/20 2/17 4/25
7 0/9 1/7 1/28 3/40 1/21 3/26 1/32 3/31 7/36
8 1/13 0/14 3/43 4/50 0/25 1/38 1/30 4/48 2/51
9 1/20 4/24 1/52 4/54 1/37 3/32 3/38 5/56 6/60
10 1/25 2/28 5/72 7167 4/50 1/48 7/55 6/66 9/74
11 1/28 2/50 10/81 8/64 3/48 0/59 5/57 8/85 15/84
12 1/32 2/63 10/86 3/81 1/60 4/69 7/62 9/88 14/89
13 1/44 0/69 17/88 11/83 4/58 3/73 4/81 10/87 14/90
14 449 0/65 16/88 9/87 8/70 5/80 5177 16/94 15/95
15 3/53 3/77 28/94 19/95 6/81 577 12/85 20/98 31/99
16 3/60 2/77 23/97 29/97 12/83 6/89 13/87 28/99 30/99
17 377 1/72 29/98 27/99 10/93 10/94 19/94 27/99 31/100
18 6/76 2/81 26/99 32/99 18/94 14/91 14/94 30/100 41/100
19 3/79 4/81 43/99  42/100 22/96 13/96 25/94 42/100 39/100
20 5/82 1/90 37/100  40/100 17/90 15/98 19/98 43/100 50/100
21 6/87 6/93 45/100  51/100 20/97 18/98 19/98 50/100 52/100
22 10/92 4192 54/100  52/100 18/98 20/100 32/99 51/100 51/100
23 9/93 11/94 63/100  56/100 27/99 32/100 28/99 55/100 64/100
24 12/96 7/99 62/100  62/100 29/99 19/100 40/100 63/100 64/100
25 15/98 13/99 62/100  66/100 36/99 22/99 32/100 67/100 67/100
26 13/97 15/99 69/100  63/100 38/99 29/100 46/100 69/100 74/100
27 26/98 11/99 69/100  73/100 49/99 33/100 53/100 70/100 75/100
28 20/98 20/99 80/100  64/100 36/99 41/100 44/100 78/100 78/100
29 19/99 15/99 75/100  74/100 46/99 38/100 56/100 79/100 84/100
30 19/99 12/99 73/100  76/100 63/99 37/100 64/100 80/100 83/100
31 22/99 23/99  89/100  82/100 65/99 45/100 64/100 89/100 90/100
32 39/99 26/99  87/100  86/100 69/99 46/100 60/100 90/100 91/100

33 29/100 30/99 87/100 94/100 59/99 54/100 63/100 95/100 94/100




2226 HEYIIRR S &R 2019, 56(10)

Continued (Table A1) %
# Fault Injections SEI GF HW MLE GF-SEI  GF-MLE MLE-SEI Parzenn-HW  Parzen-HW-MLE
34 36/100 31/99 86/100  94/100 74/99 52/100 72/100 94/100 94/100
35 36/100  35/99  90/100  92/100  76/100 73/100 72/100 93/100 94/100
36 32/100 41/99 91/100  93/100 68/100 66/100 76/100 94/100 95/100
37 42/100 38/99 94/100  94/100 79/100 81/100 75/100 96/100 97/100
38 46/100 50/99 96/100  95/100 78/100 72/100 75/100 96/100 98/100
39 45/100 47/99 96/100  95/100 84/100 76/100 88/100 97/100 99/100
40 49/100 51/99 95/100  90/100 84/100 68/100 80/100 97/100 99/100
41 58/100 51/99 93/100  96/100 87/100 84/100 82/100 98/100 99/100
42 56/100  61/100  98/100  96/100 92/100 82/100 91/100 99/100 100/100
43 50/100 54/99 95/100  93/100 90/100 87/100 89/100 99/100 100/100
44 59/100 64/99 98/100  99/100 92/100 84/100 89/100 99/100 100/100
45 68/100  54/100  98/100  99/100  95/100 90/100 92/100 99/100 100/100
46 71/100  69/100  99/100  99/100 96/100 87/100 93/100 99/100 100/100
47 73/100  77/100  100/100  99/100 93/100 97/100 95/100 100/100 100/100
48 73/100  75/100  100/100  99/100  94/100 96/100 90/100 100/100 100/100
49 73/100  77/100  100/100  99/100 90/100 90/100 92/100 99/100 100/100
50 82/100  73/100  100/100  99/100 96/100 95/100 93/100 99/100 100/100
51 73/100  80/100  100/100  99/100 94/100 96/100 98/100 100/100 100/100
52 76/100  76/100  100/100  99/100 98/100 98/100 95/100 100/100 100/100
53 84/100  83/100  100/100  99/100 96/100 95/100 93/100 100/100 100/100
54 86/100  83/100  100/100  99/100 99/100 98/100 96/100 100/100 100/100
55 81/100  79/100  100/100  99/100 99/100 95/100 97/100 100/100 100/100
56 85/100  87/100  100/100  99/100 99/100 97/100 95/100 100/100 100/100
57 90/100  85/100  100/100  100/100  99/100 98/100 99/100 100/100 100/100
58 90/100  89/100  100/100  100/100  99/100 94/100 99/100 100/100 100/100
59 84/100  91/100  100/100  100/100  99/100 99/100 99/100 100/100 100/100
60 92/100  86/100  100/100  100/100  99/100 99/100 99/100 100/100 100/100
61 89/100  93/100  100/100  100/100  99/100 99/100 99/100 100/100 100/100
62 88/100  92/100  100/100  100/100  99/100 99/100 99/100 100/100 100/100
63 89/100  92/100  100/100  100/100  99/100 100/100 100/100 100/100 100/100
64 91/100  94/100  100/100 100/100  99/100 100/100 100/100 100/100 100/100
65 95/100  98/100  100/100  100/100  99/100 100/100 100/100 100/100 100/100
66 95/100  97/100  100/100  100/100  99/100 100/100 100/100 100/100 100/100
67 99/100  95/100  100/100 100/100  99/100 100/100 100/100 100/100 100/100
68 99/100  99/100  100/100  100/100  99/100 100/100 100/100 100/100 100/100
69 99/100  99/100  100/100  100/100  99/100 100/100 100/100 100/100 100/100

70 99/100 99/100  100/100  100/100 99/100 100/100 100/100 100/100 100/100
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Table A2 Time in Breaking MIBS Using AND/Double AND Fault Model for Different Distinguishers

KA “S'RE/MNES"HEBTARRSHFBHZF MIBS FEREE min
# Fault . . .

Injections SEI GF HW MLE GF-SEI GF-MLE  MLE-SEI Parzen-HW  Parzen-HW-MLE
0 0.00/0.00  0.00/0.00 0.00/0.00 0.00/0.00  0.00/0.00  0.00/0.00  0.00/0.00  0.00/0.00 0.00/0.00
1 0.86/0.36 1.22/0.50 0.75/0.39 0.70/0.33 1.67/0.86 0.70/0.68 0.41/0.44  0.63/0.55 0.65/0.64
2 1.13/0.49 1.48/0.63 0.99/0.49 0.92/0.44 1.83/0.87 0.87/0.83 0.64/0.65 0.91/0.69 0.80/0.78
3 1.44/0.66  1.78/0.80 1.25/0.61 1.13/0.56  2.08/0.98  0.96/0.98  0.69/0.76  1.23/0.95 0.99/0.95
4 1.60/0.76 1.98/0.92 1.66/0.78 1.57/0.72 2.33/1.15 1.08/1.10 0.84/0.92 1.41/1.17 1.20/1.14
5 1.97/0.95  2.15/1.13 2.07/0.95 1.86/0.86  2.55/1.39  1.24/1.29  0.98/1.05 1.72/1.39 1.40/1.34
6 2.14/1.11  2.37/1.29 2.20/1.11 2.01/1.04  2.67/1.50  1.39/1.47  1.13/1.21  1.91/1.60 1.64/1.53
7 2.34/1.24 2.55/1.43 2.76/1.25 2.54/1.16 3.02/1.67 1.54/1.64 1.28/1.39 2.21/1.85 1.83/1.77
8 2.45/1.32  2.80/1.57 3.22/1.41 2.92/1.31  3.15/1.75  1.70/1.77  1.52/1.53  2.41/2.07 1.97/1.88
9 2.75/1.53  3.24/1.84 3.56/1.56 3.22/1.45  3.58/1.89  1.84/2.01  1.58/1.70  2.64/2.22 2.20/2.09
10 2.97/1.68  3.40/2.00 3.84/1.74 3.55/1.59  3.70/2.03  1.99/2.17  2.71/1.85  2.95/2.45 2.40/2.27
11 3.18/1.85  3.61/2.18 3.96/1.89 3.63/1.74  3.83/2.15  2.15/2.37  2.89/2.04  3.09/2.65 2.60/2.46
12 3.44/1.95  3.80/2.32 3.75/2.06 3.49/1.89  4.00/2.25  2.28/2.52  2.99/2.17  3.35/2.89 2.83/2.68
13 3.65/2.17  4.07/2.56 4.34/2.23 3.99/2.04  4.24/2.41  2.43/2.72  3.17/2.36  3.6/3.17 2.99/2.85
14 4.02/2.27  4.40/2.74 4.67/2.39 4.39/2.20  4.51/2.51 2.56/2.93 3.30/2.51 3.82/3.32 3.23/3.04
15 4.09/2.44  4.62/2.93 4.98/2.55 4.57/2.32  4.71/2.64 3.22/3.14 3.45/2.70  4.06/3.58 3.45/3.24
16 4.19/2.44  4.78/3.09 4.92/2.69 4.50/2.45  4.86/2.73  3.84/3.40  3.58/2.86  4.30/3.82 3.62/3.44
17 4.69/2.70  5.08/3.31 5.12/2.84 4.66/2.59  5.12/2.86  4.02/3.61  3.76/3.01  4.56/3.95 3.80/3.61
18 4.68/2.84  5.35/3.47 5.82/3.01 5.39/2.74  5.35/3.00  4.12/3.82  3.89/3.21 = 4.79/4.24 4.02/3.81
19 4.90/3.04  5.56/3.72 6.22/3.19 5.66/2.92  5.53/3.16  4.27/3.99  4.05/3.36  5.00/4.27 4.21/3.99
20 5.10/3.14 5.39/3.85 6.19/3.32 5.66/3.04 5.35/3.25 4.44/4.17 4.19/3.52 5.25/4.52 4.45/4.18
21 5.33/3.30  5.57/3.99 6.47/3.49 5.92/3.20  5.50/3.38  4.57/4.30  4.35/3.69  5.48/4.78 4.60/4.35
22 5.56/3.43  5.75/4.09 6.96/3.64 6.43/3.33  5.70/3.51  4.72[4.47  4.47/3.85  5.70/5.05 4.79/4.55
23 5.81/3.61  5.95/4.29 7.20/3.79 6.69/3.48  5.92/3.63  4.87/4.52  4.64/3.95  5.95/5.24 5.00/4.76
24 6.23/3.73  6.18/4.47 7.27/3.96 6.74/3.62  6.08/3.77  5.03/4.84  4.78/4.20  6.18/5.56 5.27/4.97
25 6.27/3.89  6.43/4.62 6.98/4.13 6.47/3.77  6.28/3.91  5.17/4.98  4.94/4.35  6.44/5.76 5.41/5.21
26 6.35/3.99  6.66/4.64 7.27/4.26 6.73/3.91  6.49/4.01  5.33/5.07  5.08/4.54  6.65/5.94 5.61/5.37
27 6.52/4.16  6.85/4.87 7.56/4.45 6.92/4.07  6.70/4.17  5.45/5.29  5.23/4.69  6.95/6.09 5.79/5.54
28 6.76/4.25  7.04/5.00 7.83/4.57 7.19/4.18  6.87/4.28  5.62/5.41  5.41/4.90  7.14/6.38 6.01/5.74
29 6.95/4.42  7.27/5.14 8.04/4.75 7.42[4.36  7.10/4.43  5.72/5.57  5.52/5.06  7.38/6.59 6.21/5.89
30 7.18/4.59  7.48/5.40 8.34/4.92 7.65/4.50  7.31/4.57  5.88/5.74  5.67/5.21  7.61/6.78 6.41/6.13
31 7.41/4.76  7.72/5.52 8.60/5.12 7.91/4.69  7.48/4.77  6.01/5.87  5.81/5.39  7.84/6.75 6.59/6.29
32 7.47/4.76  7.92/5.61 8.79/5.24 8.21/4.80  7.70/4.85  6.20/5.98  5.98/5.56  8.07/7.07 6.80/6.55
33 7.79/4.98  8.08/5.67 9.33/5.39 8.56/4.94  7.88/4.97  6.35/6.15  6.12/5.71  8.30/7.18 7.02/6.68
34 8.02/5.23  8.30/6.01 10.00/5.55 9.28/5.07  8.12/5.14  6.49/6.30  6.28/5.88  8.60/7.39 7.20/6.85
35 8.22/5.28  8.53/5.97  10.63/5.74 9.76/5.24  8.29/5.27  6.64/6.46  6.40/6.15  8.78/7.59 7.38/6.99
36 8.42/5.47  8.74/6.33  11.03/5.84  10.12/5.34  8.51/5.38  6.76/6.69  6.55/6.33  9.01/7.80 7.60/7.26
37 8.62/5.60  8.96/6.32  11.32/6.04  10.50/5.51  8.74/5.51  6.90/6.73  6.70/6.45  9.23/7.94 7.79/7.42

38 8.97/5.71 9.16/6.55 11.16/6.19 10.26/5.65 8.94/5.66 7.08/7.28 6.87/6.69 9.51/9.86 8.01/7.61
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Continued (Table A2) min
£ Fault . | \

Injections SEI GF HW MLE GF-SEI GF-MLE  MLE-SEI ParzennHW  Parzen-HW-MLE
39 9.11/5.89 9.40/6.73 12.02/6.40 11.11/5.84 9.17/5.83 7.21/7.13 7.03/6.71 9.75/8.87 8.20/7.82
40 9.30/6.10  9.59/7.07  11.15/6.56  10.29/6.00  9.36/5.99  7.37/7.37  7.17/6.99  9.95/8.63 8.44/8.09
41 9.53/6.17  9.79/6.99  11.27/6.67  10.39/6.10  9.58/6.06  7.44/7.55  7.26/7.14  10.19/8.70 8.59/8.21
42 9.74/6.33  10.03/7.22  10.44/6.83 9.64/6.24 9.81/6.23 7.64/7.74 7.44/7.31  10.41/9.12 8.78/8.43
43 10.01/6.39  10.22/7.37  10.59/6.96 9.75/6.36 9.97/ 6.31 7.73/7.75  7.55/7.46  10.64/9.13 9.01/8.66
44 10.17/6.58  10.48/7.37  10.82/7.13 9.99/6.51  10.20/6.48  7.91/7.99  7.73/7.65 10.89/9.40 9.23/8.77
45 10.39/6.70  10.66/7.50  11.06/7.30 10.13/6.67 10.42/6.61 8.05/8.04 7.86/7.76  11.26/9.57 9.40/9.03
46 10.72/6.83  10.87/7.64 11.28/7.45  10.40/6.80  10.58/6.76  8.21/8.26  8.04/7.97 11.36/9.77 9.66/9.14
47 10.78/6.95 11.13/7.80  11.50/7.63  10.64/6.98  10.82/6.89  8.33/8.55  8.16/8.13  11.58/9.97 9.81/9.30
48 10.99/7.10  11.27/7.88  11.68/7.74 10.86/7.11 11.02/7.01 8.53/8.55 8.35/8.29  11.81/10.26 10.01/9.55
49 11.27/7.27  11.49/8.14  11.93/7.91 11.05/7.24 11.23/7.17 8.61/8.91 8.44/8.47  12.05/10.47 10.20/9.80
50 11.52/7.39  11.74/8.14  12.40/8.09  11.42/7.39  11.47/7.30  8.77/8.87  8.63/8.62  12.28/10.67 10.44/9.94
51 11.69/7.55 11.88/8.38 12.58/8.25  11.62/7.53  11.66/7.45  8.91/9.21  8.75/8.83 12.52/10.81 10.61/10.12
52 11.90/7.64  12.17/8.37  12.82/8.41 11.86/7.67 11.89/7.62 9.09/8.98 8.94/8.92 12.75/11.12 10.78/10.27
53 12.16/7.84  12.34/8.65  13.02/8.55  11.99/7.81  12.10/7.74  9.21/9.42  9.04/9.12 12.98/11.23 11.00/10.57
54 12.28/7.94 12.52/8.65 13.09/8.80  12.13/8.06  12.29/7.93  9.34/9.33  9.18/9.21  13.42/11.48 11.22/10.69
55 12.50/8.05 12.75/8.75 13.34/8.88  12.32/8.10  12.53/8.01  9.51/9.78  9.35/9.45 13.52/11.67 11.41/10.95
56 12.69/8.18  12.98/8.92  13.61/9.05  12.52/8.27  12.74/8.20  9.65/9.61  9.50/9.52  13.89/14.26 11.64/10.99
57 12.90/8.37  13.15/9.08  13.90/9.21  12.79/8.42  12.91/8.33  9.71/9.94 10.60/9.80 13.96/12.03 11.86/11.24
58 14.11/8.46  13.41/9.23  14.08/9.37  13.01/8.58  13.17/8.46  9.88/9.87 10.77/9.82 14.16/12.28 12.00/11.36
59 15.59/8.65  14.00/9.34  14.29/9.51 13.23/8.67  13.72/8.60  10.10/10.28 10.99/10.11 14.37/12.47 12.38/11.52
60 15.99/8.78  14.03/9.89  41.08/9.68  13.54/8.85  13.78/8.72  10.17/10.32 10.06/10.18 14.61/12.72 12.59/11.71
61 16.43/8.88  14.12/9.79  15.11/9.87  14.02/9.03  13.87/8.88 10.33/10.48 10.21/10.42 14.91/13.19 13.09/11.90
62 16.50/9.04  14.36/10.00 14.81/10.00  13.64/9.17 14.08/8.98  10.51/10.63 10.39/10.50 15.13/13.12 12.87/12.13
63 15.33/9.20  14.86/9.93  15.06/10.16  13.92/9.27  14.55/9.18 10.67/10.77 10.54/10.73 15.35/13.35 13.06/12.30
64 14.64/9.20  14.81/10.28 15.25/10.34  14.07/9.42  14.52/9.25 10.75/10.78 10.61/10.83 15.56/13.56 13.19/12.41
65 15.90/9.53  14.97/10.65 15.52/10.50  14.32/9.56 14.69/9.43  10.99/11.07 10.86/10.93 15.81/13.94 13.53/12.70
66 17.23/9.68  15.37/10.58 15.99/10.69  14.64/9.73  15.12/9.57 11.02/11.16 10.93/11.07 16.02/13.81 13.59/12.78
67 17.35/9.81  15.74/10.78 15.98/10.80  14.73/9.84  15.41/9.70  11.20/11.41 11.11/11.33 16.25/14.33 13.80/13.16
68 21.43/10.00 15.96/10.83 16.21/11.02  14.93/10.02  15.52/9.86  11.30/11.40 11.23/11.39 16.49/14.23 14.28/13.26
69 21.37/10.09 16.03/10.89 19.53/11.19  17.92/10.18  15.78/10.02 11.53/11.70 11.45/11.62 16.74/14.73 14.20/13.41

70 20.00/10.20 16.03/10.98 19.91/11.33  18.36/10.30  15.76/10.12 11.58/11.82 11.50/11.81 16.95/14.83 14.38/13.55




