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Abstract While Internet of things (IoT) technology has been widely recognized as an essential part in
our daily life, it also brings new challenges in terms of privacy and security. In view of the limited
resources, large number of connections and strong dynamics of the devices in the Internet of things,
the traditional centralized access control technology is not fully applicable, and how to achieve secure
and efficient access control authorization in the IoT environment has become an urgent problem to be
solved. In this regard, a distributed architecture based on hierarchical blockchain for Internet of
Things (DAHB) is proposed, which includes device layer, edge layer and the cloud layer. In this
architecture, we combine the advantages of blockchain technology to realize flexible, dynamic and
automatic access control for IoT devices based on ABAC model in the domain and across the domain
by means of smart contract. At the same time, the credit value and honesty are added to the attribute
metric to dynamically evaluate the trust relationship between different domains and devices. The
theoretical analysis and experimental results show that this scheme is more effective than the existing
schemes in solving the requirements of lightweight, flexibility, fine-grained and security in Internet of

things (IoT)access control.
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Fig. 1 The system architecture for access control
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F 1.
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9) SRIEE A H) Agent & Wik B 4 2 5L
iR [ 5 du 5 S R ) R R P B SC_AA Kk
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10) W W 21 50058 17 s i 5% 0 %) 3 R 15 % % 4
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4 FTWHWSEIE

4.1 FLbor#r

AT X HeaE R R 5P TAEMS G2
SIEX YR P EE N HZ —. £ 1 2K
B 5 AN [a] 1 ] 428 W B A0 285 & (B9 , o0 IR T
AT EMPEREE 3. % 2 TEH K st 5 ABAC
REAIA 25 5 1Y 2 2 T AR AL

Table 1 Comparison of Different Access Control Schemes

F1 AREFEEHFRIENL

Scheme Distributed Lightweight Flexibility Dynamics Fine-grained
RBACL N, / v/
CapBACHY V v v v
UCON(24] N N N
ABAC N N J J J

Note: ~/ means the performance is available in the scheme.

Table 2 Integrating Blockchain into ABAC Access Control Model
F2 BXBFEFN ABAC i 8] 15 Hl & Y

Scheme Characteristics
Ref [22] Using smart contracts to store identity tokens and policies in blockchain, which guarantees the integrity of policy
implementation. But the computational cost of encryption is too high to be applied only in the cloud environment.
Ref [15] The policy and authority exchanges are public on the blockchain, which prevents a party from fraudently denying the
e o . .
rights granted by the policy.
Ref [23] Using blockchain to record attribute distribution can effectively avoid single point of failure and data tampering.
o Forming the hierarchical blockchain structure to improve the response time of requests, and smart contracts are adopted
urs

to implement the ABAC model.

42 REHHWm
KA BRAIRES ML (finite state machine, FSM)

I3 BT R Y 1) 22 4 P AT BIOER 25 LK A5 T i 3k O i 52
AR IR e Tl P A5 2R ) 400 i R 28 R I A R 2
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V18 B A6 bR B2 4 W) AR 2R 4 4 A i AT R AR
AHUALEE 4 2R LA P 17 1] 33 SRk 72 O 451, 55 35
Vi ] 3 3K R AT 45

1) 58 UM G AR AS AR

R (A FRAR S AL R G O — > U e 4 455 4
M=V,I[,.X,F).HH.,VERREGEWHRRESE

BV BRAGHHIRRE T BRRENTALS
X BRAGHEHERF . VXI>V RS
PRI, F R TER A I BK Bl MR — IR A e 3
— R,

HRAE LA b SCR IR A5 A8 b, 1 [ 48 R 24 11 4%
B 3 Pis.

Table 3 Set State of Access Control
x3 FEEAIRSLE

State Set V

Input Set I

Output Set X

. I, :SC_PEP accepts the request from the subject and . .
Vo : Initial state of system T P a ! o :Send transactions and call requests function
initial its instance
V1 :Request attributes I,:SC_AA responses the request from SC_PEP X :Get attributes of subject and object
V,:Getattr (S) sattr (O) yattr (E)) I, :Call the policy decision function from SC_PDP X ; : Emit the policy decision event
V3 :PAP emit events I; :Match attributes and the policy X5 : Emit the request result event
I,:Access to object resources normally and update .
Vi :Access . . 1 :Send a new access request
the attributes of the subject
I;5: Unsatisfied the access control condition and . .
V5 :Revoke . . 5 : Reject access to the subject
update the attributes of the subject
Vs :End state of system Is:End the access control of subject X :End the whole process of access control

2) 8 LR HAM

RGN GRS AR R G FAED 0] 2
il HE 28 v 75 3 b B, O HLAEAR AT OC R 00 37 Z 5 AR
FWIE M arer (S VFEIEPE arer (O) R 5 JE P
attr (E) FIWCEL Y FEm POL il 42 17 1) # i 4 F CON.
H I8 SR G0 1Y A RS 2 22 4 A AT

safe(v)<— (Y SC_PEP)match(3SC_AA) A
(3SC_PDP)NCIPAP)A(sES) A
e NCEE)NGET)AN
(pol € POL) N\ (con € CON).

3) & LR ARZS I o0 HoZe e

) b R 25 VA AT AT 1 7 )3 0K FERTBR RS
ARG A AT B4 R B R 85
s REAE N & 4 Ak AU 8 S BRI D 4R RS
V, ELAH.

4) 5 SCRA T e eR BOFIE W H 22 4 P

HRAE RE SO AR S i, GE SCFR B8 AR 25 45 vk
BALHE 6 > R%L

@ F\.V, X1, >V, %R ER R %% R85
o3 2K, 8 ] SC_PEP W i BR %X accessInDomain
(objectName ,action).

@ F,.V, X I, > V,|V,, Z R B &R 0 SC_
AA R B getSubjcetAttr O Fl getObjcetAttr (O
BAG AR M B S 1 R IR D, AN BE R A
AT VIR

@ F,.V, X1,>V,, % k&R HH SC_PDP
T PREL policy]undge O BEFT SR MG 5K .

@ F,.Vy X1,V [V JGZREEE RS FE R AL
FRIEAT DR SR , F2 4K BE 0% FR0A5 BLRR , X % 14 3547 7 0] 5
B EAR A Ui AR,

® F;.V, X1,~>V, , ZREFRR PAP YW 55 14
IR [ 25 5Ot U7 ) 64745 AT 8 1 BT, A AR Y
i [ 45 5.

© Fo.Vs X 1=V iZRERR PAP MW 354
IR [ 25 55 1 Ta) #4745 A1 1 T T . AR & AR
e

RAEF AR B ANE 4 iR .

Fig. 4 Transition of state
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43 ZRHEEEZERSW

A 3t 7 S 5 o 4R 4 7 1] 4 1 ML A T AR
PEFEAT IR, DL EAE DAHB 2244 v G 6% 6 50 e
P X0k D) v B 9 U 37 BRI 22 4 4 o U AL A S
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T 5 geth & F . Remix £ W T & S 5%
'S MAgIFEERER 2, R web3.js it HTTP i#
B2 5 MR geth 7 P 28 ., T &8 & O 4 R 4P 1Y
B2, IF H A IA 2R R ) 45 i 1 285 5%, 4 )
PoW JLRUALTI , 58 BB 28 5 55 19 50 3IE R .

Table 4 Specification of Devices

x4 RESHUEH

Device CPU Operating System Memory Size/GB Hard Disk Size/GB
Dell OptiPlex 3020 Intel Core 15-4590,3.30 GHz Windows 10 (64 bit) 12 1284512
Lenovo G480 Intel Core 15-3230,2.6 GHz Windows 7(64 bit) 12 128+512
Raspberriy Pi 3 Model B Contex A53,1.2GHz Raspbian GNU/Linux 8 1 16

4.3.1 SR vi SRS b

TE S 56 ) 58 13 9 R A B A 4 ST R SR I A
1108 20 R M BUE A 29 R 3w ) 58 A AR gk 5
B L LA S BRI PN S ) 4R A U ) B LA T 5
UEBR P 3 R X & PR 7 ) g T A7, S B A vp
18 T2 A X A kR 2 4 A 1 U I Sk B L N[BT 5 BT R
S B R W T 38 7 [ 3 5K 25 SR AR 1 Fe i i R
S5 I M0 HS R O R A e o R v 5 SR R AR Y
{5 FIME A 52 20 90 C A B A0 6 Frs . i Ti%
R[] i SR T L AR B8 =X (2) (7)) TR E AR B AE
(BRI S B L R ST 5 & R 4 L iE AT R R T ).

oeo6

watching for access request result...

received access request result from local SC_AA
address: 0x117FF8578C4a3366CC8aD1C528AA058BC1Ba6C76
O number: S

6
h: 6x4978534cfeabo0c83febs5a6d740011cc6dda570csefeed637b8fe0519672e313

suject credit: C
subject honesty: B
action: re

ction: rea
result: permit

starting to establish connection of read operation to subject...

watching for access request result...

Fig. 5 Results at the Object
5 AR Mg R

©©© imamtom@yanliu: ~/ethereum/abac/test

destination domain: this
access request from: 0x7fdbesded3ddsscicd3faeb6ad47442ff61fe97c

object name: serverA
action: read
cc ain executes successfully...
on ldress: ©x4A8400c01F1CDOa406DfO7b811826f55A4F873a91
0 umber: 5!
r. tion hash: @xb6cd74e95d373af54ca8afc7f5468add177ddcf31d4a2b71ba16e4427506eb90d
ine: 1558061837
ole: client

owner: Alice
subject credit brfore access: C
subject honesty brfore access: 8

watching for access

received access request result
contract address: Ox117FF8578C4a3366CC8aD1C528AA058BC1Ba6C76
oc

ber: 56
ansaction hash: ©x4978534cfeab9oc83f 1 19672e313

this
c06c037a31e7777c888830471e8bfa17€06318

B
on of read operation to object

Fig. 6 Results at the Subject
K6 FiARIE R AR
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©®© imamtom@yanliu: ~/ethereum/abac/test

destination domain: domainx

access request from: 0x7fdbesde43ddsscicd3faeb6adazas2ffoifesrc
object name: resources

action: execute

accessOutDomain executes successfully

contract address: BXlABdOBCOlFl(DﬂalODf07b811526f55A4F873391

block number: 65

transaction hash: 0x359907b7f66e7591a97645ac22344119d41f07e2401d089b83977a11bafc7ede
time: 1558156052

role: client

owner: Alice

suject credit brfore access: C

subject honesty brfore access: B

waiting for access result.

received access request resu!

contract address: ex117FFss7sc4a3366<<saulcszsAAossnc1836:76
block number: 66

transaction hash: exsagdaideec6f10d15c3d3feea7f51029aaeaf907012a62d3c1dc30fa713c3d21
time: 1558150230

destination domain: doma

object address: exsbsbdc7beeefb1codaa9673¢bfzfssb7ab<eszfc
object name: resources

action: execute

result: deny

subject credit after access: C

subject honesty after access: C

Fig. 7 Results at the Subject
7 R R S
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watching for cross domain operation...

recetved cross-donatn access request fron another donatn:
contract address: 0x328!

block number: 26

transaction hash: 6x4221625b023714206d183ff51b89a575366129357524af178b5464b8360abb6c
time: 1558150083

source domain: domainA

source domaln credit: A

source domain honesty:

access request from: 0x7fdb054943ddssc‘l(63faeb6all7442ff61fe97:
role: clie

owner: Al\:e

suject credit: C

subject honest

object name: resources

action: execute

sended a transaction contained it to local SC_PEP

watching for corss-domain access request result...

received corss- donatn access request resul!
contract address:
block number: 37

transaction hash: 0x3df2899375858b19052e6059101f38862f372502111977638611217b1dc819

time: 1558150202

destination domain: domainx

object address: 0x8bsbdc7béeefb1ced869673dbf2f36b78bcos2fc

object name: resources

action: execute

result: deny

source domain: domainA

sended a transaction contained it to DAA to update source domain history and return result

watching for cross domain operation...

Fig. 8 Results at the Agent of destination

B8 E bRk g

4.3.3 DX MUk ™ 25 PR RE 2 Bt
J T B UEFE DAHB 2204 v 5 58 0 3% B AR
SBRE ST AT B B A LA 1000 SRS
R JC U ) 7 50 5% 0 R s AT I, ) B 2
u 1000 AR 1EH i 7] Py 5230 5% 10 % 1 a5k
A, an il 10 s, o T A5 AT 0 R0 9 52 B 9 2 1t
fsﬁuﬁfiﬂ% B0 HAT I F D7 n) 7 s il S
TR S AR R R TR 2R W U ) 4 i SR 55
1) 22 3R B A5 A R Bl AG 0 3. L B 25 =R 55 B0 1 1

TIN5 2 A T ) 7 S B R 2 T SR ke TR
205 GRAE 3 A S IR I ) 208 BA 8, TE /N I R
IS [E] YV FEAR 00 T o B B 0 8 R I RE ).

©©® imamtom@yanliu: ~/ethereum/abac/test

watching for cross domain operation...

received cross-domain access request from local domain:

contract address: 0x4A8406C01F1CDOa40Df07b811826fSSA4F873a91

block nunber: 65

transaction hash: 0x359907b7f66e7591a97645ac22344119d41f07e¢2401d089b83977a11bafc7ede
tine: 1558156052

access request from: Ox7f
role: client

owner: Alice

suject credit: C

subject honesty: B
destination domain: domainX

object name: resources

action: execute

sended a transaction contained it to DAA

watching for corss-domain access request result from DAA..

received corss-domain access request result:
contract address: 0x328 f

block number: 27

transaction hash: ox3fas: 34465c52b618c0c8922dd5184251Fdf d370

time: 1558150215

source domain: domainA

destination domain: domainx

source domain credit after access: B

source domain honesty after access:

object address: exsbsbd<7b6eefb1cudss96734bfzf36b78b<eszfc

object name: resources

action: execute

result: deny

sended a transaction contained it to local SC_AA to update subject history and return resu
1t

watching for cross domain operation...

Fig. 9 Results at the Agent of Request
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Fig. 10 Malicious node detection results
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Fig. 11 Time consumption of block generation

B 11 B pr

80

—— In-domain
—— Cross-domain

Response Time/s

Access Control Requests per Second

Fig. 12 Response time of access control requests
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