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Abstract The malicious code recognition method on traditional dynamic stain analysis technology has
many problems such as huge number of malicious code behavior dependency graphs (MBDG) and long
time of matching process. According to the common characteristics of each malicious code family, the
behavior dependency graph is represented by some common sub graph parts. Therefore, this paper
proposes a malicious code behavior dependency graph mining method based on maximum frequent sub
graphs. The method mines the largest frequent sub graphs which can represent the significant common
features of the family from the malicious code family behavior dependency graph. The maximum
frequent sub graph that is mined can represent the most significant common feature among the
variants of this type of malicious code. The target behavior dependency graph just needs to be matched
with the largest frequent sub graph after mining.Besides, the method reduces the number of behavior
dependency graphs and improves the recognition efficiency without losing the characteristics of
malicious code behavior. Compared with the traditional dynamic stain analysis method for malicious
code recognition, when the minimum support is 0.045, the number of behavior dependency graphs

decreases by 82% , the recognition efficiency increases by 81.7% , and the accuracy rate is 92.15%.

Key words malicious code recognition; malicious code family; dynamic taint analysis; behavior

dependency graph; maximal frequent sub graph mining
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Table 2 Samples of Malicious Code Family
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Code Family Code Type Number Number
Mytob Spam Worm 103 1183
Netsky Spam Worm 79 994
Allaple Polymorphic Worms 120 1169
Bagle Spam Worm 66 1063
Mydoom Spam Worm 56 975
Agobot Backdoor 54 1026
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