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Abstract With the development and widespread application of the Internet of things and 4G/5G
wireless network technology, we have entered into the Internet of everything era. It is easier to
connect the edge computing devices, such as mobile phones, PAD, etc., to the Internet. Thus, the
number of data generated by edge computing devices is increasing significantly. However, the current
network services cannot provide such demand, posed by edge computing, on high throughput,
frequently connection, sensitive to location and latency. It is an efficient way to improve the quality of
service by 1)considering the characteristics of the intelligence, diversity and flexibility of node at the
edge of network, 2)locally aggregating computing, storage and network service resources, and 3)
adaptively building trusted cooperative service system. The key to efficiently build a cooperative
service system is quickly looking for and then dynamically organizing the edge computing nodes. In
this paper, we propose a leader-based trusted cooperative service for edge computing (TCSEC). The
main idea is the leader node selects its cooperative service node set with a self-adjustable clustering,
which takes into consideration the features of a node, e. g. trust degree, influence, volume,
bandwidth, and quality of the link, and realizes the rapid resource aggregation and computing
migration. Based on our approach, it is fast to respond to the computing request and provide reliable
service. The simulation shows TCSEC can efficiently speed up the ability to construct a cooperative

service system and improve the quality of service.

Key words edge computing; trust evaluation; node influence; task offloading; trust cooperation
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Fig. 5 State transition model of TCSEC offloading task stream
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Load rate of edge server
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FI R R B AR R NS S
WGP IR 55 28 B8 0 R 18] T R R /N R IR T
(1 i 55 RE 1, FEh 2 550 R AR 55 SR A A P 7 B
REFEIM SHN R 1 FFR Gt 5 0 A) I 55

Table 1

W REPEAN S HN SR 2 FER L U] IR 45 7 L b 4k S |
B R R 8~ 10 B . B T IR 45 A G
WA 11 FroR AR S5 352 K 12 FoR , U3 R IR 55 B
D& 13 Frow , D[R] AR 55 e 07 8 38 4n 1] 14 Jr .

Performance Parameters of Static Edge Computing Cooperative Service Clustering Algorithm

*1 BEBFTENDRRSBERERERSH

Sud Candidate Sud Candidate
Number Number  Size Cooperative Number Cooperative Number . .
. of RN of LN . Iteration RunTime Max Degree of
Algorithms  of of RN  of RN | Nodes of LN  of LN Nodes  of Free ) .
. . . Cluster | . . Cluster . Times /s Hops Aggregation
Clusters Clusters Cluster . in RN Clusters Clusters . in LN Node
Size Size
Cluster Cluster
TCSEC 22 7 98.43 13.49 4.0 15 47.87 22.42 1.8 3 19 10.37 6 0.83
K-means 20 7 95.71 18.45 13 56.69 20.62 4 16 7.84 8 0.57
KNN 20 7 115.57 11.46 13 46.00  24.15 4 16 3.29 11 0.44

Note: Std means standard deviation.

Table 2 Performance Parameters of Static Edge Computing Cooperative Service Pool

®2 BSUSTEMERSHEESH

RTT in Edge RTT in Stable Numl ( Traffic of Traffic Bandwidth of Traffic Bandwidth of Free
Number o
Algorithms Computing Cluster  Time c umber Cluster of RN RN Cluster of LN LN Cluster Resource
o
Server/ms /ms /min neurrency [(MB/min) [(MB/min) /MBps /(MB/min) /MBps Utilization
TCSEC 19 7 60 53 20973.83 3696.86 7.84 2250.51 4.25 0.25
K-means 30 39 60 41 9770.61 2942.42 10.57 1300.34 5.69 0.18
KNN 43 41 60 39 10254.34 3569.18 11.56 1781.80 4.63 0.19
35 8
— — — TCSEC . — — — TCSEC
301 KNN | | ; 5 7
- ~ 6
g g
@ @ 3
= 2
3 s 4
= b=
& S 3
& X
‘s S 2
1
0 15 30 45 60 75 90 105 120 0 I5 30 45 60 75 9 105 120
t/min t/min

Fig. 8 Cooperative service cluster traffic for static
edge computing
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Fig. 9 Relay node traffic for static edge computing
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Fig. 11 Bandwidth of static edge computing service
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Fig. 12 Task receiving rate of static edge
computing service
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Fig. 14 Response delay of static edge computing service
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25 -1 4E R 4391 He K NN, K -means 250870 55.81 %
1 36.67 %0 s i 3T 3 W] IR 55 1 N1 S SE 3R TCSEC
Ay 9 KNN, K-means B30 /0 82.93% il
82.05%.

4) TCSEC 5 1 (1 ¥ [F] 280 % 43 ] Lt KNN, K -
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P ER &S Fh & 15 s, R EE TN S5 S 17 Fras W A R 55t 4 24 LR A B an 1A
N 3 Frow . i 2t 5 U A R 55 3t MR BE VE 4 S B 18~19 iR L5 2 R WK 20 Frs . PR R 55 5
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(a) KNN (b) K-means (c) TCSEC
Fig. 15 Topology of dynamic edge computing cooperative service

F15  ShaS ST B s b a1

Table 3 Performance Parameters of Dynamic Edge Computing Cooperative Service Clustering Algorithm

K3 PEVETENDRRSEEEESHEER

Number  Size Std Candidate Number  Size Std Candidate Number Maximum Stable . -
. of RN Nodes of LN Nodes . Aggregation Divide Degree of
Algorithms  of of RN . of LN of LN _ . of Free Number Time . . .
. . Cluster in RN . . Cluster in LN . Times Times Aggregation
Clusters Cluster . . Clusters Clusters . . Node of Hops /min
Size Cluster Size Cluster
TCSEC 27 97.43 10.71 12.14 20 36.25 10.62 3.25 3 5 60 69 77 0.97
K-means 22 97.57 15.45 15 48.27 25.62 4 6 70 99 103 0.96
KNN 22 106.00 16.75 15 44.53 24.15 4 6 70 103 110 0.95

Note: Std means standard deviation.

Table 4 Performance Parameters of Dynamic Edge Computing Cooperative Service Pool

F4 DFBETEDERSBERSEE

RTT in RTT in Number of Traffic Traffic Bandwidth of Traffic Bandwidth of Free
Algorithms Edge Cluster (: 1:1 r;rn of Cluster of RN RN Cluster of LN LN Cluster Resource
Servers/ms /ms sonearrency /(MB/min) /(MB/min) /MBps /(MB/min) /MBps Utilization
TCSEC 20 20 64 38900.53 4016.54 9.27 2909.53 4.11 0.30
K-means 61 21 53 21196.40 3587.86 9.13 2610.50 4.50 0.25
KNN 63 19 54 20900.53 3549.61 12.71 2593.29 4.43 0.25
70 50
— — — TCSEC
I | : —e— KNN
o 0r — IENN 1 5 ! , 3 —— K-means
£ 5l -means hoo |\l , ;‘”l‘ C ‘l I ZO %— TCSEC
: Iy it N
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% 40 + ! \ Iy |I‘l |l| 'llzlilll I\,ll\ll;\l T §
= I\ \I ||,'|u|| I ln‘ S
£ 30} AT s
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= \ il i 3
X 20 F ’\1'., Aol -g
= 2k i ! =
T ot o i ~
AR WA L L L L I L L L L L
0 15 30 45 60 75 90 105 120 0 20 40 60 80 100 120
t/min t/min
Fig. 16 Cooperative service cluster traffic for Fig. 17 Number of leader nodes in dynamic
dynamic edge computing edge computing
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Fig. 18 Total divided times of dynamic edge computing
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Fig. 20 Task receiving rate of dynamic edge computing
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Fig. 21 Task success rate of dynamic edge computing
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Fig. 22 Response delay of dynamic edge computing
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4 1045.81 MB/min 1 924.62 MB/min, -3 i fi
4 307.66 MB/min F1 302.78 MB/min.

3) ES, RN, LN i & 43 %] T 41 min, 52 min,
62 min K BE 55 108 I AE o HI3E R IR 55 5% 2 i 7%
65 min B, ES it & i 4 B H . ES 5 RNLLN 4
AT M h gt B PR Ik 55 &R 4. 124 min, RN,
LN 7€ [ 4 500 1 £ I 4% 3 S 015 D3 TR IR 55 2R 46

TCSEC BRI 2 4877w f ORI it S g0 45 1R W

D 5 1 B BRI U5 A, ES, RNL LN & R
Gk 5 i 5 B A L 8 2 B BRI Uy sk, B
RN FI LN B 30 E 19 30 2 1155 U W) iR 55 02 R 40
i 55 1) S BRI R
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2) ES Bk B3 B i e A 0 4t
BRI 55 A 55 B E 8 61 RN ML LN, Hoj &
B AR 69 %0, 24 RN FI LN fih %2 44 2 3 % 1154 by
6] Ik 55 /= s ES T4 3 A 51 %0 JF 8 TH €.

3) G YN E AR 5 B 2T A T B N K
LA Bl MR T A 2 A [ A 3 U Bl L T A
14 301 G 1T 55U ) i 45 HL AT 5 ER AR

) AR B AR S g A R L 0 R
R R BT A 2R A PR AR 25 R i R AR B R [
(31 G T S U R R 55 o o 0 1300 % 3 3 B T) Bl 55 1)
ZEA MR AR S B0 R 55 0t R R ).

5) M N AR A A 3 2T P R
% T H SRR, NI Gt 5 YR
JIR 55 14 IR 95 B 7 tho AR X 58 55 3 2 % T H 5 i T AR
5510 R G0 T B R DR 199 2 322 3 4 R Oy Jeg 4 Ak

4.3.3 TCSEC iR R G5 % B 55 ik

Sk B IE 3 ST SR P A R 55 R G A E R R A AL
PELRN F5 5 LN 5 5 EN 3 S5 25 8 & 26 fF
IRCIMEI IR 55 FR G 1 R E E R 3 ANRE

1) RN 95 5 F LN 5 8 {5 5 B2 43 BI7E 8.6 min
1 8.7 min 35 F] 0.8, I RN F5 5 F0 LN 35 5 6] 5
126 240357 7E 22.0 min F1 20.8 min B34 5] 0.9,
BEES RN 8 LN 1 8 8] 09 32 A SG R A5 301 37

2) F£ 60~120 min 1 180~240 min, JR 1 i 2K
i 1) 35 B B R I . RN SR LN 3 S 5 4 ¢
ARET 0.92~0.94.

3) 5 1 B BRI U7 It 300 2 Ak 55 4 b I Y
BT 50 min [F & EIF R B A L JF, 78 130 min B3k
IR E A 2 B BEIR W U7 )00 i 2 IR 45 4 1
T 190 min fFEEIFFHZE L EIH, T 300 min f2 &8

1z 55 i 4 . F 0.94.

1.0 1.0 1.0
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Fig. 26 Trust of node in TCSEC
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1) 7 A2 e 2R it K IR 45 RE LT S
5 B R BE % SiE R X T 2 TR P R) AR 45 B 25 A b
a5l

2) RN 5 50F LN 5 507 34905 25 B A 0 AR

4.3.4  TCSEC #8258 F P MR 55 3 i VA

o BRI VTR, P IR 55 It 6 R 55 28, @
AT 55 4R B[R] IR 55 180 20 38 | i it - B
FIRR S5 A7 B PR IR] AR 55 i 7 4E 3R B[R] AL i 2 R
AT VAN N 27 ~31 FiR.

’

HARCE T U R R 55 B B S 5 P IR BRI AE A 27~31 AT, &I B FEIR S S8 EA
A AT 55 2 NRRE
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Fig. 27 Task receiving rate
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Fig. 31 Average packet loss rate
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D) Bt B E IR 5515 55 R AR S 8 min A&
JE T 0.99, PrIE) BT AR AE S 10 min F2E T 0.97, %
f AL 4 min F25E T 0.3.

2) 5 1 By BRI U7 [k, a5 AR AR IR 5 R
1 0.29 MBps 25 2 0.58 MBps., 4 B - 15 8 F- 5k
0.J3 Zh o Ia] B 45 HLAT, RN 35 SR LN Y s b i 2%
A PMAIR 55 R G0, 1 23R A3 IR 55 34 % 1t 0.56 MBps
25 2 0.68 MBps., fif V- 14 5 F- 1k %k 0.02.

TR E LA R .

D) M55k R 8BS IR TR R,
ZAT AV R RS R GAT 55 B CR R E T 0.99, DAl
B AL E T 0.97.

2) W& NI E YRR 55 R GV R K,
B E TR LT 2%, RE MRS RORIETE 1.95 £5.

o R 55 AR R A I Gt B R IR 5 R 5
R 8% A7 R0 A DL TC 2 I 2 TP A7 A o 40 2 B 5 R AR IR
B 43 K ORI B i R R 55 T L S R AR AR A
R KA T A5 5 G T R 55 R AL A s
4.4 TCSEC #E R 4 M g 3 b

S XF b G TS U R R 95 R Gtk AR DA 1
AT AT 55 R U R L RGN I R A
T TCSEC Zh &SR E A SR Y TCSEC 5 i
HLIEHL (stochastic routing, SR)OPY  $ 75 P [ 1% h
(ad hoc on-demand distance vector routing, AODV)F>
HEAT X LA AT

W ES £ BEAEE 100 N B BEAT 55 . B A
BT EATR 4 i 500<<M <1 024, %} H b5 B AT 55
FIAE ES A7 18 7 X IR 45 15 ok I3, A P 3 R g R
L6 WK/ il i T B3 BRI R 5 AN LR
LA SCHE S5 I X B R 10 hy SR B AR E S
4.3 S —

TCSEC 5 FaHLIFH . AODV BMER ES #9171 %%
g st Al 32,33 Fraw, Hrdk R uh RN B 305 4%
LN Pt i 34 Bis A5 5 I m 25 R &l 35
i o Ui In) e 0 B R G MRk 55 S8 4k 5~ 6. W)
JIR 55 Wi o7 40E 3R G ] 36 A B ) IR 95 4T 45 1B B B A
AN 37 .

NGRS RS EA 5 AFRE

D 551 By BRI U [l i 3 1 1] /&5 04 B B 60~
120 min, TCSEC, SR, AODV % % ES I {i i /3 5
# 28201 MB/min, 13 182 MB/min, 15 754 MB/min, I§
AR 34 0.65,0.97,0.97 , 4437 i 16891 MB/min,
6491 MB/min, 7 746 MB/min, 3 14 171 43 %}y 0.66,
0.96,0.95, F3u | W 32775 s W (R IAL 243 531 A 15 286 MB/
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k1 0.74,0.97,0.97, F- ¥ i 1 43 51 6 589 MB/min,
6579 MB/min,7 824 MB/min, -3 fii % 4> 51 4 0.68,
0.93,0.92. TCSEC, SR, AODV 5 ik i % % 4 i T
WHAF I 2.18,2.25,0.01 , P [ IR 55 42 0 %6 F A
B4 3R 0.83,0.50,0.47 , AL R4 K 0.21,
0.39,0.30.

2) 55 2 By BRI U )04 7 1) g 0 Bt 210 ~
270 min, TCSEC, SR, AODV % % ES I {f i # 4>
WA 10230 MB/min, 6 574 MB/min, 9 633 MB/min,
WEAE A 3R W R 0.70,0.97,0.97, F Y9 1 40 5
5179 MB/min,4 586 MB/min,5 171 MB/min, *F- ¥ 1
3K 0.49,0.95,0.94 , Kk | B 32 Y A 0 8 O
43514 7 854 MB/min, 10 604 MB/min, 16 890 MB/min,
WEAE AR R 0.67,0.97,0.97, F Y3 & 40 5
2020 MB/min,4 607 MB/min,5 108 MB/min, -] 71
#4379k 0.58,0.93,0.92. TCSEC,SR,AODV & ¥
S-S5 B % T R B 4 i R 2.23.2.20,0.01, B[R] AR
G5 FE MRS ) 234 43 51 2 0.74,0.70,0.45, F A1
R4 0.21,0.39,0.31.

3) 55 3 By B IR Ui 5] I 3 U [R) R 0 B 360 ~

420 min, TCSEC, SR, AODV % ES W {8 i & 4>
Mk 12 700 MB/min, 4 258 MB/min, 2 961 MB/min,
W AR 17 243 4 0.70,0.97,0.97 , F- ¥4 % & 43 51
6714 MB/min, 795 MB/min, 870 MB/min, ] {11 2,
A351A 0.48,0.94,0.94 , F 3l | B 3 5 4 (E I = 40
Mk 9752 MB/min, 10546 MB/min, 15459 MB/min,
W AR 17 243 4 0.65,0.97,0.97 , - ¥4 % & 43 51 Ky
1610 MB/min,3 962 MB/min, 3 899 MB/min, *F- 1 {1
#rM 0.61,0.93,0.92; TCSEC, SR, AODV &k
V- 25 i it oS R i Ry 2.18,2.25,0.01, B3 ) iRk
S5 FE RN AL ) 2 2 43 5l R 0.89,0.39,0.45, KA1
HAF51R 0.21,0.40,0.30.

4) SEE MK 20 min, TCSEC, SR, AODV #.:
FE RN 0.92. 77 ] & W B BL . TCSEC 53 RN,
LN {E2 R E T 0.97~0.98, 1 SR.AODV %
2 RNL,LN W{EEEE T o.

5 RGEMGITHEE MRS LB R E G,
TCSEC, SR, AODV $3 & 3K 453 ik 55 1 B2 03 7345
FE4y 9 2.5 MBps, 2.5 MBps, 2.41 MBps , “F- 3415 7]
FEIR 358 24 ms, 37 ms,29 ms.

30 30
25t 25t

201 20 1
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"
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O
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Fig. 33 Traffic of ES in edge computing cooperative service
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Fig. 34 Average traffic of RN and LN in TCSEC, AODV and SR algorithms
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Fig. 35 Average trust of RN and LN in TCSEC,AODV and SR algorithms
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Table 5 Performance Parameters of Cooperation Service for Edge Computing During Peak Access Time

x5 BHITEMERSFESERREERSH

First Time During Peak Access(60~120 min) Second Time During Peak Access (210~270 min)
Algorithms  peyi Task ‘Task Frequfency Packet Ban‘dwic'ith Peak  Receiving ‘Task Frequlency Packet Ban‘dwiﬁhh
K Receiving Success  of Link Loss  of Service K Success  of Link Loss  of Service
Time/s K ime/s Rate i
Rate Rate  Retrievals  Rate /MBps Rate  Retrievals  Rate /MBps

SR 3940 0.50 0.50 2.18 0.39 2.50 13280 0.39 0.39 2.23 0.39 2.50

AODV 4148 0.47 0.47 2.25 0.30 2.34 13119 0.45 0.45 2.20 0.31 2.44

TCSEC 2285 0.83 0.83 0.01 0.21 2.50 15063 0.89 0.89 0.01 0.21 2.50

Table 6 Performance Parameters of Cooperation Service for Edge Computing During Peak Access Time

®6 DZEIEMERSHESERREESH

Third Time During Peak Access (360~420 min)

Algorithms

. Task Receiving Task Success Frequency of Link Packet Loss Bandwidth of
Peak Time/s K )
Rate Rate Retrievals Rate Service/ MBps
SR 23564 0.40 0.40 2.39 0.40 2.50
AODV 24520 0.40 0.40 2.44 0.30 2.47
TCSEC 23999 0.90 0.90 0.01 0.21 2.50
45 1.0
40 + P FaeegmTmmmmmmmcsmocsnocess S r-- mee— SR
35 femeeemt o8t AODV
@« _—— s B ) F TCSEC
8 30f i T z
Ty | = E
g 25 l'.l_rr" % 0.6
S opur 5 ol
ko) 20 £ 04y N B LRy
5} 1 - N - -
A 15 ———_ SR £ f‘-'-'-'r’ e e ——— =
or e AODV 02 15
st TCSEC I
0 90 180 270 360 450 540 0 90 180 270 360 450 540
t/min t/min
Fig. 36  Access delay in edge computing Fig. 37 Packet loss rate in edge computing
cooperative service cooperative service
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FI AR F W]

D A5 2 PP 5 2000 57 48 U IR B 2l A —
30, BB A R W B[R] 49 S AR A A R B A R
e B BT R B P ZE Uil S A

2) TCSEC fig % 4y 11 2 15 ] 1 K W 3k 52 21 £
BRI A SO 5E P FNAT 55, SR, AODV B3k I A
UIE- RO 20 O

3) TEV IR 5 g i BE, TCSEC 5 SR, AODV &
A H  ES W AR 51 807 B RRAIK 31,006, P-4 1 1
BIREAR 40.6 %6, Jah B 3247 sS04 T BRI 27.7 %,
V- 35 B AR S REAR 27.3 0.

4) TCSEC 5 SR, AODV &4 I, U [ 4T 55
PEWCR A B4R 29.1%.36.4 % , D[R] 8 3 3R 43 ) 42
151 29.0%6,36.3 %0« R A% i 25 4 28 43 Sl B A1 18.3 %%
9.3%.

5) TCSEC 5 SR, AODV %y 48 I, 1 IR 55
T B8 FE A — B R R A 4 = 29.1060,36.4 %0,
1155 WD R o B S 29.1%,36.4 % , 2 5 9E 3R 43 51
B 35.1%.17.2%.

/NGE . TCSEC 5 SR, AODV H M I, 76 11 2
Yifiisae 1 4R 2900, RGR SRR 1 4r i 294
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TR SR 2 PR T BN 4% I 55 A A BRI 5 Y
ANFESE VA 19 45 80O T B A R B I8 245 ik 55 280
ey P13 B P ) e 55 2R 0 e — Bl A R0 ik B 3K
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Ot 3 250 i e P 1] A 55 B B 21 B R 300 2 5 13 [
1 55 A fife e H O U 1130 53 B IR IR 55 b AR AE
PHZE R X IR AR 55 5T A AN T Y )
P T — PR TR A9 I G P IR iR 55 4H SR T
TCSEC . #5 Rz Y w1 {5 AT L L DT R EE | 75 3 Al afy
Vi B IO S AR S AR Y A AR AE S 1 L DUAT 55 UK
277 30 i B T AR T R IR 55 BE 0 R B 1R
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