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Abstract Attribute-based encryption has great advantages in achieving fine-grained secure sharing for
cloud data. Due to the dynamic changes of user access rights in cloud storage, data re-encryption is an
effective method to ensure the forward security of ciphertext when the attribute or user private key is
revoked, but the corresponding computation overhead and communication overhead of data uploading
and downloading are too large. To address these issues, an updatable attribute-based encryption
scheme is proposed to support dynamic changes of user rights (SDCUR-UABE). By constructing the
attribute version key and user version key in ciphertext-policy attribute-based encryption, only the
corresponding components of transformation key in user’s private key need to be updated when the
user attribute is revoked. Similarly, when a system attribute is revoked, the corresponding attribute
version key needs to be updated to implement replaceable update of part components for the ciphertext
and key. Next, only the user version key needs to be updated when the user private key is revoked.
Therefore the expensive computation and communication overhead caused by ciphertext update based
on data re-encryption can be avoided. Besides, key segmentation is used to realize data decryption
outsourcing to reduce the user’s decryption overhead in the construction of the scheme. Theoretical
analysis and experimental verification show that the proposed scheme can effectively solve the
computing efficiency and communication overhead of ciphertext update when the user rights are
dynamically changed in the cloud storage system, and greatly reduce the computational complexity of

user decryption under the premise of guaranteeing forward security for ciphertext.

Key words cloud storage; attribute-based encryption; decryption outsourcing; attribute revocation;

private key revocation
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HTECT A e AT 201, BT 4L
% B RS R AT 2% 1, BV AT LA SR8 B
REWS DL RN AT Z2 W 1 A 35 B0 mk H) 5 1 g-Parallel
BDHE [ ¥ 7] 451, i k.

EIE 2. A ) SDCUR-UABE J5 % %
HACER AR RS e A T R e, B
REMSHCHTH P 5 FC A 2 Ik 55 2% Z 6] 1 B iR Tty

IE WL E S, O &b B 0 AR OBE A IR S5 AR T
Frf QAR 25 2 5] TK b 2P i s s 4], o g Ay
T L=g" (K, },es={(H, (x)Xg" )} o5
Ja PE B A C BAT 8 B A B i i B R AL A AR
tyx €Z, F R IEAT A PR % AR R 2 A % S
e (g g) ™3t F AR 2 AU it 75 A DL g% SO A7
fith » PRI AE B ARG B 3k FH P e %5 O 48 1) [m) B DR IE T %%
S A

F IR A P B AR % IR 55 2% Z (B A7 A 1
()3 e 1 H EAT QAR 2 TSR R
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gVe) ,g),a,-,w(«ff/:w/;» —e(g ’g)m@.\-/: <
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T P& B R A 0 FA S R AS 7] A Bl B AR o
z; HAS G ¢ 78 P RD B 2B B B Bl AL 2 B, o e I 9
BB e ((H, () X gVew ), g )bl g
L I AE TR R v 45 R Ak SR R AR U n) 3R I
14 T P 22 18] T 2 ) T At ] P BB B 6 B ) TK
B OB it 2% IR 55 2 5 ) A8 1 50 B A 3L i 2 3
(ERIEe s SU G @ ik %,

5 MR RLIEIE

5. ERSH

A% SDCUR-UABE J5 8 76 504 I g % .
PR L RS0 E MUY DL SR P AL A R A R
M5 TS HEAT AT 8 SUAF 5 LIk 1 i .

Table 1 Symbols and Meanings
®1 HSRAX

Symbols Meanings
|U| Number of system attributes
[S| Number of attributes in user attributes set
d Number of attributes involved in access policy
exp Exponentiation in group element
4 Bilinear pairing operation
¢ Multiplication operations or constants
SKE A symmetric encryption operation
t Threshold value
h Height of the access tree
[A, | Number of user attributes satisfing access policy
[CT | Number of ciphertexts with att in access policy
[AS . | Number of users with att in user attributes set
|CT| Number of ciphertexts in CSP
|SK | Number of secret keys in AA

T 07 28 KA 1 i % s M 4 CSS, P
fif it AT 1 WoRE B AL g8 b T P om s B
BAUA, | +3)exp fEH TR HIFE A exp.

LR P A KB R are, B S TE PR X
O 11 2% 450 88 90 1 T Y B B A TP 0 AA T SR TR
e T 2 T T — R R A A B IR S5 A O
T2 B R R T s T — U T vk R A B AT 5
. H3.3.1 5 434 AT, O TS T BB 3.

WS R G B YE are B, 75 B FT A U 1] 5K m
WK are 1% SCHEAT BB AR SC R G JE M R AR
HOAA TR E P T B — O R L SRS A T )
FEms AL JE e are B9 SO B — A T R Y
CUK T2 1 RN i AA HHEIFRS N 2exp s
F2 5 R A R Ao 85 M 55 4 1 P T 0T 2% 51 o B MR AR L
B RCRS JE PR ) BT P B R VL ) B o % BH (R IR
T R B — YO R AR B v] S8 B0 L THRIF A T e
HFTAS ., | X s RO FEARIE B AT 25 SCHY AT ) % 4
SEAh bk A B8 S TR R U ) SR 1) AT A
0 B T S AR R 55 e 0 5 S0 1) 45 4 T i B
TR Ja8 P 1 i A P TR % SR 4 R 8 AR A5 1 T
0 B I T T — KB S U B K e vk R AR T 5
BO S HHEIFE A ICT .. | Xe.

W 3.3.3 WHrHR, M R G0 h S B A e N
O P R P R R R G
2038 U 2 P R LUAR IR P AT i 2% % SC
(42 Gk R M B B AA U X RS
FRAS %5 BH 6 AT BT L 2 i R BH G T A 3l RIS
FURA BN VK, = gPg JIMT CHAR 53 7 3 2 L
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3.3.3 W) LR g PR E AP O AA R 2T — K
e 13 RN — U 3z B BRI AT T P FABH N L B e
e B LA KR SCTE R R, SRR A o IR 55 AR A =

Pk IR 55 42 Jo 75 2 5 7H AR SO A A OC T8
PEARCES 19 22 307 SR AE 2 A B T AR A 4 e
DLRXT LL ANk 2,38 3 FiR.

Table 2 Comparison of Security and Computation Cost in User Attribute Revocation

x2 ZeMRAPREERHEIETEFHEMT

User Attribute Revocation

Schemes Se(‘urit?f Security Decryptifm User Decryption
Assumption Model  Outsourcing Overhead Attribute Authority Proxy Server Cloud Storage Server
Ref [3] Generic Group Model ~CPA Yes (JAp [ +De
Ref [4] DBDH CPA No (Ul +De+|Ulexp ¢ [SIC(|ASu | —1) exp (d|CTau ) exp
Ref [5] BDH No Q2d+De+Q2d+2exp  (21A,|+1) exp [CT o | (d+3)exp
Ref[8]  g-paralll BDHE ~ CPA No A, |+ De+Ap lexp texp 2eap
Ref[11]  g¢-parallel BDHE  CPA No 20A, le+GBIA, [+2exp  (IS|+dexp p
Ref [13]  g-parallel BDHE CPA No e+5exp [AS it lexp [CT i lexp
Ref [14]  g-parallel BDHE CPA No ((;) ‘12: “ i;;f:} (|ASu | =1 exp [CTau lexp
Ref [15] DBDH CPA No (IS|+De+2ShHexp ¢ CTau | (d+2)exp
Ref [20]  g-parallel BDHE CPA Yes 3exp [ASa |exp [CTa lexp
Ref [23] ¢-DPBDHE2 CPA Yes (1AS a1 +5) exp h X SKE 0 8d exp
Ref [24] g-parallel BDHE ~ CCA Yes exp (t+Dexp 0 QICTu 1) exp+1CTun |
Ref[25]  qparallel BDHE  CPA Yes 3exp
Ours  qparallel BDHE  CPA Yes exp exp y 0
Table 3 Comparison of Computation Cost in System Attribute Revocation and User Private Key Revocation
x3 REEUHERAPRAARBEEIETEFHEIIE
System Attribute Revocation User Private Key Revocation
Schemes
Attribute Authority =~ Proxy Server Cloud Storage Server  Attribute Authority  Proxy Server Cloud Storage Server
Ref [3]
Ref [4]
Ref [5] QIA, | +1) exp [CT i | (d+3)exp
Ref [8]
Ref [11] exptec c
Ref [13] (|AS . | +1) exp [CT wi lexp ([SK|+1D)IS|exp [CTI|IS|exp
Ref [14] |AS i lexp [CT s lexp ([SK|+1)IS|exp [CTI||S|exp
Ref [15]
Ref [20] c 0 0
Ref [23]
Ref [24]
Ref [25]
Qurs 3exp [AS il e [CT sl e exp 0 0

M1 2,38 3 B X FE 45 R n] 0, SCRR[ 4 ] 8k = fif
2 SMI L T BOH P TS T B RO, HAE
Jo AR P R R B AR TR P Y P AL R T A
U7 1) W 5 S Wl R i A 1 8 SR AT TR 5 S Bl
SCHRLS .8, 11, 13-15 ¥ 77 12 il 7™ fif %5 T 45 K A9 1)
S, — 5 A T e P JRCE Ao 2 () SRR 2 S
Bl 53 —J7 1B 5 B BUBRAE B R SR
PR T LB AR 15 T2 . SCRRL 20 14 it %z 3
T o O 24 ) U A B 0o 328 B M 4 2 IR 55 T R 4 1

fiff 2 50 AEL P i e R S R B R S e T
AL RR A8 #6500 o PR AR I >4 O B 5 ot Bsf T LA 3 ik
BT P A R O B AT IR BT
3 g A R B R S AL B R v T
BH 5 AR R ) B S AT TR R T S I P
Ja& P A
5.2 ELINIGIE

3 BRR 43 BT, AR SCHE I g 2% 2 g S5 3R
FORR AR BT 0% b B R L 35l T X J7 58 1 52
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PRk BEIEAT PEAR A 15 78 %5 B A 0 B & L AC B
fite % LA P i % 4 )7 S VEO-CP-ABE (fully
outsourced ciphertext-policy attribute-based encryp-
tion with verifiability) J5 22 HE 47 20 a] () {5 &
SIS L 3% T 58 S — Bl SCRE AT 5 TR Y 58 42 Ah
1,55 SCOR W Rk 6 n %5 5 52 L BE B [ I S 0 B A
T B 0 DR o I B AM LT ST RE L i o I
TR A B e R T B U A ) R X T O Y U
A R P OC S S B L S B SR Bl R T

Windows 64 b #:1E £ 4 . Intel® Core™ i7-4770
CPU (3.4 GHz) .IN#E 12 GB. 3T JPBC(Java pairing-
based cryptography) FE#E 1T LR B RS .

TEZ 5 %5 W7 28 09 B AR S Bt 72 o T Caee,
AND att, AND -+ AND ate, ) JE 29 5 7] 3¢ w32k £ 7
W, b aee, AR TEYE. 2 5 0 &8 M 500 Bk
DL 10 B34 BE BN 10~100 3 10 Ffi s [l 3w % T
T o S s AT HEAT 22 U S R 2% A (B B
A5 50T 2 B0 P (B A S A Uk a0 5 1Y) 52 56
g5k,

Sy g R g 2 R, B 2 () ~ (d) 435l
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(c) Proxy decryption
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FER A BB n % AR DL RO R A A
05 T TR RS X L. T VEO-CP-ABE 7 & %
% 9 TK ME %5 81 RK i 2% H P k17
KeyBlind (SK )iz 57 A=, i A 3L 48 J7 58 vh % 46
B A R R A O BRI S X
H¥r KeyBlind (SK) i #2585 11 A % 8 7= A By B
S TT 85N SR S5 ROk B 7 2% B A2 LB BoAs SC R
) SDCUR-UABE 5 VFO-CP-ABE 5 JF &5 48
T 5 7E N 25 Wy Bt SDCUR-UABE J7 % 19 71 44 b6 177 18]
SR v ) JE M B 38 i 3 KL i VFO-CP-ABE
HEAT I AL A 8 o AR A A A B AR 55 7% E AT 40
fife 2 R P i 2 A Bz R 2 MR
A TH ST B E /N (H N5 >k F SDCUR-UABE
T WA IR UL, A SCHR Y T R RE ST R
PR R, HTEff A Ga B 1 HA R ROR.

BHE P PR RS R G A AL L 3
W KO S is B0 Ja PR AL O R = A IR 55 A 1 T
ST AEHEAT I, th 2R 3 40 4 SR AT AL, BE HRUH T
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700 |
g
> 600}
g
= 500 -
]
2 400+
=
E} L
£ 300
200}

100

0
10 20 30 40 50 60 70 8 90 100
Number of Attributes
(b) Data encryption
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Simulation Time/ms
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(d) User decryption

Fig. 2 Comparison of computation cost for key steps of SDCUR-UABE
Kl 2 SDCUR-UABE J5 &t SC i 25 BR 153 FF 4 % 1
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Yo 3 v U@ MRS P RS B, LU-MA-ABE
Al OMDAC-ABSC & LRSS Hiz
AAL T AR S o3 B AL AR 55 90 1) T Oy o B Cn e 1
B ) TR RN AE S B T R T 200
FEBLI MY & LU-MA-ABE J7 & 7 5 W i 47
i T FRSC st A% T B X T o B i v A 7 B AT
B JE 1 B9 B /N7 75 4E (minimum covering set, MCS)
JC AN B B R BRI AR 5 Hoe SO T
WAy K kR SR /N 3T R A
N yes MBI ERE b BI N yes = hF 256 15 #2 H 58 B
FIXT BRI 2% A9 K S 128 b, IF T sun. misc.
BASE64Encoder 1 sun.misc. BASE64Decoder ZZFi
XT @ M A % B R X B O R %, LU-MA-ABE Al
OMDAC-ABSC 77 % W@ g A0 1 53 45 4
SRS T 2 R 2SR 1 o B AN T RRAE Y RN, X
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(a) Computation overhead of AA in user attribute revocation
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(b) Computation overhead of CSS in user attribute revocation

Fig. 3 Comparison of computation overhead in user attribute revocation
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Fig. 4 Computation overhead in system attribute
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