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Abstract The detection of persistent elements has many important applications in the fields of
detecting intrusions in a distributed system, finding common interests, measuring the traffic, etc.
Most of the existing state-of-the-art studies of detecting persistent elements have some problems such
as false or missing report, high communication cost and great limitation so that they can hardly satisfy
the requirement of some distributed applications. To solve these problems, the paper proposes a
scheme to detect persistent elements in distributed monitoring system with the goal of minimizing the
total communication cost during the whole detection process. First, the scheme filters out most of the
irrelevant elements to reduce the overall communication overhead through multiple rounds of
compressed data transferring between all monitors and the central coordinator. Then, we ensure that
each round of the filtering is necessary and can achieve the best performance by adjusting parameters
of filtering according to the theoretical analysis and derivation. With the technology of extended Bloom
filter and the persistent spread estimation function, the scheme can work well no matter in the
balanced environment or in the unbalanced environment. Finally, we perform extensive simulations to
study the performance of the proposed mechanism, and the simulation results show the effectiveness

of our scheme.

Key words distributed system; persistent element; Bloom filter; communication cost minimization;

mechanism design
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The symbol “x” in monitor M,’s data stream represents the data which is not recorded by the monitor M,.

Fig. 1 The distributed monitoring system model
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Fig. 3 Communication cost of our scheme and

other three algorithms using the original data
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Table 1

AL T2 ¢ B B /N, CFSP 3 i ) 36 #L75
AEEARTE e =4 B IEFER R A 2t T
BV ML AR BB P LT 4 28 %0~ 96 %
FR3E 15 B . A3 it SR A9 CFSP Bkl LYY 4
21 % ~A7 % By AEFFRY .0 >4 B} 5 DISPERSE % 1
FERE AT A 4 9 %~ 91 Yo By A 1 4.

The Performance Comparison of Our Scheme and DISPERSE Using the Original Data

F1 BEBRHBIFETHAR-VE S5 DISPERSE & ik B4 &8 tL &%
Our Scheme DISPERSE

! Communication Cost/MB FPR FNR Communication Cost/MB FPR FNR

4 26.95 0 0 15.75 TE—6 0.14

5 20.57 0 0 14.44 4E—6 0.15

6 18.72 0 0 13.45 3E—6 0.17

7 15.34 0 0 12.80 2E—6 0.20

8 12.46 0 0 12.47 2E—6 0.23

9 10.78 0 0 12.14 2E—6 0.26

10 9.56 0 0 11.81 1E—6 0.30

11 8.38 0 0 11.48 1E—6 0.33

12 6.61 0 0 11.48 1E—6 0.38
FioT » RGEMIEHEAT T 3 50075 i Bk F 2 1 408 75

o R b UM AT T 4 % v LA LB

g [ S — RS ALk ,p@ﬁiﬁﬁ%aa@mwﬁﬁa@
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ot T (R BB 58 43 BUHE /N R A Fa 5, BT 07 1k #E 2 1 B

Fig. 4 Communication cost of our scheme and other

three algorithms using the processed data
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Table 2 Performance of Each Round Using the Processed Data when ¢t =8
F2 H=SsHABERHETEEMENRABR

Round Rest Filtered Total Communication Communication Time Cost in Time Cost in
Elements Elements Cost/MB Cost Reduction/MB Monitor/s Coordinator/s
1 2168914 698 560 11.87 4.68 0.64 0.86
2 1470354 971837 5.23 6.64 0.43 0.70
3 498517 346812 3.56 1.68 0.17 1.61
Extra 4 151705 48635 3.81 —0.26
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