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Abstract As face recognition technology has been integrated into human daily life, face spoofing
detection as a key step before face recognition has attracted more and more attention. For print attack
and video attack, we propose a difference quantization local binary pattern (DQ_LBP) algorithm for
refining the feature of traditional local binary pattern (LLBP) by quantifying the difference between the
value of central pixel and its neighborhood pixels. DQ_LBP can extract the difference information
between the local pixels without increasing the original dimension of LBP, and thus be able to describe
the local texture features of images more accurately. In addition, we use the spatial pyramid (SP)
algorithm to calculate the histogram of DQ_LBP features in different color spaces and cascade them
into a unified feature vector, so as to obtain more elaborate local color texture information and spatial
structure information from the face sample, thus, the fraud face detection performance of the
algorithm in this paper has been further improved. Extensive experiments are conducted on three
challenging face anti-spoofing databases (CASIA FASD, Replay-Attack, and Replay-Mobile) and
show that our algorithm has better performance compared with the state of the art. Moreover, it has

great potential in the application of real-time devices.

Key words face anti-spoofing; local binary pattern(LBP) ; difference quantization local binary pattern

(DQ_LBP); space pyramid; color space

W OE MAABRINBRRTLEBAINAMNBFAZ P ABKERMNESARRI TG —ANXEEF R
AR AL Z B FALAT AT SR A AR Sk LR B T — AP F AR AR A 09 £ 1Ak an AL By BF
Z a4 X (local binary pattern, LBP) #F 4E 4§ £ 4 & 1 B #F = 44 #£ X (difference quantization local
binary pattern, DQ_LBP) ¥ % .DQ_LBP 48 % £ R3§im LBP 4 Z 9 A s ERBAE T2 | oy 24612 &,
VAE B AR 3R B BRI FE R R TR EFEEEAT TRRABE ST P4 DQ_LBP
BHREFHLBERA—WH LT, AMEMAS MR T ARG HIHEREEZLAL TR EME
B —FTRJTHEOEMNMBE B2 R K. EF &£ CASIA FASD, Replay-Attack, Replay-
Mobile = A~ B A P ¥k M 69 Ao BIK VE S48 B P AR TR AR F &R, M L E SRR &6 8 A Lk
B AR K 0 e

Wi HHEA.2019-05-31;f8 B HH#A:2020-01-13

ELTB . EHEHRB#IEAmE FTH(61572242,61672265,61876072,61772244)
This work was supported by the General Program of the National Natural Science Foundation of China (61572242, 61672265,
61876072, 61772244).



R FEE LT 200 B AL R AR U N K RORVE FE BT Y

1509

xR ABRBRRFE: AR MEX;Z5 AR _HHNEX;TRALFE ; HETN

REZESES TP391

H AR DR AT A 3 R pg i oz
RBP4 0 1 42 46 2 48 . /N B Bl AL 7T DL 04 7% sl
Ui b B B 403 36 TE ) BE . I PRI AR A ALK KA 5
T B AE BB UE R ROE 38 45 A SR PR O (8 1Y
EREIN R PN PPN k- S RN v5 SN EUPN
JR: R 5] 2R G0 9 S e 5 2% th IRV B H R, AR
3 FE T IR BB R A4 R R TE B A AR NP L L
W, % Pl AR R R G 4 R AT 4 A S A B AR 5 L
BRAT RG0S 4 Bk ok B L P I AR S8 S A
T B 0045 IR A5 3% 26 52 Bk A OR BRI T %
JEA I (14 0 AR L — 26 0 ) B R D O R
BT TEE RGEN B 5 SR — 2L R N 51 2 5 Horp
DA S LA B PRI, 7 HE AT A R 3 i 1 Ak A
BILAZ B NG VR A 0 DA i e NI P00 3 6 v A7 A
189 IR 5 T i) o — I A Y AR,

NI IRVE Y — e ml 23S 3 FhoJr =0 3T BRIt
HC T A 3D R e T ED X e B O BR IR
i AR A P IR R AT BN R B R PR L T
PPEc g N SR TV N RS EE iR N 1
SR T 2 P O RO A IR DX 40l B R 5 A
B T AR AL DL P Bz MR Ok il 1 2R ¢ 45 4. ik B
35 WA it J2 48 78 I U1 &R 40 i 4 Sk i R A2
8 T3 A e 1 P P G 9 A AT L Ak R 3 i R G B
3D LB Tt o2 48 A TR R bR 3 3D AR Y O B
P S 0 o 23V A I 2R G 2 7 P A A B B
VES , Yot 3 1T 22 40 5 sl B Rk B8 HT P 1 Sk 3
iz 2l AT BN Yk AV Tl B AR X T 3D AR AL it B Y
ARSIV Ak o AR B SRV AR A 17 A VR o B S 17 B 1A
W PR 2 VR T 2 TR R ) 3R 4 v A7 A 1 KU 3R
BB B X T B e A0 A i B Y SOV O
BTz,

AT AR AR AR 4 IR Ry N 2 3V A T 1 B
WFFE N2 AN Boulkenafet 25 A5 i F JR 3 — (8
#2 (local binary pattern, LBP) $& 8t Ei (4 2 3 45
I o 33 ol Jy 32 T SR 80T L AE 28 3 A MK R VR A8
e EER R T AR R Az LR ) H )2, LBP H s
TR R R DX R G £ AR SR R A T KNG
ZA N0 20 T B SO AT 5 R B X AL 58 LBP Y
XA A SO T 2% A i Al Sy BB AR X
(difference quantization local binary pattern, DQ_

LBP) . RIVFJH A5 = 38 et s 5 8 PRl 22 T B9 26 {E

e A A Jey B AR X Y S B L BRI 2 Ah R SCH
DQ_LBP 5 =5 [a] 4 5 34 57 %" (spatial pyramid,
SPY &5 A KR FETH T 505 10 o 25 M RE.

AW FELEDTBRTE T 4 D7

D $#&ih1y DQ_LBP 51& 4y LBP A It , AN X
B A% S e vt 55 4B S Z MR R E RN E R,
BT REHE 1R 2 22 ) A 22 o Ak 0T R S b 2 SR A iR A
JI6: JR 350 S0 B A AR R AE . DQ_LBP {8:4% T LBP # %
i B A A, ELAS 201 DQ_LBP AR AE A 43 Kk 14 i
AT I SOHRAR I3 T8 IR AE 0 2

2) A FH 23 [] 4 o 3 Bk — T AT DA 40 B0 R
s NI 1 25 6] 45 48 15 8., 3 — O 1 Al LB AS [a] RO~
I T e Ak B 8 — 2 B3 1Y) ¢ AIF 1) 5. DQ_LBP
A3 ) 4 38 S MR 45 B R B T I 1) SO A s
V) 5 K4 15 2, SO W T B Jad 3B A 4 Jm R R AE AR L

3) 3 3 43T I B AR R TR € s ) oo g
W B R £ SCH X SV ARSI 1 VR S 9K S ) 1)
23 () A DA M o B 0 ) 5 1

4) AN B IO AR T i — it ] R 3 AT ORI R
ARHEAT 5325 INTHTAT 8401 249 1 5532 11 38 S 1 [

1 tHxIE

ISP N Ui B /NS N 8 G e 3 &/ HESTIE: b | N
FIRVERIWFFE A5 3] 1 P80 & . B N IR VR
i) Jy vk E 4y BT R AR AE L BE T 3D WIE AR
B3 AR T AR GE S (5 2 2 B 1Y 7 i BRIt 2 Ah
LA 7 5 R B A 2T AH 5 B R SR N A
Kz

BT Ry R AR 4R R O R R R B R
b AR e A B SCH 2% S (RS AT B RO A B B
R VA Y MR S R 5 R = BCRICHR S5O B0 Bk i
R 1) LAl SCHR (8 10 T 4 MRUEE 5 119 340 25 S0 BRRRAE
¥ GS-LBP(guided scale based local binary pattern)
RAL B S S P ) TU 4R BE . Pereira 26 AT Fl Maatta 4%
APV B4 4 LBP-TOP (local binary pattern from
three orthogonal planes) & F fl % F A [7] #2289
LBP 2145 0945 F $2 7 . /i # 3l i LBP-TOP 5
TR I ) A0 s (R SV ROR B 1 VR U RS
FE s J5 Al L SRk B T LBP AH EE R #8 AH 47 & Ak
(local phase quantization, LPQ) #l Gabor % T 1£ A



1510

HHEIR S AR 2020, 57(7)

I IRVEIR B I 2 A 54 ) 25 5] B8 1. Chingovska &
AR o LBP N 0 30VEAG I 45 38K, I 5 5 56
UEHT LBP X T A [m] B8 P v A ) 19 e 2 20 Y A6
TFAT — 5 B 35 JH . Wen 25 A6 48 1w iz 5 A
BT 0 R R 22 (R L 45 G R AT MR R B4
JF 5 T 3905 5T a1 SRR AT 4 B 9 O 2R W R 3R
A5 14 THD 8 RS AS AN €2 3R Ak 3 B = 23 68 22 B L Bl
J& Boulkenafet 5 At 4 H — i Jik - 23 £ 2 34 43 A7
(9 NIz SRR 7 1% o Ik W AE 2R 1 2% 10 71 T8D 00 €8, ¢
PR 3R B LU K B 3 O 1 3R B N AR A2 L i vk AT
A 0N EHLAE 5 800 e ) B AR R 0 2 Ak g . Sk
[11 )42 3 i B % 8 38 A )5 38 — (A 855 X (chromatic
co-occurrence of local binary pattern, CCoLBP) ,i%
SR ARG ER S i B s B HA R KRB,

HL R — > 3D By T EB 45 48, AT ED M
FVOL AT et i 7 A B A IR AR IR J o e vh o % 2R AR 40
B3 3D S5 4 M5 BT 3D RS B £ E 2
FIH 2D EHRFR 3D W) 1A 2 Ta] I8 B2 A5 0L 1Y 25 53 ok Bt
1) G R AG:. f81) 2 S ik [ 12-13 ] 43 591 i ik il R 4 R
125 ) 4% B 11 R JEE TR1 i R R R B A S HE SRR X 5F
9 NI P15 R0 il A PR A3 ot b 35 BBCTR J3E 0 BRARR A

T A2 S5 B OVE R I 32 0 5T AR
A PV BB B R iz BRE A ARGE s
S FBEFE  Frischholz 48 A7 H ] 3 Fh oA [H]
AR RFAE —— I 38 L P RS Jiss gl P A 0 AR T 3k
T 7 1% LU A FH B R AR B2 BT 1 EL A T v i U RS
BECRR T T AR S 25 Bk I Oy i BRI X
it L, Bt 25 B 52 3 E iR A Y K i 5 Patel 4§
N T Rl A VR SO AR A I S sh R R
Chniz B ) A 4843 3R 7 ik LA W XoF [ J i [l ke 4 s

W 5 VA R R 32 W7 58 5 L 8 DL B i 5 IR
JE 27 2 4545 Fa N 3R RO VE U RS 1 35
ORI Feng 88 AW ) FH 4 B 28 0 246 44 3 ) —
FolrJ22 Uk AT 4 e A HE SR, % HE S R A8 il IR 1 T
I B A AR R L R T B SO0 P2 2 ) AT AR R Y
ZALRE ST s Atoum S NUUHE I R 4y S T/ B A
& Nt 4 M 4% (convolutional neural network,
CNND 5 AE AN 7N He 9 VR 53 00 8% O Y9 4E , PR AR
P T 2 RIR S BB CNN H) 51 A 35 2 15 2o I
B R A A FONRE A LR SE I R L % Ty
AR A PR AR R A i 25 A, T B
FAEI R A DA 2 5 8 9 5 s i A i s A
AEBEIE L 2 Py 57 2R & i IOVERE A A g
ik CNN I 2t e i A5 8 (H WV A A IS0 4R 4D
JEAMER. Li 55 NP AR BURHE (&1 b 42 U (5 LBP

FEAE , IFFHE A 1 VGG-Face B8 1 3k 47 1 4 ok
WD T A S L %55 2 7E CASIA FASD, Replay-
Attack B B FARIUIG T AR E MM RE.

DL B J7 AR NI SV 40 B A0 26 0 o b 35 7 43
FHOR AW AEAE A R Z AL A AN 7E R IORE A 32 3
SIS AR A BB 2 1 A, 7 B SRR A TR B A
S 5 32 BIRVE B A il 52 o i R O3 25 T
R M 2 B H T8O ek Ir i B 2B 5 %
I HRVEREAS B ) i LR B I 2 B R AR T R
PR IE SO B R J7 vk L SCRRC L SR TR 40 B B T 23
0388 T 0F T HRVE U 3 28 B9 AR L AELGE A9 R AT 2
W7 VR ANREFE 4 L W &1 1 08 )R 0 a0 LA R BE X i
7] R, AR SCHR 3T DQ_LBP A I B K VE B vk
ZHE K DQ_LBP M= M & F R kas &, — il
DQ_LBP #8135 B 4 i 1) 0 BRRAE L 55 — J7 T &5
V1) < 5 15 BR0 1k RE M 4 AN [7) R RE 18 JKG: v S0 3L 1)y e 7
IS — 4 P B RFAE 1) 6, O HL BB SE 0 A s e 1#]
J B S [ S5 AR AR R A Sy U IR €0, ) %) B 1)
Jig: 0B I B9 45 A S0 S E Gray . RGB, HSV,
YCbCr A2 M HEAT 1R B S8, I 45 B AN R (4
23 [A) AT il R 32 i B ik 0 TR B LI T 1 T
el AT L 4 R I ] SR A SRR A T Y — et
A 7 CASIA FASD, Replay-Attack, Replay-Mobile
R ARG A A T A5R

2 EFDQ LBP AR REEE %

B FT BD B o AN R R Bk, AR SCHR T — A
DQ_LBP FFAF £ B 3, 9F 78 B 60,2 8] ol H 5 =5
[B) 4 P BB R 45 A AT NI VR A L 32 AL Y
RAEZ A 1 FoR, R 2L 5 AR

Stepl. & & A AR IR . B — A L0
PP SR B — T A T e A L SR S A T I R AL,
A 2 SR N R T R AT B BB BUE i
KR s 4

Step2. JF 4R B Fr #4235 8] RGB B, R
GE A ORI AN [R) B8, 25 (8] R Z 8 19 22 5, 43 )
B I UG A B 4oy HSV . YChCr K BERIE 2

Step3. 7 HI7E K \RGB.HSV Al YCbCr 2l
023 8] N 3 BN 1 R 19 DQ_LBP H#1iF

Stepd. FIJ FH 25 8] 4 =7 3 5 1k P B 0 2 [) vp 4%
T B 1Y 4 SR R P S0 BRI, AR S5 R 45 38 I8 R AE 9
I B 7R N 0 R AIE [) 4

Step5. F| 345 0 &L (support vector machine,
SV Bk 34T FLAR K A A6 5 4325



W AT 2 BRI AR Y A BV SR R BT S

1511

Colour Space

Face Detection
Conversion

and Crop

DQ LBP
(e.g. HSV Color Space) Feature

SVM
Classification

Fig. 1 Framework of proposed face anti-spoofing algorithm based on DQ_LBP
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Fig. 5 Local texture of the high resolution sample
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Fig. 6 LBP and DQ_LBP with difference value and
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T VAR AR ST 4R AR Y A M AR SCHE
CASIA FASD, Replay-Attack, Replay-Mobile =~
R NI SR VE B P AT S 6. 2 AR

1) A 7E AN [\ 68 25 ] v L 3 DQ_LBP,. DQ_
LBP %54 %5 8] & 73 57 % (DQ_LBP + SP) 1 H Alh
WY 6 iR AE 42 O 2 M BB R Ui B DQ_LBP
K H DQ_LBP+SP 803 40 e 5

2) B[] 1 B € 23 ) A DA SR B R iz 1k
(VIR
3) AR S 36 KA 43 BT 2 B 1 R T M

4) AR ORI RN A N B SR VE Bk AT
LAz,

3.1 HIEENA
3.1.1 CASIA FASD %4F

7E CASIA FASD i #B 52 5 VE %5 22 v, ik
FEN A 50 44 S50 % 1Y JL 2 | AR AT T g S OF R
T3 RO VET G - 4 il BEOR Boy LB U0 IR 5 i
CHERZ AR R0 A i o . S 19 U ) A < 2% 3 0
fff FAEG T % R 3 A AR T i R D .50 44 2l H
B4 B 2 ASANAH3E - AT IR RN, rpy)i] 2R
£ 20 AN IR A R 30 MKLEL 8 &0k H SCHk[1]

Video Attack

Fig. 8 Cropped and standardized faces in CASIA FASD
K8 CASIA FASD H# 0 Fl A7 i £k i) 7 1A
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H CASTIA FASD %8l e 17 B 18145 N B3R
AR L OE BT R Ry BT O K AR ZE F
A7« LS B RURE I ) A it R L 5 )RR R
PR 18] T B it
3.1.2  Replay-Attack 54

Replay-Attack $4sE" thi it T4 B 8GE . F
PLY A 0 Mot 3 e o 26 AL AR 4 7E SR AL T

Controlled
Scenario

Adverse
Scenario

L

Real Face
Attack

Printed Photograph

Je 7 B 14 8 28 I JIr A5 T B8 S A AN TR 58 ST T4
IS 5 SCRFHly . 50 44 320 Bl D 3 A4 Al S i /)
AT YN 2 5 Tl A O 9 JE ok A SCmk 1]
Replay-Attack %08 2 (98 BRI B 4T 1 Bk
H 25 st p IR AT 2 %0 BT ok A AR 7 5
1 P15 N2 B A D« LS NS P AR O 19 1 3 2
i P HL T AT ED i

Tablet Attack

Mobile Phone
Attack

Fig. 9 Cropped and standardized faces in Replay-Attack
K 9 Replay-Attack H &k 5 FA7 4k 19 7 61 NG 14

3.1.3 Replay-Mobile $4 £

Replay-Mobile ¥4l Fg /2 T 4F 4 Hh (1 — Fo 7 22
AN B S VE A I 54 )% A EE T Replay-Attack, i%
KA PE A T R 43 B R 0 A% E AT RE AR ST R0
CASIA FASD # L. /il & 84 17 % 3l 5 5 0 i
Replay-Mobile #0441 40 AN BIF 58 X 42 1)
1030 AL AL 1 4T BD Rl il P A IR il

Smart
Phone

Tablet

Controlled Scenario  Adverse Scenario

RS Sl A e s 4 I PR S A0 45 2 5 5 AR 5
s H Y RCOM W S YT B 5 BGE R A
A4 B T T 1 188 A ] 8 SRR B A % B Ay
FN R A IR 3 M EEE & T4, 400
4% 12,16,12 25, Replay-Mobile $U#E & 1) A B
AN 10 frzs A7 1 R 6 THL B4R Bty
VilRIREA AT 2 R A i i b SR AR I AR AR A A %)

1353

223

Direct Scenario Diffuse Scenario

Fig. 10 Face samples in Replay-Mobile
10 Replay-Mobile H 4 7 5] A
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A E) 43R R T O BRAR A TR MG B L TE O IR %
PF T ML BR 3 G BRSSO T AT ENANAE G IRAT ED A A
K 75 451
3.2 MR

AR SR 2 1 4% 19 SCHF 1) B HL (SVMD 4326
AT ZAH 4325 Lh EER Fl HTER Jy A 46 b5 L
HTER Jy FAR 5 FRR #J¥{f, FAR (false accep-
tance rate) N 48 1% $ % %, FRR (false rejection
rate) N Hf IR IE 45 % . EER i FAR,FRR 1 2 % il
LB ARAZ JORE L B AL SR 1 A SR i R O Al B v
PEAT 22 O H . A SCAE Replay-Mobile # 8fin 1
APCER (attack presentation classification error
rate) . BPCER (bona fide presentation classification
error rate), ACER (average classification error
rate) =M 4§45, Ji s APCER Hl BPCER 2 ik
FAR Ml FRR , X 3072 T 0 2 484N T F I8 4 Fh
ki 28R W S v ) RS I R, A 1) APCER
BPCER W A7 Y i 28 B v 1 8 38 IR A 22 19 (0 E 47
PPA% L i L ACER 4 APCER 5 BPCER ¥ {H. fif
A 8 b (B /N e 1 B T R A R R G
33 KRERSSH
3.3.1 5 HAFRAE A O ¥ Y

T Bk DQ_LBP FRAE$2 By ik S H A A s
V1) 45 - B B A0 N SRV AG I b O AT 5L 3R 1A
% 2 41 LBPY, , CoALBP (co-occurrence of adjacent
local binary pattrens) , LPQ(local phase quantization) ,
BSIF ( binarized statistical image features) , SID (scale-
invariant descriptor) , LTP (local ternary pattern)-*/,
DQ_LBP,DQ_LBP+SP i% 8 Fft f-AIE 42 H )y 1 76 4%
AT S Y I AE 2R R 5 b S50 KO Ok A

TICERC1IT AR 1 fik 2 o LE . BRI E A
FIERE SR U 75 . DQ_LBP I AR J&7E BT A 1Y B 6 55
) A B AT B B 00 G D P L ELR PR O AL T R R
LBP {215 B3 HAEREAT TR R A2 . b
TE Replay-Attack 4% # . DQ_LBP £ RGB 75 [H]
) HTER {61k %] 0.0 0. 751 6 FRFIESR U7 T,
LTP.CoALBP MIAICHE iy DQ_LBP R BLAY 1 fE
B I LTP WX} J5 FR A% 2% 8] #1922 {5 k47 i
A IFAE R I3 SR AT 5 i R B E AT RE thy T
LTP i 22 7% 18 1 't BROR A8 P 1 78 G 380V 46z U
5 T M RE O R BRI CoALBP 7£ CASIA FASD
PR IA DQ_LBP 4 24, H7E Replay-Attack H
A4 DQ_LBP. i H CoALBP B k8 fin T J§
Iy LBP RS {5 2045 L 45 B2 0 15 . 25 1 fin g
Table 1 EER Comparison Between the Proposed Algorithm
and Other Feature Extraction Methods in the CASIA
FASD Database

R 1 CASIA FASD ${47 F i 7 30 835 70 5 f 5 4E

RE A % EER L% %

Method  GrayScale RGB HSV YChCr
LBPY 22.6 21.0 13.6 12.4
CoALBP 14.8 11.0 5.5 10.0
LPQ 23.2 14.4 7.4 16.2

BSIF 26.2 21.0 6.7 17

SID 19.9 15.8 11.2 11.6
LTP 26.2 13.5 7.96 5.93
DQ_LBP 16.3 7.8 8.0 8.9
DQ_LBP+SP 4.6 4.3 2.2 3.3

Note: The data in bold in the table represents the best results.

Table 2 EER and HTER Comparison Between the Proposed Algorithm and Other Feature Extraction

Methods in the Replay-Attack Database

% 2 Replay-Attack I E R AN EEME 4SRN A M EER ,HTER b & %
Gray HSV YCbCr
Method
EER HTER EER HTER EER HTER EER HTER

LBPY 17.9 13.7 4.6 6.8 6.9 10.6 2.3 5.6
CoALBP 12.9 16.7 6.2 8.0 3.7 4.3 1.4 4.7
LPQ 25.3 31.1 9.7 10.3 7.9 9.2 6.3 11.5
BSIF 31.5 30.8 13.5 11.3 8.2 10.3 10.9 10.7
SID 22.2 21.8 14.5 12.3 3.0 8.7 4.9 11.2
LTP 12.5 20.4 5.0 13.1 4.2 8.1 5.7 13.8
DQ_LBP 3.3 0.8 1.7 0.0 2.7 0.5 2.5 0.5
DQ_LBP+SP 0.0 0.3 0.0 0.0 2.7 0.3 1.2 0.0

Note: The data in bold in the table represents the best results.
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DQ_LBP BE % T fin o i 114 15 345 B RS ARG 119 25 57
5N T BN B R BCHE A5 R AR B AR SO DQL
LBP Fizs M 4 FR LS G L mR Y] DQ_LBP+
SP 7E CASIA FASD #l Replay-Attack | #3 # H!
P 85 5. % 1 8 B RRAE $2 U 35 7E RGB,
HSV, YCbCr iy iU P B B LeAE I B2 1 b SR B
GERT . BARER 2 O B T AT B B A5 ) TP ) SR
e ILHR L AE B RE L v 0 P 8, H 2 i A AR B B
75 1) (40 RGB) & R I fe M fg. 25 L ik,
T 0 0B RE 0% B A VR A A 1 B L TR
) 1) 504k e 25 () 4% O A LA R R e kL 4
XPAZ R, AR SCAE 3.3.2 40K AN 6] 1% 6 25 Al il

SRIG ML Mz AL EE 7). 5 DQ_LBP FZs ] 4x
FIEEROTE RN, & 11 45 LBP,DQ
LBP,DQ_LBP %54 3 J=75 [0 4 73 DQ_LBP_SP
(0,1,2)F1 DQ_LBP 454 2 J2 %5 6] 4 53 DQ_LBP_
SP(0,2)7E CASIA FASD, Replay-Attack, Replay-
Mobile ¥ ¥ JE 1 B9 ROC &l £ A& 5 4 {8 1F 1 %
(false positive rate, FPR), 2\ Ak ¥r 3 7/~ H 1F ] R
(true positive rate, TPR). 7] LIFE I} DQ_LBP fig%
A R R LBP #7326 6E s DQ_LBP 4545 %5 [H]
ST DR AR ARE ) B R
TE1) 45 5 3 v [) — J2 I 5 95 %o B0 v M i o R 1Y 5
M) T LR R AR 250408 1) 4

10 o Loz - A T T Ty y— |
l"—' T e o T s -t I =y —

'// T 3 "—‘-:_._—,...- f .,j" 17" -';; """

09 f E g 09 091 ¢~
/ o / .f {
0.8t i 08} 08} ¢
s 2T & { & s
S | 0

0.7 ) 0.7 07}

;S LBP | — LBP . S LBP

, / --+DQLBP { - - DQ _LBP - - DQ _LBP
06} , § DQ_LBP+SP(0, 1,2) 064} DQ_LBP+SP(0, 1,2) 0.6 f DQ LBP+SP(0, 1,2)

I} =--==DQ LBP+SP(0, 2) =-=-DQ_ LBP+SP(0, 2) —--==-DQ LBP+SP(0, 2)
050t 0.5 L , 05
0.0 0.1 0.2 0.3 0.4 0.5 0.0 0.1 0.2 0.3 0.4 0.5 0.0 0.1 0.2 0.3 0.4 0.5
FPR FPR FPR
(a) CASIA FASD (b) Replay-Attack (c) Replay-Mobile
Fig. 11 ROC graphs of LBP,DQ_LBP.DQ_LBP-+SP(0,1,2), and DQ_LBP-+SP(0,2)
F 11 LBP.DQ_LBP,DQ_LBP-+SP(0,1,2)f DQ_LBP-+SP(0,2) /) ROC il £k
3.3.2 BALUMEG i TR ARG I X LR AR Horp HSV

R (8 25 8] A LB JRE PRI LA o 30V A 0 )
RE o EL phy Tl 0 B8040 P AN T B30 0 A A o ORS (25 1]
TR PERE e i AT B E R N T R R L
PREIZALRE 1 A SORE AN TR) R (025 o] BEA7 Rl 5. 3% 3

1 YChCr =5 [a] 45 548 T B3k 7£ CASIA FASD 1
Replay-Mobile 5088 & A7 09 ¥ BE . A SCHE B ) | &
gk B 55— DL FE HSV A+ YChCr H 75 1] 1% 52 56 %5 3
.

Table 3 Fusion Performance of Color Texture in Replay-Attack,CASIA FASD, and Replay-Mobile Databases

% 3 HE L7 Replay-Attack,CASIA FASD, Replay-Mobile ${IEE W H R YIEM S %
Replay-Attack CASIA FASD Replay-Mobile
Colour Space

EER HTER EER HTER EER HTER

RGB 0.00 0.00 4.44 1.85 1.21 0.52
HSV 2.67 0.25 2.04 2.22 0.31 0.00
YCbCr 1.17 0.00 3.33 3.33 0.70 0.52
RGB-+HSV 0.00 0.00 1.85 2.59 0.51 0.52
RGB+YCbCr 0.00 0.00 3.15 3.70 0.90 0.26
HSV+YCbCr 0.33 0.00 1.30 1.30 0.00 0.52
RGB+HSCV+ YCbCr 0.00 0.00 3.15 2.59 0.70 0.52

Note: The data in bold in the table represents the best results.
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3.3.3 Il PERESM T

R T RS SO AR A [ AR o A [R) 38V 2
AR PR PERE R, R 4 ~6 2l A i Bk e
Replay-Mobile, CASIA FASD, Replay-Attack H7{

TR LA IR 3 AR P AR SCRE i AE AL
WA i By RO TR el AnAS s i # B BAT
T e ARG DR R (BRSO AR UL REAE O

Mo A H Replay-Attack B 4 b (9 £k 151 2.

Table 4 Performance of Our Algorithm Under Different Protocols in Replay-Mobile Database

% 4 AT ERTE Replay-Mobile 38 &t R E il L H Mg R T %
Mobile Tablet All Devices
Protocol
EER HTER EER HTER EER HTER

Paper Hand 0.00 0.00 0.00 0.00 0.00 0.00
Paper Fixed 0.00 0.00 0.00 0.00 0.00 1.04
Paper AllSupport 0.00 0.00 0.00 1.04 0.00 0.52
Mattescreen Video 0.00 0.00 0.00 0.00 0.31 0.00
Mattescreen Photo 0.00 0.00 0.00 0.00 0.00 1.04
Mattescreen AllType 0.00 0.00 0.00 0.00 0.00 0.52
Grandtest 0.00 0.00 0.00 0.52 0.00 0.52

Note: The data in bold in the table represents the best results.

Table 5 Performance of Our Algorithm Under Different
Protocols in CASIA FASD Database
%5 HETE CASIA FASD R ARE ML LRI ERERT %

Scenario EER HTER
Low Quality 0.56 0.56
Middle Quality 2.78 8.33
High Quality 2.22 0.56
Warped Photo 3.33 1.67
Cut Photo 3.33 3.33
Video Photo 0.00 1.11
Over All 1.30 1.30

Note: The data in bold in the table represents the best results.

Table 6 Performance of Our Algorithm Under Different
Protocols in Replay-Attack Database
+® 6 HEikTE Replay-Attack F{IFEEFAE I EH

HRERI %
Training Test Training Devel
Scenario
EER HTER EER HTER
Print 0.00 0.63 0.00 0.00
Mobile 0.52 0.63 0.00 0.00
Highdef 0.63 1.25 0.00 0.00
Photo 0.00 0.00 0.00 2.50
Digital Photo 0.00 0.00 0.00 0.00
Video 1.25 1.25 0.00 0.00
Over All 0.00 0.00 0.33 4.17

Note: The data in bold in the table represents the best results.

3.3.4 HHABEE

F T HE TR SCH A 2 B ) LA R RV N
FORVEE 2 ke . Hoh DQ_LBP+ SP MIHT 6 Flijy ik
(AL G5 10 20 AR AF 45 By 3%, i SCHk (13, 18-
19, 28 2K R BEME B 2 30 5 B 80 E B MG
Pl 25 9 45 145 4 10 B0k X L5 58 7 i th LBPY,
CLBP,LBP+DCT By 5255 45 5l A1, ¥ 2 Fp (5 2wl
B R L B IR — 15 B S i = 8 L h LBP

Table 7 Comparison Between Our Algorithm and Other Frontier
Algorithms in Replay-Attack and CASIA FASD Database
F®7T1 AXEEXEMEMBIEE AT Replay-Attack 1 CASIA

FASD 4 BE 3 i bE 8 %

Replay Attack

CASIA FASD

Method

EER HTER EER
LBP-TOPY 4, 1, 7.8 7.6 10.6
CTMFL26] 4.0 4.4 8.0
LBPY (6] 0.4 2.9 6.2
CLBPMY 0.4 2.8 2.1
LBP+DCT27 0.0 0.0 18.1
LBP+CCoLBPL 5.4 4.1
Two-Stream CNNL?! 0.8 0.7 2.7
Bottleneck Fealu?e 0.8 0.0 s g

Fusion+ NN ’ ’ ’
Deep LBPL1) 0.5 1.6 2.2
3D CNNE28J 0.3 1.2 1.4
Ours 0.3 0.0 1.3

Note: The data in bold in the table represents the best results.
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e 2 )7 B WA R AR BRI AR SR T A
Replay-Attack Za 22 i ik 3 7 58 LA M, {H & A 3¢
FYLTE CASIA FASD #1f#y EER fH It LBP+DCT
B T 97.79 %6 30 AF 3k , 45 FRUR 28 9 2% IR HC 5 K 1)
SR VERE BTz N T AR T B N R 7
AILLE 456 CNN 583 e Bk 1 lAG 42 7 i &
PR PERE T AR, L an SCER [ 28 ] v 42 i A 3 & B 25
AW 3D £ R 4 W 4% 7F Replay-Attack, CASIA
FASD i HAT 85 ok 58 Hh 0 1 R {H 2 IROVE FE A 3R

EBUARE T PRI DA T T 100 45 A5 784 (%) 1] 2% 52 38 R A 1 L
FERLLE YN i B FE 2R 38 2 (W B 8] 25 B oK AR SCHE
2 0 PERE WY b A T A A% e AR 1 i HL S R ER A
TR 28 W 48 LA L, FLiZ Ak RE Iy o i — 25 FE 3R 8
JJi 75 i) Replay-Mobile $4f P o, 4 3C 75 74 1) ACER
fH Ft IQM (image quality measure) , Gabor 43 ] F&
KT 92.38%,89.08 % .M LBP+GS-LBP,CCoLBP,
LBP-+CCoLBP iX 3 Fist#k i) LBP 553 4H [, 48 3¢
SR AR B T A T e R AL

Table 8 The Comparison Between this Algorithm and Other Frontier Algorithms in Replay-Mobile Database

x 8 HEHEFMEMETAE A Replay-Mobile #1151 B L B %

Method Test HTER Test Test Test
Mattescreen Photo Mattescreen Video Paper Fixed Paper Hand  Grandtest APCER BPCER ACER

1QMEz] 7.70 13.64 4.22 5.43 7.80 19.87 7.40 13.64
Gaborl?!] 8.64 9.53 9.40 8.99 9.13 7.91 11.15 9.53
LBP+GS-LBP[®! 0.51 1.16 0.93 0.46 1.13 2.09 1.38 1.74
CCol.BPH 0.63 1.15 0.00 0.01 1.07 2.08 1.31 1.70
LBP+ CCol.BP! 0.07 1.05 0.77 0.11 1.23 2.10 0.50 1.30
Ours 0.00 0.00 0.98 0.00 0.00 2.08 0.00 1.04

Note: The data in bold in the table represents the best results.

T

-

A ST R AT ED Moy AR o o R — R T
DQ_LBP iy A S VR 3 250 i % DQ_LBP 8r 3
Hos ) & 7 3 Bk A5 A A3 1% Bk #E CASIA
FASD, Replay-Attack, Replay-Mobile % 4§ % H #5
T T BRI PERE. DQ_LBP & 28 53 43 7 B i
JE 22 (A3 A AR S LBP # 3% a B B i i — Fh 80
FRAE BB 20 % B F R 1R R 2 A A 22 (8 Bk
R E 4G LBP 8 AE B 0K DQ_LBP 454 45 [f]
G FIE A — 7 T AR P B R 22 RUBE IR, 55— T
PEHUREA B S5 K 75 B0 T B AR B8 28 13, AR SR X
25 (0] 4 I8 2 B0 B B AT e 7R SE 5 R R B, X
T [R] (0 B 4 LV e 26 B B B 19 B9 00 23 1] I 1
SE 7 SCKG 38 K AN TR R €02 ) R A7 45 A $E T A
SCRE I IZ AL RE

AR SCHEIE R SRS A TR (6 AR R4S ]
SER (5, AE A% T I T 40 M S e RE A 1) S B AR A,
DQ_LBP + SP 5 1k F1 A A% 48 i 58 vk A L8 BA T
G 1 U RE L RN 25 A B B2 I 45 1 SRR A
7 2 VI 2 e ) 2 1T L 2 B0 4 00 1 e b L A o e 1
AR SCIH R 404L T P R SO 80 A58k 1 5 B0l I

R REAN ARG AR5 W AR AT 248 A 3L

FROE 32 B 15 5 48 R 28 X 4% 45 5 o 24 = R0k
TE 85 R 52 5 v g PR fE.
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