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Abstract User data collection and analysis with local differential privacy has attracted considerable
attention in recent years. The trade-off among the domain size of user data, encoding method, and
perturbation method directly constrains the accuracy of spatial range query. To remedy the deficiency
caused by the current encoding and perturbating method, this paper employs grid and quadtree to
propose an efficient solution, called GT-R, to answer spatial range query. GT-R uses a uniform grid
to decompose the data domain, and generate unit sized regions. Based on these regions, an indexing
quadtree is built. And then each user encodes his/her data with the quadtree shared from server, and
runs the optimal randomized response on each node of the sampled level in the quadtree and reports
the sampled level along with the perturbed value. The server accumulates reports from users to
reconstruct a quadtree comprising sum of reports from all users. Besides, to boost the accuracy of
range query, the server relies on post-processing skill for consistency on the frequency of each node.
GT-R method is compared with existing methods on the large-scale real datasets. The experimental
results show that GT-R outperforms its competitors, achieves the accurate results of spatial range

query.

Key words local differential privacy; spatial range query; grid decomposition; randomized response;

constrained inference

HOE ATARZSBEROAPRERES A THARLEN ) ZXE AP REGEBRR D %
FHHUA) VA B AR B HLH) B AR H] 29 A A TE B & R 6 A R AT 2T LA S A AUA] B 3R 3 AU RE VAR R B R
REREZNORAL . RET —FATRAESIN SO o E5 69 EREELZ NS R F %k GT-R(grid-
based quadtree range query) .i#Z % & A A AR F R BOEBRBFH G0 H . FAEARIHYFHEL

i B HI:2019-06-10;1&E HHE:2019-12-06

EETB FXARP¥ESTH(61502146,61572420,91646203,91746115) 571 B 44 1 2R BF 22 4 9 H (162300410006) 5 1] 7 44 BF 47 B 54

I H (162102310411) 5 59 45 20 E )T i 252440 TS RIS H (16 A520002) 5 7] Hg W 28 B ¥k K24 T AR IR A 9% B3 %0 35 5

This work was supported by the National Natural Science Foundation of China (61502146, 61572420, 91646203, 91746115), the

Natural Science Foundation of Henan Province (162300410006), the Key Technologies Research and Development Program of
Henan Province (162102310411) , the Research Program of the Higher Education of Henan Educational Committee (16 A520002) ,

and the Young Talents Fund of Henan University of Economics and Law.



848

HEIR S AR 2020, 57(4)

B RIR.F AT A A ST AR BETRINBENA P ESRSELEF OO o HE A, 4
Bt A 04 B YE BAT 2 7 A% Bh T % A )5 09 w9 5 RE SR AT B R BEALRAE , 5 A R AR AL R AU & 2L 4 53 P R &
RP gL B RAT AR R E RS EANRENAA PO REEEAD S LI EM e ENERE
#W.GT-REAAHHBNF SR ELFZGRABR T RHEE L ZREREINA L 5B E AR

v B SE B A& 4 sk RAR TR R k.
KigEA
REZESES TP392

R TR R R F P s ) s (9 4N 8 Bl
P AL GPS (8 K BEAEHESE) iR 5 o0 Hr e
APk TT Al 9 B 5 Ik 55 B a s LA R 1) ) 42
AR A A A 36 SR T L S T A B = %k s ) 4
P AT USR5 43 B B A N BB AT B AT e B
28 ) T AN R A R Rt ok R % P A AR
AL RLA o A P B W ) A7 D B DL K g AT L A
WL 7B SR F P8 R O R E A A O ES [ B AL
B 7 Hb 22 43 B RD DR AP R B AR P T
PLA B A B FE 2 J5 R e R i 5 1 S oK. B
2 T2 b 22 43 B FA 2 IR T 80 32 Ak o L 4 (E A 1 45
WHRGE L M0 P6 S 2 ) 3 [ A0 98] Y T AE JIAR /D 3 T 25 )
B 19 90 LA ) 2 S ) BCE I HR 22—
FIanE 1 %R 100 J7 454 29 A %507 B 2085 (New
York City data, NYC)H# & Kl A HIHE Q, ZKiR Al
U5 B B T 0 L PN Y 3T 2 AL I A IR X N Y
SQL BRI A] LA N Q. : Select Count ( * ) from
NYC where —14<{[at<<23 and —10<Clon<<20.

Fig. 1 Spatial range queries on NYC
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(a) Uniform grid decomposition

(b) Quadtree index

Fig. 2 Grid decomposition and quadtree index
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Table 1 Characteristics of Datasets

®1 HEEHENR

Dataset Coordinate Range Real Size Sample Size
Landmark [—124.4,—67.0]X[24.6,49.0] 8.70051X10° 5X10°
Checkin [—176.3,177.46 X[ —48.2,90.0] 1Xx10° 5X10°
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Fig. 3 Visualization of two datasets
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