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Abstract The security in the cyberspace undoubtedly belongs to emergent properties in nature. This
kind of emergent properties brings about severe challenges to cybersecurity. A number of efforts of
research on emergent phenomena related to the security in the cyberspace have been seen both home
and abroad. Up till now, a lot of significant results have been achieved by this kind of research.
However, people’s knowledge of emergence in cybersecurity is still far from sufficient. For this
situation, the challenges to cybersecurity are observed systemically from the perspective of emergence
to promote the development of innovative ideas and theories in cybersecurity. At first, fundamental
concepts of emergence in cybersecurity are revealed based on the original meaning of emergence in
systems science. Secondly, challenges of emergent security to the cyberspace are explored with
consideration to attacks, vulnerabilities, and defenses. Then, the state-of-the-art of research on the
emergence of security in the cyberspace is analyzed in a way that it has been divided into three
categories, which include descriptive research, directive research, and operational research. Finally,
with the focus on fundamental theories, basic models, and practical tools, discussions are made to
answer the question about how to further the study in the future in the field of emergent security in

the cyberspace.
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Characteristic

Interpretation

Examples in Daily Life

Examples in Cybersecurity

Power-law
Distribution
(also known
as Scale-free

Networks)

The
probability density function of variable
xis f(x)=ax " (a=>0,r>0)

2) Another treatment: The scales of

1) Mathematical treatment:

most individuals are small, and only a

few individuals have enormous scales.

1) Zipf’s law: In the natural language
corpus, the number of occurrences of a
word is inversely proportional to its
ranking in the frequency table.

2) Matthew effect: The stronger is
getting stronger, and the weaker is

getting weaker,

1) Degree distribution: Only a few nodes
have a high degree (these nodes are often
called Hub), and others only have a small
degree. The attacker only needs to focus on
those Hub nodes to gain control of the
network.

2) Preferential linking: Newly added network
nodes will also be preferentially linked to
those Hub nodes, making the importance

of the Hub nodes even more enhanced.

Feedback Loop
(also known
as Micro-Macro
Link)

Component behaviors affect system
behaviors and are influenced by system
behaviors, vice versa, which creates a

feedback loop.

System Behavior

Influence Influence

\ Component Behavior|

The

behaviors of investors make a big

Stock market; buying/selling
difference in the stock price. But in
reverse, the rise and fall of the stock
price will significantly affect the decision-

making behaviors of investors.

Tor: On the one hand, since the anonymity
that it provides depends significantly on the
number of users, the user’s decisions about
whether to use can affect the degree of
anonymity.On the other hand, the degree
of anonymity also affects users’ choices

about whether to use it.

Nonlinearity

If we consider the system behavior we
care about as a dependent variable
f(x), as the independent variable x
changes, f(x) must change rapidly in

a nonlinear manner.

Biological virus propagation: As the
number of infected people increases,
the infection rate and range will grow
increasingly, and the number of newly
infected people per unit of time shows

a typical non-linear growth characteristic.

As for the

Internet, because of the high connectivity

Computer virus propagation:

and the nonexistent need for physical "

contact " of network nodes, computer
viruses spread much faster and more widely

than biological viruses.

Distributed
Control

Systems that exhibit typical emergent
phenomena often do not have central
control nodes. For them, control is
often dispersed to a significant number
of nodes (components), which means

greater autonomy.

Biosphere: Obviously, there is no
central control in the biosphere that
controls the behavior of each organism
so that each organism can act on its

own.

Password system: As a typical human-

centered computer system, there is no
control in the password system for human

users.

Fig. 1

The characteristics of emergence and typical examples
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Fig. 2 Emergent DDoS attacking capabilities
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brings to emergent
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Emergence-oriented
threat analysis.
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Fig. 5 History of the research on emergence in cybersecurity
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AT 1 “ cyber cycle” 7, 1R A 06 B 4 57 W 2% 2%
(] 22 A2 2 DL T BB Pt Jeg . 56 T73X — i SCHRL 18]
ANy I 2% 725 ) 22 4 1) 20 H AR 12 2 52 B — A T 4
AN AT T8 DL 8 T AT SR BAT e A B O R G X R
M 2 Gt RI DL RE A B0 05 1 28 Al R AT 3 M Y 0 L ad
A DATE 8 B0 i AT B R AB 2 S S AR B
brARA L EGEE R EEIR IR E Y B R A
BT PR A G A 0 ) 2 25 [a] Je o5 NR AT A M
TR ZE T A I BB R L A Bl TR T N A A T T
25 [H].

R 22 SCHR A W] B 35 A TH AL AN R G FR R
“fh e R R4 (social-technical system). 1 T H
B A BHORC &% 3% 3 28 AT 19 J5 5 T T, 3 A
RE T R T W 4% 25 R Y BB Rt
okt a AR A I E RS ILT A
7 E T TE A5 /i SC R 3t o X DL F00 (9 N 247 4 fif
b 0 2% 23 () 2 4 1) S A M i — 2D 4R T T I 4
M T HEZ AR S ST E A R T 2 B A X X
— (), A 4% SCRR[ 22, 107 JHE N 19 22 T AIF 5 i 1Y i
Y R G AR S R 2R T B i B 5 R
F 57 AR X — 5 i, SCHRL65 ] 82 it T AR 4 i 4
Sl FEIRBE T BT B A% O TR R A
WAL B fff e 5 58 S 3 A AE B T X & A AR OG5
MGG B T —EPRHER D E LR G
HArs2)WERGME L :3) [ L T H g7 R 4)
05 BB S5 5 5) @ R b kAT O H S I
W B HHE 5 6) 23 T e L AR 5 A5 Hh 4508 2R Dl L Sk
(10848 M T — 2 Ak L VR B ) /850 A1 6 HE B, SC ik
(60X Z Ff 18 ) 1 B 1) 22 G e 1 Jr ¥ M s s =gk
A7 1 B, AT LA SCER 65 1— & Sy 1 BH 1) R 4
FEHRALE .

AL O 2R — 2 T AR 22 2 A T I 4%
23 ()42 42 0 B0 BE 4 0 0F 90 % 4k 5 O 6. L s STk
CATEERF ML R 22 2 W AR R i T — ¢
R R EAVEAE Z N PNE € 3 [ S N
EEAMTEA AR, B —ERNSEM1E.
SCHRC109-110 1/ T AR 25 HR T8 4> 9 4% =5 1) 42 42 1Y
B o aE  HOE S B S R AR v R R B R
TR B AR SCHR(109-1107, 28 4 Pk i B L N 4%
25 8] 55 — P JU B (first-principle) B H AR 5 40 ¥ . 4L
I 3 AT HE ST 2% 5 ) 1Y) B G840 B S5 BIF ST 2 T
Jie I 24 23 8] 42 42 3 g 2 i — 2D WF 5 Y B S

WF9E 5 B A TR S SCHRCL R 1A% Y
B BT agent B9 05 HAR AL T AR G2 IS 0 B3t
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(systems theoretic based design) = Fj T. H.. C#ik
[32]%F 3 Fl i FI i) A% e o 185 B4 30647 1 X 1. SOk
[22 AN BE T agent (7 AU A] F 7 X H AT 1 3
TR E R R Gk AT @R, AT T I 2 =5[] 22 4> B
FEOCHR (24 98 0 T R G4k X T LR % 4
(safety) FlI R 2% 25 [B] & 4> (security) BF 5% B9 5 2 %,
IFx T RGEHIE L T H STAMP(STPA) &
HLAE W 25 25 (1] 2 4 USRI AT A2 77 i STAMP-sec Fll
STPA-sec #E4T T 443, SCHR[ 25 138 X H AL KL T R 58
PR it T HBET TR0 4.

WA B JSAE B TAEESS T — s i kA )
2 2% () 22 421 BB G A T MR AR DRI o o, be gy
TE ) 24 75 1] 42 4 451 3ol Ak 390 R1 A TR 3 468 1Y) AR 2k 1k
A Z 18] AR R GEAT AN E 1 AR R
F18 X L T P 5 e T 0 A e g A
3.4 BREMEMTR

FRAEAE BT T BT X 00 2% 25 1) 22 4 sk v #) 9 2
B R 5 TS5 B AT FH A9 530 3 5 T B X S B R e
IR TIN5 I IR SN IURTIEBIE S0 a2 i/
O3 M B B AR I 0 e] ) P R B e S ARG T X
B TR B AR R H Y B e s B R
341 SrBrREE TR RS

X X 2% 2 [a) 22 42 70 BB 52 R4 7 43 B i 4 ol
(9 BT AT KRBT 3 25 D FIH STAMP (STPA)
AT R GEAL B S3HTs 2) T RS R &
FRTAE, THFE EELZL agent R 5 (multi-
agent system, MAS) A ;3) 3= 240 15 17 ) 7# B A9
S5 HT PR AT AR A BT it S5

1) 3F STAMP(STPA) (5%

R —METREHERN RERITTH,
STAMP {43 7 #5 #l (systems-theoretic accident
model and processes) fl L& i 34l i) STPA i 72
Sy 81 )7 1% (systems-theoretic process analysis) 5% 4]
P M e TRE 22 A m) ) L i) 22 4 (safety) R
TEIRLE e NGLL EHRZ2%EMETIERS
(3 T A5 A L SR RE S0 L TE N 2 Bl R B 4
WA B W R G810 & 5 AT . safety 55 security
KR B B8, 8 Z A 5 IR0 o
e safety 235 W 3| security, b @07 5 3 H W
i ssecurity W23 %2 W F| safety, b 0122 K ) () %2 42
ST NN T G4 T STAMP(STPA) &
B ARGy T A R B Ok 2 b
FH BT E 5] A W 4525 8] 42 4 4.

£} STAMP (STPA) 1y JF 6] 3% Fli% it & .
Leveson % A% i 2 i1 B T 31X — WF 58 Jr ) (1) %2
P SCHR[38 ] T STPA-sec, T /& STPA 7£ W 4%
23 [H) 42 42 (security) USRS 4 & AW, & RE % 01
I LS PAT JI 2  X6F A 2 4 458 1 15 it 79 29 TR, A
[IOR 0 v ST I N o 7/ a2 R s PN (S
STPA I J& 4k # M AT 249 . STPA-sec I 45 T 84
2 BEAR R G i BT E e AR i Uk A AT AN
N O T O B A% 2 4 ) U 3 0 A 8 T A 2 4 TR
B R R AL B BN RGN
BRI E A - AD M R G 1R A
MG BT

STPA-sec i ffE 4 T AR Z 3 19 73 Hr T. B, iX 8&
THAPRIRK — &R 2 B AT A 9. SCBk[13 ]Ik h
ARG STPA #1 STPA-sec #f HUETER K, WA X
TR L o DRI, 6 X6T B RA 401 388 R AT A () A8 C LG G 34
D EX STPA-sec BEAT T 2 J5 1] ) 41 € - 3T
SE SCAR R TR U A W 454, JF SE 8L T STPA-
Priv. % BB O A W T E K ELH safety Fl security 7]
YT AL PR 200 T 2 WK AR, SCRRE39 148 T
STPA-SafeSec, ¥ safety 1 security % & 3| — /- HE
B0 AT 5T R 43 8. STPA-SafeSec W LL43#7 H
safety ZJH A security 29 22 8] {1 48 I 52 B e 1
Y T 85 Y 3l SCHR 12 )4 STPA X Jt A2
R IEAT AR5 M, B RE % 1R B H ) B itk B v
S 22 A 8 B TR) R, DT By 1k 22 4 e BB 7 A X g
TAE Sy G ] 7E B 2% 25 () 22 4> 4503 N ] STAMP
(STPA M T —E WS %,

T HAEH STAMP(STPA) AT A1 (A £
A7 ) TR T SR VAR B 5 AL AT E B B R S
(CPS) WYRiA 22 4z 1Al SCHR[40 J i IR 52 B 1 &2 4%
G500 T H STRIDE, & /] FI T 2 Jrifi 43 #r . 1) 5
ARG A TR B A 2 S B i 2 A g s 2)
A ZR G — A T I A o] i 45 S R G 0 2 AR
S Z . A MR T 5 SCHR (39 ] 2 0L iy ) &, SCHik
(A1 T —Fp o] IBEE 45 4 safety 1 security 43
PriH RBEAD SAFE, & 7] LLIE M 10 5% 5 48 19 ik
BT H 32 5 5 2% 511 3K 3 & 48 43 Bt i T 38 . S
Bk 42 40 52 24 R G4 e Mo B T2 CAST! Y Xt
T A7 7 T s 1 ik 4 A R R R Bl RO AT T2 A
Jop o3 A7 S B 25 R R B L CAST RS 7E R G it B B
PUINH BT X RRE CPS [ 42 42 gl i T AT LA a] CPS
Bt AN LA F T T CPS 22 41k Y 5 g i
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2) HT 5 BRI B AR

EAMRTHRAR N ELE TH, £ agent RE
(MAS)TE I Z G5 2] 1)z W, w5l & T R4
25 8] 48 A G ) DG .

(ELA5 VR B 02, AR 2 B I 58 A0 2 B A e i
KR Z agent FGE— [Al i F LA 3153 L9 2 1Y 1%
ool J1 2 AT ORI — 5 T A P A% G B R A7
B —Jr . i H £ agent REG AT 07 AL, A
TG 06 A 1 4 5 P 1 L R Ash I8 R S S e EL o 2
HOIR B A AR B P BT SCER 69 J 42t — > R EK
BRI, A% >k B A BE S T RO A R PR L SR
[112145 H — 4 38 0 2 I 8% 0685t 35 1% 4 2h 1 2%
F18) 240 KL 2 3 BT ASE AL, I 0 LA Y T Bk X i
RS IEAT 43 A P, 45 2 e 9032 B 1 e 8 LA AR o= 1
bR T Sl [ e U R e R A e W TN
[ 34 13l o {5 HACHL S 30 1Y) T B i T — 28 Ak iy 4L
It SCAF < T A3 A% G i A5 0 XA 1 1 S B AR BT
7 LA Bl e A8 B0 AN A A 5C 2% 1.

5T Z agent F Gt 0 0 H ALY S 5 A 7E By 4H
DDoS T i | #5480 X By 1 2% 46 4 145 2] 1 7 H. SCik
(113 T — YR o B %0 — A Tt ] 7 % DG e L A
Bt R GE TR PR 2R AT B A3 T I £ agent RGE
T 4% 25 0] 2 4 ELAREHL. SCHR (114 1R T — > 3
T agent Wt SR RGEHA B —FXT A Z
(i) P4 R B AR S BT e 1) 52 e A AT 43 BT R PEAG B
B R ARRG R 0 E B E B & agent Z[H]
9 22 H LA B MR DG 28 o DT AT DR R ok AT g 23 2k
MY R GEAT Iy A — o 1Y T A R A R Y, SCHER
C1I5 046t 1 — A 7 A5 400 51 3k 3 Ui AR 1y 22
agent fj LALL - &5 Medusa. HAF 58 # 1A hy ) 2% 25
V1) 2 4 T 977 198 2 A o — 1 S 8 ) i 3 i AL T
PLRETIZ 7 6 M S 2K 807 1Y A 2 WL 8 M 2
agent [ 2473 [A] 37 5 b B MEAT S RN R Gl AT R .
EEXT DDoS 14 3 80 3 J o SClk [ 27 Jg v T2 T
agent B DDoS 1 [&] b5 M1 5 EAEZL , 31 LA DDoS 13 [
B 289 BLAT S o B bR, SRR T agent B9 5 5 VT
DDoS 5 [R] B £ 44 2 455 78t 35 J2 156, 1 FH B 180 R 48
(7R BLAT S ik B B 18 DDoS 1 H 5.

3 At T [ 9 3 1) B AE A 5

B T STAMP(STPA) fl 3t T £ agent [ {fj &
RS9 TR AR Z 01508 N HAB A A T80 T
R Z 5 HT B 9T T H il an SCER[ 29, 53 10 ToAE.

SCHERLS3 1M THE RGN E B RS (CPS)
1) AL ), 3 R G2 A 1Y O v Sy H g D 2 4 ()

LB AR B e — D 2R 4 S ) A
PRAPEERE  BAT 05 1 45 0 A SR VE R RE L B8 O 4%
F Gl 5E P 2% 43 [ 42 2 AR AP SR

SCHR 29 TR SCHE MUME S RVHEZ AW RS
E—HhZ4 CPS A RS CPSoS, B il T —
o TH ] Y B 0 R G T O R L BE S Sl CPSoS B
AT BRAE SRR, L& B CPSoS H Y 1 B X 2 4

BExt e 4 2 05 vH RN OB B AL AR
SRR G TR ERE DRV L S |
ZRI0L RIS I AE R I R AT TR
3.4.2 MM BLAEAT B A

B Sy SR TN R A RN VT B X RTTEE
A RTIEHE T — 20, BRI 20 M ok 1547 199 4%
23 () 2 A W5 A < — T3 T A g o — O TG 7 B A
WSCHERE52,97, 121 119 TAE.

TRV A D 5 T, SCHRL52, 121 T AR 2 A £
(22 TE 7% 3l T0 2 1% B I 2% b T R B R B0
(node-capture attack) J& 1R £ ¥ — & W i 11 & B 3L
filt. B T JC 4 A% ke I 2% 150 45 508 Dl R L PR BB I L &2
A2 TENFEE R Bk B IR 2 X A R
B REAT B — B R A AT RE X H 2
AR L o T ik — 2B & g e AR ity . A FR A I
i HESE ot S B ARy e ek [ 121 J88 4 1 — b
FI % 21 J0 2 A% Jkddas I 246 1) 9 B SR A DN 15 s B
Bt RSk AR FE T AT R R A A PR AL
7 CHEO M B RE 7 #4728 . B & e 28 A ) 45 1Y
JIA T SRR R I WP — 2 B AR T AL
VF e R Ry ToZe A% Jaatse 90 265 1) 0 A A P 20 T I P F 5
R T 2 B BLS RO AT g . SCHR (52 ] K BiF 5% 1
TR T JCE A It T 255 vy, B ARG I ) o Y A
H 7 (node replicas attack) .2 T 35 3 %5 A0 4%
H A BB AT e A 0 3 7 A SR b 4R T
— A 2Ry BEAL AL 89 T ARG T RE 2 (group-
deployed) JoZk A% Ja i ) 2% vh 15 50 52 il B0t 19 550 1%
Discard. 5 3CHRL121 0 Jr SRAEML i Ui T
T BT P, B e 4 I g

SCHR 97 15512 T 4R M 20 A7 B A 38 2 &
T AERTC I B R GE (M 48O Y 2R A7 1 (survivabi-
lity) 25 th 17 SCFEBCT iR S A S LR
F G5 (P25 AT fE K i 58 1 H AR UL 55 I RE 1.0 1
PRAE 5 1A M BE M 2R 1 32 B i B ok B
THIMAFESI AR LD R RG (L), If 45
SR B Ty vk RN AL BR LG BE Jy k RN D BRI AR B
AR AR S oA UE R PR R B AR N Y
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JI AT 2R VA S AR BT s S PR A Pk R A
WE T A L5 RAEZN S E M E.

BT Z NEA B TAE Al LU - 4528 ]
A BENT R E 28 T — 2 W RLEL, U TR
2 TR HR AR BT RN — A B A
SBT3 AT AR R A e Ji =3 1]

4 REKHRAME

YU 1T Y & AR DL, R T AR TS JE R 2 ]
it — 2 DT B0 R £ 0T 9 W 2% 2 [] 42 4 )t 3 i
NER i Fe il B ACBO AL RN S T 3 AUy R T
4.1 P EM

TG BRAR S A5 28 5 104 TR B 1R) AL, IS Al a4 250 DA
RGN K LHINE REAELE, 2SN ARG EK
[ A BE S8 2 ) B SCHR [ 20 148 1 A 030 AT R Ge 4k B
Yt A T BE MR D i 22 AR A Ak Ok I AH ELAE
A BT ) 2 4 ) B R g AL S 4 TR AR 2 G
#BZ 3 T HE A an SCERC123 JH R Gk G
Y FORCL i e T AR 3 Fie N B 2 4 1 )l , H v A oG
RGN BEMZHEMHERAEARITENSF
HrA.

BRUE NI A 30E H R g0 A4, B AT
BT RGP 2 B A AR AL R R A A e
R GRFE B e TR | B 2 B AN 40 R A
BT BN L SCER 23 R AR RS
A3 T T B A 8 1l U IR R A 4 25k g R R AR
Bl AR T O 4 BAT T2 00 M5 T 5 Atk
VO BT 7 1 H R B A R ) 4% 2 4 ) P AR A I
PR 5 T S A AR B A W 7. SCER (18 J WAk, i T AT
DN PR 5 NS I e a1 [ =2 SN i U B
it B A o M oS B IRt E E
Y ER SCHE. SCHER (126 1028 1 anfol R JH R Gofk o7 3
WS BR FR Ge v 0 () B 45 T — 2k R T
L BRI R B X I 24 255 (i) £ 42 v ) ) R (H 2
B Ty M T B AR E ) RERE e —E T R
W& =%,

ERBERRGE T — M ERERIE A, 2R
LA AE P2 25 [l i AT AR O SR B — i 2 b, PR R
TCe AL 48 1) T3 I 3 2 7R A ) 366 ) i 2k 4
M4 (soft-defined network, SDN), HJE =X #R &
W 4%, 8 T2 A2 M4 B LA L 3i ) 1 ff 52 2 N 4% 1 3L e
FIFFEAE AL | T AT DL X6 52 2% 1) 4% 1) B fige A
P AT DUHIGE [ 41200 45 J2 anfal I8 1 fn & J it

AT LLAY AT 52 2% 0 2% 11 J22 R 4 A, T DA 42 2= )
2% T AE 23 B A O e L T DAY S EIR Rk
BT 5T e D 2% 11 52 2 P R R AE R L T LGB
AT 2R B B8 AR SR X 4 5 14 19 2% 14T D5
FAF BT A R — O, B RE A8 43 BT A 4 B 1 I 2%
FFNA SR B AT WA W] RETE TR LR A
5 LU0 AR DG BT g b B AR e LA B 1k 7
HE—2P P 1L

2K TETH ML 75 4% 4 31X 1> B ) o) 2% 25 (1]
LA R SCHE AR T A HUA I 28 40 40 0 Bl A
FE M e A% 00 10 PN 2 IO 254 0 IO 24 2 () 22 4x g g o, 1)
24 1 T B 58 B2 5 B 45 28 [ADIR A 77 AR AT Ak
R4k SCHRLS0 A 41 1 — e G 52 F W 4% 5l ) 2%
IO IE. T E RO 5T, SCRR109 45 1 I 2% =5 [A]
LA IR, IS HAE R RDE AR BT Y
FEFFRE T #E— 2 B0 AR T AR AN
e

(AT — 02 I8 A T ¥R X T 0 2% 2 [a] 22 42
RIS AT 5 CRoL 45 T8 B0 M 78 D 19 B 22 P A 3 1 Sk
(17,128 J55 (A [A).
4.2 EAXEKER

SCHRL127 ]9 41 1 — 290 T Wik 5 52 4% I 2% sk
ARFFAE AR AL FF 1138 1 ] B T 5 2 481 A 3E 47 05
L3 T 3k SE AR 2 AT BB R 45 B A |/ B AR
BT bR BE A RY DL K BAT AR S B 42 (preferential
linking) [ JE Jo b B 45 750 46

b R AR AR S L A T A A 2 I 4% Bl g A
B 500 2% 23 (8] 22 A WE 5 I HoA mO2 B —E
75 PE R R B = 0 24 2 ] 22 4 1 B X L B X
XA R TE , —J7 T, 3.2.2 9 S B AR 22 Ak T BBy A8
LR I 24 3 ) 22 Al g e AR B AT AR M O — D7 T
FHLE T B RAERY T 500 B CRLAE A= s 7 A
AL ) 1% 36 3l ) 2 1 A% G B A (L an SCRR(S ]
rh RS AL Y I Dy s B G | W FE A B
FAE 2001 4, JE T A% G B R, SCRRL36 Tl & 3 1
TEE AL 8 AL 46 LA RIS IS (L 4k dR 2 /0, 3t
SALIA B A AE 7E 28 0L B S A Y TC AR B 9 2% 1A
AL W 5 Bt 5 7 ol ) 26 04 38 T 2% 8 6k
J&&, SCHR[34-35,72, 112, 116 155 44 4% Gt i £ AL )i H]
2R gl M 46 19 7 G D AL 878 3 1 2= 0h 58
TR 1 ARG (8 R AT — 4 Y 02 A% e o 45 0 52
P b H R — AN SRR, i AT DL — 20 4l 43 0 AR £ 4t
Xof 455 S [R) R /NASE TR O T 3 B8 /NS TR 1) A 28 M RE
Tk W] LAAESCHR[32, 70 1 3R 31 5 2 1 4015
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B T e i A A0 22 A, i A — S Al (1 A AR
RS 4R (it — 2 (0 2 2 Rl B e an SCik[129 148 T
— P R G A AL A T IR Y B R A
BEAT DA K B AR G 0 25 4 3k 8 A% X R B B 2 AT
— T AL
43 ZLHIEA

fE 341 THLIRMTE BR T —2ET £ agent
17 HAA S 56 - 4 i STAMP (STPA) K H A 4 )
A FE TAE. X 28 TAE R R TEBE R W 6 ik 2 26
T T 446 2 ) 28 4 B A B 5 R AR A T
(R IR I AR i 2 26 T B g — 2 (A 4.

TEFT A 1) 2 agent fj H A& L5 5 F & o,
Repast" I NetLogo " J& ¥k {fi 4 £ 1) 2 Fh. i
FH Repast i, A LLFE T & B7 £ 41t 1) 22 ok 2503 17 )
BT RN MR B ST 53 T agent MR
P02 56 AH 5 A AR L 38 T UM 98 75 ZE Xt agent (94T
47 4 B2 NetLogo L EA JLM T fE . & & —Fh
% agent B9 215 T AL I SC 06 20 5%, GEE A T Xt
IR R G AT SRR AT LA R A 2, B R —
EFFIRE) T E. i T ORI DL K S A
Fr, W R AR A TR R RS R T
R T H 22 A, SCHRCLL5 T ot i 4 28 56K 45
B SLE 5 Medusa 1] DIAE S — Mgk T A

KT STAMP(STPA) 1 W £% 75 1] 4 4= S5 3 1)
A= 52 BIH 22 56 0 0 I 224 2 oy Dt AT A 15 1 52 31
) STAMP-sec(STPA-sec)P¥ & FEA X R S0 11
PEHI IR, e PR b 2 T B0 A U R Y 4
O Xof 3K S s o il i 249 SR e A g R 2 AR ) A A T L
A STRIDEM Fil CASTM, 55 4b, % & 5] R4
STPA W) iz 5 TEfmEE W ragael
TE NG BRSNS S H A
Al fi ] STPA AR KR L AT5 R S — A~ H A4k n) @ 2
RS M7 Cad hoo) fly I A8 L T A7 7™ A% 1) 2 P 0 31 Ok Xof
AT RS AT 48 S AT X X A A L Sk (132 ] 42
BRI B E LT STPA 1)
R IR T — PR TSRS
EAT STPA 43 B i T H s FHok, it S 88 1
R AT T TR A A A SRR A R G RV R TR oK
LT =G & QR = 1 I R = S e s
STPA. 7H, 8 J1 F oA LRE 4 (safety) R W 45 25
] %2 4> (security) Z [A] i B 3R 5 3¢ B 5 B0 [n) &
i) T. E. SAFE Fl STPA-SafeSec REWS ¥ 2 G5 i 1441
PERCRZS W B AT B4 48 42 5 i B &R ke Sk o DT vl LA 7

A e Bl e A N B TP E A ) ) R R,
A X e ke ] R

MR SCBk (1009 W 5, STAMP (STPA) & H A
AT R G AR ) ER LA L L AGE A A
UG Tl I 288 2 G 45 A 3 o 205 4 0 AR BH 16 14 3
s, MEXHRZEH R FH WA RS R =
T3 CHC AN 2% 5 B9 AT g e 2 AR DA 42 1l 1) — A~ 31 2
P2 IR I 7 ol FH 3 28 T 5L A IR, 7 214 B 3
FL3E FHE. 3 80 B RE A R 5 1 BT 2 1 X 1 3 5%
R Gk b T A

5 % 53

AR SC LA T Xk 4 246 225 18] 22 4 1 BUE B9 IA TR 2
HEHT AR OB BEIE 1 A O B AR L HE T R 45 2 1)
2 4 U T M BB R A T8 S0 I 1T BT 9 B B
F 5098 SCE BETEAR O 5 £ Bl i B 52 451 L M 2R
PR A Xk 90 246 25 8] 22 4 B TG I 69 Bk AR AT 1 4T
5% TR E R B T ) 4% 23 (8] 22 42 9 PR AT 5T Y R
JEE DGR , I AT 5 B 3280 R R B2 X kAT T R 4
AH 732 0 IR 5 P8 3 * T LA SR AT WAP 226 3 9 | A6 7
MBIt — 2 R TAR X — £, 70 7 H
A AR A9 R I 2 iR T R A4 R 7 17

IR AR SCH AR ATY S8 Acb T 1 2% 25 [H] 2 2t 5
IR B B AELR , AT A B I T AR RE 8 UK X i
% 4 R AR A L0, BE 5 e S XoF g 2% 4% 1] 4 4
PEPE A T AL F AT A B I T AR B R A B T R
Gt M PR ) 246 255 (] 3 B 22 4 (R AURIT 5 19 % SRR 0
AR A B S 4 T 1Ay 2 — 20 0T 5 A0 ] A 114 e e 7
DAY IR SR
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