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Abstract In the process of increasing cyber security attack and defense confrontation, there is a
natural asymmetry between the offensive and defensive sides. The CTI (cyber security threat
intelligence) sharing is an effective method to improve the responsiveness and effectiveness of the
protection party. However, there is a contradiction between the privacy protection requirements of
CTI sharing and the need to build a complete attack chain. Aiming at the above contradiction, this
paper proposes a blockchain-based CTI sharing model, which uses the account anonymity of the
blockchain technology to protect the privacy of CTI sharing party, and at the same time utilizes the
tamper-free and accounting of the blockchain technology to prevent the “free-riding” behavior in CTI
sharing and guarantee the benefit of CTI sharing party. The one-way encryption function is used to
protect the private information in CTI, then the model uses the encrypted CTI to build a complete
attack chain, and uses the traceability of the blockchain technology to complete the decryption of the
attack source in the attack chain. The smart contract mechanism of the blockchain technology is used
to implement an automated early warning and response against cyber security threats. Finally, the

feasibility and effectiveness of the proposed model are verified by simulation experiments.
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Table 1 Compare Cyber Security Threat Intelligence (CTI) Sharing Requirements and Blockchain Features
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Fig. 2 Cyber security threat intelligence sharing model based on blockchain
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Fig. 5 Cyber attack data flow
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Org, TEXHEEM 45 A T mE 6 frs i s
REA 2, HOBE 2 5 ip € {SHA256(16.1.5.23) ,
-+, SHA256(16.1.5.29) } &-label = C2, 5t P AT BRI %L
send _email (“orgl _admin@163.com™) [n] IR 55 % &
B SREERER.

T AL R A SR VA b AR SCIE R R
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I Sk RSA B X AR Rk AES 53, Bn)
Ik SHA256 59k 4% AR & 3, A& sC i 1P
& EEN L R AL L SHA256 (IP) 972 3 H #E,
Bp4nzz 2 th SHA256 (1P) A {EL BT 7~ , 3kt 4 1 1% 4l
IP {5 B A it 55 5 7] B34k 44 | R 4R 0 ik 44 45 78 >R B %
Tk AR X 45 2 4 G Rk a2 IR STIX
FRifE, SR T 07 8 B A, R AN 3R 3 BB lE AT 3ROR.
WE 7 FrR 8 56 45 AN Org ) X 2% 22 4 B 1)
TER PO Center WM 8RJG , Org, BIZEWIK 6 AT

1 constract EmergencyCons{

2 address public owner;

3 bool public locked;

4 uint public reward;

5 string[] public conditions;

6

7 function EmergencyCons(){

8 ouner=msg.sender()

9 reward=msg.value

10 locked=false;

11 //add conditions

12 conditions. push("62acd8afdo7b6edf66e55fde96ede@3ec657de163541e679f6e13fbbf2eaefad™);
13 conditions. push("@b2dd7f6cd19885218@0ba5cafc@8df4567dbbfe9abcScec89bcfeaededl7eb5™);
14 conditions. push(“ec79018f878f26704ad240689a75802b3d098432b6262183b6d3b1a870fabeda™);
15 conditions.push("a5d64e821f1bed445deaeabBa8a@9e8e56855fbd83b27dc2dbded02a26831F36");
16 1

17

18 function(){

19 if (msg.sender==ouner){

20 if (locked) throw;

21 owner. send(reward) ;

22 reward=msg.value;

23 }else if (msg.data.length>@){

24 if (locked) throw;

25 for(uint i=@;i<conditions.length;i++)

26 {

27 if (msg.data["ip"]==conditions[i]&&msg.data["label"]=="C2"){

28 msg.sender.send(reward);

29 send_email("coml_admin@163.com");// send email to admin

30 locked=true;

31 break ;

32 1

33 ]|

34 3

35 |

36 }

Fig. 6 Smart contract of Org,
K6 Org, Bith 2
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IR REA 20 Bl - Org o 0] 28 22 4 il 15 4 o EH AKX EEEE ®E.Y Org; &£ H<2019-05-

& hE
R 1 SR MG A MG iR R i R R RE S A
i fih % 451 SHAZ256(16.1.5.29) € {SHA256 (16.1.
5.23) .+, SHA256 (16.1.5.29) } &.label = C2, R 4t
M) Org, % 3% BRI oK (I SHA256(16.1.5.29)
W RS B, Org, SEBEAfR 2 1P Mtk , {H AR [l AN
W B B R e 1 3 AR RS M, (AT R R A kb Y
PO IR Org, WERES 24T, M 16.1.5.30 1Y

27T01:00:00,ip, SHA256(16.1.5.26) , None)> W 4%
B4 MG A A BT T R R G B O A 1 W 4
2 I A I R A O R AR AR
th SHA256(16.1.5.26) Y42 C2., [ i 14 £ 7] 8
() 58 B i A% SHA 256 (12.1.5.67) > SHA256 (16.
1.5.29) — SHA256 (16.1.5.26) , I F] i X e 55 *f
SHA256(12.1.5.67) i 17 %15 % 12.1.5.67.

Table 2 IP and SHA256(IP) Cross-reference
%2 IP 5 SHA256(1P) Xt i &

y

(@ IDAA Algorithm

Org[Attacker 1P SHA256(IP)
Alice 12.1.5.67 558692953¢968a26a7187824a229d63be84753a4a0acace95982elbbb2761a7b
Org, 16.1.5.29 62acd8afd97b6edf66e55fde96ede03ec657del03541e679f6el3fbbf2eaefad
Org, 16.1.5.30 0b2dd7{6cd1980521800ba5cafc08df4567dbbfedabc5cec89befeacde017ebs
Org, 16.1.5.26 ec79018{878{26704ad240689a75802b3d098432b6262183b6d3bla870fabela
Org, 16.1.5.23 a5d64e021flbed445deacab0a8a09e8e56855fbd83b27dc2dbde402a26031£36
Table 3 Cyber Threat Intelligence Sharing List
3 BEHREENFX
Serial
NuemrlZer Organization CTI
1 Org, <2019-05-26T10:00:00,ip, SHA256(16.1.5.29) ,C2>
2 Org, {2019-05-26T10:00:00,ip,SHA256(12.1.5.67) , connect,ip, SHA256(16.1.5.29) ,“src ip connect target ip”>
3 Org, (2019-05-26T11:00:00,ip,SHA256(16.1.5.29) ,scan,ip,SHA256(16.1.5.26) ,“ M, malware scan server”)
Org, Org, Org, Org; Center CHDB
16.1.5.29 16.1.5.30 16.1.5.26 16.1.5.23 16.1.5.20 !
3 . @ Org, Registr)i Use INRA Algorithm i ‘i i
i @ Org, Registry UseElNRA Algorithm i i
E (3 Org, Registry Uise INRA Algorithm E E
i I @ Org,Registry E
; i Use INRA Algorithm _: :
®) Org, Create Smiart Contract and Broacast \ .
! @):\Sharmg CTIs ; E E

(® Return!Store CTI Success

<
<
'

<

‘
: :
1 10 Execute Smart Contract

© SERA Algorithm

E @ Analysis CTIs .

T > (@ IGATA Algorithm

i Analysis

. ® Label & Attack i< >
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Fig. 7 Cyber threat intelligence data flow
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