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Abstract Driven by the need of prevailing Web applications and services (e.g., search, online
retailing, and cloud computing), data centers (DCs) have been built at an unforeseen rate and scale
around the globe in the recent decades. In particular, data center networks (DCNs) have drawn great
attention from both academia and industry. Under such a background, this paper surveys one of the
key aspects of DCN-—transport layer protocol. While transport protocol has a long history on the
Internet, it is seldom systematically explored in the DCN context until 2010s. DCN presents different
characteristics (e.g., single administrative domain, and homogeneous network structure) from the
Internet. This brings about both opportunities and challenges for transport protocol design over it.
Motivated by this, a bunch of transport protocols have been proposed. This paper classifies the early
work (2010-—2015) on DCN transport design into three categories—endhost-based congestion control,
switch-assisted arbitration, and network priority scheduling. The paper discusses the pros and cons of
the work from the three categories. At last, the paper analyzes the recent research trend on DCN
transport design—receiver-driven proactive congestion control, and RDMA (remote direct memory

access) transport design.

Key words data center network; transport protocol; congestion control; explicit congestion notification

(ECN); remote direct memory access (RDMA)
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Table 1 Comparison Between Early (2010—2015) Work on DCN Transport Protocol
x1 BEFOCRNEEHEHILEL(2010—2015 F) TEM LR

Transport Protocol Strength

Weakness Typical Work

Endhost-based Congestion Control Easy to Deploy

i X 1) Support Strict Priority
Arbitration .
2) Fast Convergence

1) Work Conserving

Priority Scheduli
ronty seheduing 2) Low Scheduling Delay

No Strict Priority

1) High Scheduling Delay

1) Limited Priority Queues

DCTCP2), D2TCPLS), L2DCTLS!
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2) Local Suboptimal Decision
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(datacenter transmission control protocol, DCTCP),
DCTCP J&— & T it 32 AL 04 31 28 42 o 5 1, %
FLF5 2 FR4Y ML ) ECN A i Al 3= MLt 14 2
. DCTCP fEiX 2 #4352 T ECN 19 TCP %
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1) SR AILEE T R i BA 51 4 BE LA — ) {0 2
i BB f AR IE ECN.

2) oA B A 20 A2 P g ECN A5 Bad i
ACK 1y ECN-Echo & 5 [nl % % J5 .

3) K% )7 gt E] ACK h ECN-Echo H il i
T8 BOMBLH 3V B MH o A ECN-Echo I, 4
ACK & H A 1/W ewwn 5 24 18 ] ECN-Echo i,
A RTT & H ALK of2.

TEXZ G, — &R T ECN A 31 %€ £ il 5
VB 3 k. DPTCPY DL R I 39 PR A 2k R
(deadline miss rate) >y H¥r, £ DCTCP Y34l 151
AT iy 58 OB BR D, I DLt o 550 30 R 5 SRR
e="T/D, i T Jg Tl 5¢ m i ] 5 24 %04 & 3% 7 i
#] ECN-Echo i, 84> RTT % H et iR o /2, 15 1]
B BE 5 20 f 3 T DA PR 52 L 2 B, L DCTH S )
DL REAR 3 09 58 i 8] (flow completion time, FCT)
iy B¥R .78 DCTCP @3 al 5l A T 5 &% 848 =
J AR O 1 U Y AR BRIEC 5 24 508k 3% 7 i E ECN-
Echo i, %4~ RTT & MK o /2, 13 /N
I RN IRVAS: oy N BT B i 4 o8 W AN =0 = O N S
T3S & AL By e D R AR I 55 A8 S (least attained
service, LAS)™ i BE B k. B A, A — 28 TAE Cln
ECN™) 1A HF5 AL 14 8 52 4 4L ECN HL] L R
JEEsk H BA B 9 7 2R g . BERT DL AE AN BBl it 32 L
TCP PR 0L T 5 A1 DCTCP AHIE 19 P BE.

FEF S 32 ML A 2 A ol AL A R g s 3 HL
BB A SRR L A B B 1 BC AT B ECN ARid
PRI 5 A T T BRSO AR B AL L AN Y
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T ML ZE 4 LA R b E R S B A
BRZEM A4, DCTCP AT X 3 K/ d 45 K/
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Uiy o DATITT S 0 40 286 4 ol #0197 2 90

e B AR R ME AR R i BB W 5T N DL AE
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¥4 W 1 (deadline-driven delivery control protocol,
DM DY LAREAR I BR 45 2 258 H R B BJE R
A DL B5CHE T /N R 0 R A B A% 45 A% i 2 R
Tix (5 E,D° &t 1 M 45 R AL, 1k 28 e LR
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FEXT D R s BRI B K S A A 40 A Y B
FENRAE 2012 /) SIGCOMM 2 B4 T8 4
40 A R 3 955 1 8 I (preemptive distributed quick
control protocol, PDQ)" . 5 D°* 25 f8l, PDQ i %
N AT LK R I /N FR S PR A A R AR R
L )2 R X 2 B L PDQ A B i 31 T X
R AR 14 S B AL T L 3 T A [ Y A R B
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(a) Flow information

Fig. 1

(b) D’ scheduling
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(c) Optimal scheduling

Illustration to show the suboptimal performance of D* without preemption
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S B P 3K 23 B A S A Bl Al v 5 DO A
PDQ R 14t o 2 5yl 98 43 Bic 7 %2 T LUAR 4 it
1) 55 SRR K 43 BC A Al 9 B 43 TG . DT AR R T
D AR e e 1 B Y 1) B8R 1 Co) R e M S PDQ
FHTFD.

PDQ & HAH () SIF Fl EDF 1154 48 K i 22 1.
OEENE PDQ &R 48, B 45 50 g 8 — A Wi 4B
ity 2 /A RTT ok 5 e Ae b Br A i 52 e L o 4.
X—A RTT B& SN T 85 X T 5005 oo 79 K /i
SRS R T 422 37 1 7 HHL e AN RS i T — A i
)3k MR IE AR — AR FHE, o — A
%) 2 1 3F 20 T BE AN S 78 I 2% FL , T 2 76 3 2 AL 10
#& k.

55 R B P 2% R AL ) A S — 28 R IR
55 o ARCE v o 2 5 o R BRE O BT AR R T AR R
FH PR BT 2= BE i B 98 N BLTE 2014 4R 1) SIGCOMM
2 4R B FastPass™ . ix 38 T4E 78 & 2% 505
R o 326 ity 23 ) 4 v g o) 2% K 26 0 SR L B P AR 2R 4
Al R AT B 25 R DA H A N Y AR A LS
Jz 3 B 0 R ] S 30 A AL 3 R A 2 B AR
ST DR R T DUAR B 4% 4 JR A5 B BIE BT DLk
S e AR PR BE AR R AR AE W] 0 B R R
BRI — A RTT ¥4 2 40 WO B2 P 356, DR XoF 45
it L TR /NG I S8 RS T A A A ) 7 T T
2.3 RHBUNRERAE

T v i X 2% A B A T S B A5 B L B 3H
KR EFIBFSE N B TE 2013 4R SIGCOMM £ |-
P T T A2 WL AR S KUE BE ) pFabric ™.
pFabric BEAE R AT ALE & K= N4 r
LR RAS AR B A SR S 4 AL 5 30 42 % 1 o 2 38
2 L R 147 B pFabric (980 JAR 26 v 0
M 45 1l T 43 B JF K. pFabric BB & 2 &6

A3 1) v b A R A A PR IS0 BT U DA R Tk KRR
AT AT b R 25 A0 o A% BIL R, BB % 28 2 OO I A E A
PRI, W) e 2% S5 /N B30 6, 0 7 2 W 3 A A isf
HOHTHE A S 3. 2) Z2 AL b P S G FE AR O
P T A0 A AL E OIS I B A i G S 4 ) B 5 2
2% oP I L O 5 % SRR S 2 i BodiE 4.

55 5 2 AR AL A HE , pFabric 35 1T 5 f/ AL, 7]
I PRTIE T 2 35 388 J A 79 P BB {H J2 , pFabric {584
TCEAEC A R 2 el b S 3. — 5 T, 7 ] 28 48
Bl A B L e BN S B i R W A BR (R 2y 8
AN —Jr i B AL R R Tz SRR S
R EAPH — B — DB IEA T SR ZE h
DB B 2 O Bk B AL B il R JE 2 T AR
EPN 2414 [ 2 0 % % A %) 8 i pFabric B 7
RE » 9K TN 5 22X A2 e LA 22 52 A= 1 2 gl DR ) A
TevEAE I S e L b S

pFabric 55 TAE#R i F AT AT LA I I 4K 45 Ui
AR S Fen it i R/ g5 52 B AR Bl o 2 —
A A PR, O A A R AT SR AR XE SR A
KA 24 DARZ W e — 13— & 5 iy, it LA
0 FHIF AR AL — AT B E O A T X A I A
AR Z2 /D5 . 2) X TR 2 0] LR 15 3 K/ (9
FH 55 B BT SR 75 B 5 46 ol HL T 4% 30 1 A B 3R A5 0
RN TR XA B8 5 38 A 4 1A% 33 25 D SRR
8 BB oA KRN 18— 1B X 28 N ]
AT AF B T4 B GOk UL TE SR B Ry f4H.

BT AR WS, ToAF BN Y it I B AR N s
111 A A e B R 52 1YW FE N BLAE 2015 4F /9 NSDI
E o/ N e M TN W (o S W . S I
(practical information-agnostic flow scheduling,
PIAS)Y PIAS 2R JH 2 90 5 15% BA 31 1 Sy 90 2 2
W& AE 22 9 it BA S BT L i A i — T IR AR R T
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o S5 0 R dt 1) B TG LT 2 TG T gl A 1 X
It PIAS #4250 88 bt 2 5 19 ik it {5 B ok 48—t
SRR 5 R 2 4 AL ) S X 2 AL A R DR R
FETCRY 52 . 7E 2018 4F 1Y SIGCOMM £ |, F #
B K205 N R — 24 T AuTOY , Horp
— A HL R T A R R Ak 2 ok A B iRk 2 R
Tt A ) [ .

PIAS $H 7 47 3t #1157 B A0 Ay A il 0 516 0 3 K/
H AT Bk 50 iR ) BRI A 3. 3 58 b, 76 25080 oo
HLTE , Z2 R0 SR i AR LB 1 28T
PR A9 . X0 3 IAE o A B RS /N A AR A BT L 9 2 G
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M JC A BB T 58, B HORANHNE 55 2 R fs
B . Karuna f87F #E R A (5B 1 25 [ 8 7F i
ARG, DL AR T R 45 2 8 AHJ2 o T RS 1 280
YT 54 2 2R AN, Karuna f# F 7 — Fh ol 4
MCP™ (A& 5 2 HM, 1R 5 1 80 LRI ) it i
R AR R S PR PN S8 L R T A R A B 1 B
il o AT 1 TS 1 KN I (56 2 28), Karuna SR
T 295 BAF K I BE L 1 — A U 7 1% i o 72
S G W B AT X 0 0 T B g B o 2 T

DL S 0 38 K /NBY R (5 3 28) . Karuna AR 38 7 119 K
AN R AT AN [ G e — A T KL 45 )
AT 50 %t B R L 38 ok X 3 2R 1 X 4 Ab B, Karuna
A LA ] B AR 3 %) 40 PR 2R 3R 01 34 5 J s T
24 H fto

2.1~2.3 T 40 A2 200 8 5L T o ALY
I FE A, B2 L T A e ML A L A
)R] 4% 1) AR 5 TR B L 9% KRR M ST K 2 I A Y
ANBRTE 2014 4E B SIGCOMM 2x 3 F 2 T
PASE"™ AR iX 3 A HILTHI 1 1% 45 & & k. PASE [f]
B T PR AR e K BA B L T ECN 1) R 45
il Ep. 5 D* F1 PDQ AR AEF HI 0 45 il 38 4 A It 19
BN E] , PASE #8428 B ] 52 B0 AE i 3 ML B 28
AL CPU I, 755 1 A~ 3 76 9 2% LI 48 S )
FIURLRL BE 1 2 7% 3 8, 701 56 T o 6 B A9 3R R 45
) X 3 3 A A B s L R I L PASE R 75 22 X 38 e
BLCS R AT 00, T ELAS FHHO 3 1 K 3 3 32 0 3
AN T B 7] 8L PASE K 58 7 s e b A BR Y
S A B o I8 B i, 9 LR 3 T ECN iy R
2 UMUK 78 43 1) F B T 98, L B DL PDQ,
pFabric #H 1t , PASE AU 25 5 ¥ & , il HAEVF £
Yy 2 ] DU A A i

3 BRERE

Bl A B oG B g5 T 9 d A Can Al B
1 Gbps %] 10 Gbps F 3 40 Gbps/100 Gbps, %
filiAE 3R SE 38 LA GORD B AR B LR, 18 52 1Y
TCP 4 )2 P80 R H AR R 528 7 L 3k 381 33 1 1)
EALHIPERE. — 5 1. TCP Bh BCR A T 5 i X 89 9
FEPEWI T TOVE AT i 58 & 1 W5 (R 2 B0 7
JUAS RTT Pk 58 BT ) A &5 3 0 2% 4% s 73 — 7
Ifi, TCP/IP B Ak 5 T R G WAL BRAF, N T =
CPU {4 #& 1 ey 9 2% 0 80RR A8 3R L & X 3X 2 A~ ] Rt
2015 4F LUK A RHBIF TAE 23 591 22 3% FT T 422 Wi i 4K
B Sh P ZE$EH I RDMA W 2% 4% &y i1 77 =X LA
i R ARG S B S A AT X 2 ST R 2 AR 3
ORI 2 K TARMT LB T
3.1 BRIz B EhHEES

B O 9 28 T i K 3 19 S Bl I 2 4
(proactive congestion control, PCC) i 4k TE & i
IR A vE A o3 B B BF 58 N AR 2015 4R Y
CoNEXT 2 F#H 1 pHost™ . pHost B & 1141
g A —Fhn] Ly 77 ik B 5 pFabric (P RE 8



80

HHEIR S AR 2020, 57(1)

AR 2 B R O A TR T AH T 1 g — o] SE B
Ak 2 7 PH A v A ] e L A Ok 1 i) gl ) B[R]
TEES AR K, R S BUN A 58 B R ) O i 22 T
pFabric. 7 B &7 2 3 . pHost K 37 18 B A4 55 i 2 1
KA 2 W < HHE A IR 7 Ak BOHE T I R K ik
(request to send, RTS), 0] D& #H ¢ 8 B F B

CHIAL R /NAE D 5 B84 e Wi AR B0 WS 380 1) BT A 3 oK 9%
MR — 2 1 I8 B AR 43 B & 3% 17 T (token BY credit 1§
grant B¢ pull) s B4l & % Ty #ie B U B 09 & 2% 7 AT
R AR P R 1 B . K AR B R TR T RS B A AT S
B, SGRB) T Al R B U R RS2 B Ik n] DLk F)
pFabric AT 124 fig.

Table 2 Comparison Between Existing Work on Proactive Congestion Control

F2 THHEEFNNAETIENLR

Protocol Strength Weakness
1) Don’t work under network core congestion
pHost30] Readily deployable 2) Switch-local suboptimal multipath

3) Waste bandwidth with unused credits

ExpressPass(3! .
! 2) Zero loss and low queueing delay

1) Work under network core congestion

1) Hard to deploy (e.g., symmetric routing)
2) Idle in the first RTT (extra delay)
3) Waste bandwidth with unused credits

1) Endhost-based multipath

1) Don’t work under network core congestion

NDP3z) 2) Optimize for incast problem 2) Can’t be depl(')yable'with commoditly switch
3) Waste bandwidth with unused credits
Homal*! ; gfpiirrlldzriilrlzljiz:eduling with preemption Don’t work under network core congestion
Table 3 Comparison Between Existing Work on RDMA Congestion Control
®3 RDMA HZEZHMNAFTIENLER
Protocol Lossless Retransmission Congestion Signal Per-packet ACK and Reaction
DCQCNE3] Yes Go-back-N ECN No
TIMELY! Yes Go-back-N RTT No
IRNE36] No SACK Packet drop Yes
HPCCEH7] Yes Not mentioned INT (In-network telemetry) Yes

2 05 3K By 1) = B A 2 4 i PR Ry 42 3 & HE B
P SEE 1B T AT S35 DI A A R SRR T BT Ok
TSR, BUAT 0 3 Sl 0 JE 45 i BT AT SR A7 AE — 2K )
R AN, pHost e fif P X 45 31 98 & A 7E W 2% 34
S BV 25 % v DX 445 A I A B R 42 Wi DR 2% 1 1T B IR
AW T2 e AR 1 BCHE v o0 26 R 4 3w (full
bisection) 7 & A1 3¢ L& £ 7 (packet spray™*))
17 AR LA Gk 3 I 2% PN S I JE LR T 4% A1
Ak WA B L 7E 3k v b AT DLSE g s b1 R 4% i AR Y
T FE D00 E 2 05 s A BE € 3% A L SR L S B AR AR
oL P 2% TP i — AR T AN — 5 J8ST L AN 7 K AR
A I 5 I 208 A X RS I 28 ST AR 25 R AR H 26
pHost 783 I g4 T 125 & #E4E H.

T 5kAh pHost BAS 2 , 5 [ S5 3F B 2 4 R Bif
FEBE AR BB 5N BLTE 2017 4R 1 SIGCOMM 2
W EH#H T ExpressPass™!, J& —Fl GE 4% fi ok W 4%
PR AP0 ZE Y 3 B 0 JE 45 i 1 ExpressPass

BAE Jk T e 18 B AT R 3% 5 Bl 4 W A ik
credit 7E 9% 4% v i 5o 20 37 9 B 371 S B S 1) A5 401 4k
i K3k i FE L TE credit o GUCHE DA B B 25 A 5080 A ik
J5 ¥ BRI B A & % VF AT R IR AH I B 0 A
ExpressPass Fl| T credit A% 52 [a] 455 035 B 451k
A PR T BB BE L e T B SRR Ay & K (A
A credit B4 i [m1 5 AT DA SRS BT Jin ik DA S B
P I .

5t A B, R Y B 5T N L FE 2017 AR
SIGCOMM 2 b 42 1 1 o5 — Fh 3= 3y 1 26 42 ] 55
7% NDP™* NDP 7& pHost B3 al I B % T i &=
HIL B 38 A, 22 (1 70 480 12 18 L 0 A2 4 I 24 58 H 1 A i 1Y
AL HOUL R, AT DARE S DR oA B B I A Dt PR B
F18) T 6% PR 308 1 40 € CAELATS 88 T 1% i 0 T 488 4 I AN %)
PR A% Ot T AN JE 55 5 BRI 4% P S 410 2 ) D) 5 [
AR 25 A 8 3 AT (cutting payload, CP)YPY [ #L
il T LB G 7E incast S5 AR BE 30 ZE R BT 1Y K R
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I SE.NDP S BE b b pHost {8, (12 20 1A
I CP M2 25 7 1y FH 345 ml 52 BE g 400 A

rH A K 2 R RR 8 B T S BE A 5T ON DAE
2018 4E SIGCOMM 21 F# T Homa** , X} pHost
ET #E—2 1kt Homa MAIHZ4F 2 S DE
R T Y pHost & 3% it 5 22 A H Wi o i A5 JF W] i)
WA 1) Ak VF T IR S 40 S K R AT KRR I R A 9 23 TR
R AL XTI, Homa 51 A T 3 B 7K i# (overcommit-
ment) (AL L A 26 A8 3o X 2% 25 8 1) e 2 18 T DR AR IR
W 2670 TR 2. 2) B AR BT pHost 7887 i B3k
AN BE e 48 o, 75 24— RTT A BRI %
JE OF W 1) ) B8 %6 i, Homa {8 1 T 4% 2241 Se 9 A
SIRALED TR B 1A RTT Pesidt &, i 7] B
W fifp ke 1 3k B R B R S B 2E X A )

A 1 B T o 1) 3 Sh A ZEE RIAETE R ) —
[F] 91 2 A 3R B B AN [] ) 9 e A7 s & 32 9 Tl e 1) 2
it 4 SO BRI 5 e DA v 8 g %) B ][] B A 2% 1) &
EVEA] fih e B A i SC AT BE BRI Sy A AN [m] T ) s
B 3K [l — S5 B i, 77 AR AN P ZE. D3 Ah ] X
Kttt JHE RDMA FJ 500 5y 37 5% T & — 4
AP TR, b A PR SE AN [] S S0 [R) 7 X L
g T asEmaE .

3.2 RDMA [ 4& #2242

TR 3.1 B e AR SE R B PO R 2%k
JE& B 1) AL 4 S & TCP/IP N A% 3 Bl S0 RR 4 ok Y
PEfE R B, B B N fF Ui 1A (remote direct
memory access, RDMA)M I 4485 A F] DCN .
RDMA a] UK B B 45 I — & TR LB A 1% i
2 — B, TR AT ARG AL KA
A e PR RE.

AR RDMA R E &) 2 W H T m PERg i 5
(high performance computing, HPC) 4 , 7 DCN
Fh R RIS R 2 AT) SR A AE — 2L Bk AL — A %0 1 )
S A0 AT K ) 26 A% fa AL ) 4 L E) RDMA 88 18 3 4%
CELAE R AN a2 e i) b, BRTAETE 3 KM R IT 48 : 1)
IB(InfiniBand)""" . 1B fdf F] % FI W = 1 52 6 1 45 fif
RS2 S TC A 1 4 (RO 28 A B ) 548 5 LUK W 4%
A BRIz N T HPC 45038, dfE DL 8 T
ZHET 1P ALK M AR DCN.2)IWARP [
WERSEI T e TCP A& f bl SCRE GE LA K M
2% ZRT A0 W R 92 B, B AR PR BE (RE R | A it
O 3 A 55 F RoCE.3) RoCE"™ . [ i {452
PR A7 BRI S SRR A 8 LR I % sk 4 A
AR P 25 T P REAS 1 L iR GG R T ey

s ¥ il (priority flow control, PFC) ffi H. 4k 1 ,
i H PFC 7 7F 2k 3k BH ZE R 38 91 45 0]

Bl b R 2% RDMA 1 2 £ 1 fe 7 19 4% 36 4
AR S A AR L 45 R M R 2 S 3 R o A
FIBIEFE N BULE 2015 4R SIGCOMM 238 F 42 Y
DCQCNU i i H § Tolk 5% e~ 19 RDMA
PZE I Tk, © & 4 U338 45 1 ConnectX &
FIM R E.DCQCN 2l 7 3 H7 LK M R T RoCEv2
HAR AT PFC 2 35 il H AR LA IE JE 1 9
2% R T e AT B fb k. PEC R 42 3k B 28 F1 BE 4 45
[ 5, DCQCN SR T HoAZ 00 40 28 2 1 50, 145 3
#3 : 1) ¥ 2€ 45 (congestion point, CP), BRIz #e 4L,
KT REDS HLBE A BA 3 K B2 9 ECN A id 55
H.2) 1 & 2 (notification point, NP), B & #E £ Ik
Ui, FR A 0 B B £ B B9 ECN 5 L3R (0] 4 28 38 45
£ (congestion notification packet, CNP).%% 24 i} fif
PEBR ], CNP Az i) B CERIA R N =50 ps) HAEIA 3|
flOR> g 5, PR AR M B AR R 3) R R AR
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oL, 49 T ECN E I /4 48 B0 AU 27 F BIME o 5
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