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Abstract  Blockchain technology solves the fundamental problem of building trust in an untrusted
environment, which is regarded as a new disruptive technology after clouding computing, the IoT,
and the artificial intelligence. However, the current public blockchains face two serious problems: on
one hand, the low system throughput cannot meet the needs of large-scale applications; on the other
hand, the ever-growing nature of blockchain could be quite cumbersome for validators since they
consume much disk and RAM resources. Existing works were often used to improve system
throughput, ignoring the increasingly serious problem of blockchain data growth for long run. Thus,
in this work, we propose the PocketChain, a scalable and storage-friendly lightweight protocol that
can achieve high throughput and low storage without sacrificing decentralization and security. Firstly,
PocketChain uses a stateless client design, using the RSA accumulator to combine the large state into
one short commitment, so that the validators can only store the block headers, greatly reducing the
disk and RAM requirements. Secondly, PocketChain applies the stateless client to the sharding
technology, which not only improves the system throughput, but overcomes the state migration
problem caused by periodical reshuffling of sharding technology. This can further increase the security
of sharding by improving the reshuffling frequency. The experiment results show that the PocketChain

can reduce the storage overhead of validators and linearly improve the system throughput.

Key words public blockchain; sharding; RSA accumulator; stateless client; unspent transaction

outputs (UTXO)

W OE RRHBAMEATARTEARTAEZ R AMER MAARZHE HEM ALY E
ZEWMX—MERBER A, BT AAADE 2 RAAKAER ., D ERIK 2 % 5ok £ Lk 2 RIA

Wis BH#:2019-08-15; 16 B B #:2019-12-27

BESUA . 65 W& H (2016 YFB1000101) 5 [/ 5K A AR} 2 5 & 00 H (61379052) 5 [H 52 3 & %6 BHIF 1 B 2 8 T H (2018 A02002) 5
W A RBHE 7R AT AE R T H (14]]1026)
This work was supported by the National Key Research and Development Program of China (2016YFB1000101, the National
Natural Science Foundation of China(61379052), the Science Foundation of Ministry of Education of China (2018 A02002), and
the Natural Science Foundation of Hunan Province of China for Distinguished Young Scholars (14]J]J1026).

B 1EE . T 20 (wangyijie@nudt.edu.cn)



1556

HHEIR S AR 2020, 57(7)

BRAMERDHFEEEKNEARKRERAE A YT LEEEPNALEERETRSER. CADT ZHK
BEEAANRITZAS L, B TRERER B KT S ABTRBEALGEEZFRM AR, 2 HT
PocketChain, —#r 3f At AF 9 B Z AT BZH AR ERBHE PSS T ARG TR T, EFAGH 5ok
T 7% 04 45 M. 2k, AT AT O HE 38 K 19 3, PocketChain B A Bk A & P 35 %3t , 45 1 RSA B A 8 stk A
HATEG AR R IET SR EAME R LFLELE, K XBKT ETHEFAAEN T K LK,
PocketChain ¥ AR EE FiZ A THARRKEMN T . ERAZAS LR LIRS R AR E
WMERHREEHFNA MMt —F RIS EARE WS B 255 L0. TREREAN . E5 &

R R EART BB E R, GFERRA R G B,
AR R RSA BB, RRERPH ;AR St

KR

HEESES  TP393

X BB AR B Ak A B BN T
BREZ A Y N — TS PR 2 B T Bl LAY LB
JOF B 1T LA B A B Al iy e BE QU L B R R — AR
IR ) A {5 46 I 2% B BT I AR DX B i i e T
TEAS AT A5 BB o N7 A5 A 0 Al e, B Lol
AN NI 5! N NCTIE 1R W T R (114 P
T SATES R BSs I 55 BT Wi 1R
U5 U A5 22 i 45 388

SR XKHEEAEAE 2 D E RS . D REHR
kA, H A LR T DAL EAE 5 B i (transactions
per second, TPS) 7 3~7 2 0], LI KYj TPS #
T~15 BZE A Z T, EWR Aol &S,
BN Visa il MasterCard, “F-# 5 FPaEAL 3 2 000 2
38 b S WEAH PR RERE S35 3] 56 000 TPSAILF R 5
o 28 v R Ak B 1) 52 by T BRHE AR L 32 B ~F- 249 4k 3L (]
FER 45 X M i T 1 iz 52 A 4L it A, Bl
Sk £ 19 43 7 =X N A (distributed applications,
DApps) s 17 T Al — 54 b, IR i 38 1 ] R 2
R EE AR K R T X HREE Y As L 2) B IR T
S ST PR A — 1y 56 R 1Y) DIy s SO T A R0 X
RS AT L XK T8 6 R 1Y A7 i 98 . — Dy T, Tk
AR /N BE BT DCHR B 7 AR R A A A R P e
DX B B FE K A 9 4 23 1)L nT DL SR AR R A
B R o DX B BE T AS B fi B R AL B 35 1TB 3 B i
o R 22 B0 3w LR AEAERE 0. o5 — Jr i, i T IX
gk Iy st s o 7 R DA DX B v A R A B BT
FE R I 1Y IF ) .2 T sk Xof 528 &7 i DX B 1Y) 36 i
B UE T S TENAE P4 — A M B UER S A R 51 45
4 A8 B R AR S A L T Dy s DX e Y 2 ) 42D
R AT 5 2k PR U 0] 38 8 PR PN A BN T v ()
W LevelDB) o X 5 mi A7 25 5 42 Hh 1 80 20K .
RERRE RN T3 SN AR, —#RR
BAF BT B ARG B s A — A e b B T

T GAFAE AR VS ) I ) 25 ) 18 52 00 A 2R 4 IR 55
(distributed denial of service, DDoS) I if;. i Ul 7
2016 4F 9 A", Moii 7% A LK Y7 EXTCODESIZE
8 4 B U o b A2 By Uy 1) 70 e AR B AR S
5 BT A X H SRR R IR 60 s.

DX B I s HE DR 6 TR AR S A W B KR R
R R LA )AL 1 5 R T U R R A A A
(B i R, A /D B 1 R R BB B AT 58 B
A X B 4239 i f S BOh O AL A B R, R
BRI S R BRI AT R % P o (] an A sl kA
B 0 S EATTHORE 42T R HR AL AY AR IR 55 AN RE
ST Y05 5y A DX H B AT RO L 7 B 1 S K IR A SR A
R N P D B < | /N L R g R o eI W o (NS
[] 25 DRI HE DX e 31 d5 30T 1) i A7 P s DX, O N7 5
ERZS I 2R 51 450, 5 S IH A6 R4 14 B[] T 4.

BEXF R Ge A ik AR ) 3, pE S N 4 T 2
Ty 25 BRI 248 R 20 B 8 BOR T0 vk 58 A B
DX R 1) = X AL, B[] e S R 22 4 | 25 Pt AR E)
PR H AT 23 i SR B IZ W — ol R A% ik e X B
=R e R A ROV G A T RS AT O3
F LG A E 153 7 BERE IR AT AL BN DG 19 58 5 L 4k
PESETH R G AL BRBE ) SR, O 1 sk A 0 2T AR
B ANREE o e ok Bk T R A R o)
W RPEATE A th T s B T S
Bl G o B HAB Y B L W5 N 80RO B iR
P XA SRR RE T B ARSI BT E T H K
RO AP T ARG AL B [ B RR T A
PE RS

X A A O o T A T R AT SN B e
PR T IR B AL R T T 56 E 38 B X BT
() D3 S B AT 2 5 . R AE B ik R AT B
AT DL S8R A DX B 1) T A DR /N I 5 IX B[]
A )L AR A BT ARG H AR H gk e 1 sk 5080 % 1



PR KI5 — BRI A A B R BT R BOR

1557

il B 1) B AR JF R BEDRUEIR 2 XS T A 1 75 oKL B X
A i e 1 TRt WF 58 N DLt — 2B R T IR
FUSi N A . JE AR A % i K H 7R 1 (commit-
ment) FAR AW 1 RS e 4 3 [ 5E 75 19K
W AH 5 A BT R H AR 6] 1 02, 19 RUOF AR R
AR SRR A SR, JCRAS 7 i i I 3 S HEAK -

1) UEIE B A O, 3G im0 26 v T 4.k TR
SR (Merkle) 14 2 (1 7K 35 5 22 48 58 I 19 2
FIMLAT 21 Merkle $A2 , LhH AT LR A 2828 5
i 4 Cunspent transaction outputs, UTXO) &4 M
DL T7 g 7 i RASE , 44 1 1) Merkle HiE W 43 51 J& 28 5
RN 4 55 20 .

2) R R AN =L B T Merkle #4 A 7K 35 TF
it C A BT B T AT BN 5 T T R Ay
R R BT I B3R 48 e S AT R i AL

3) W T AR XN 1 AR, 2 R R
J5 23 B Ty A VIR B 2o 01 TE . H T I 4% 4%
TEIR 3 R BT R R 28 B IF AN REAS B S b 4 B, 52
Gy i WPRE 23 O — A H A TR LR P S AT
B R E B A5 50 B8 23 39 0 T Y £ 4.

BT 3 A PR ) B by bR R A A
DX PR A EAT B I R G AT R R LAY
T FUE A A A A7 IR (AR R AN AR
fE AT LU S7 30 UE AT 43 58 By iR T I B e
— AN 38 VI A5 e e L e, AR SO T
PocketChain, —Flifif 7] UTXO #5820 45 5% 1) 12
HHRY 75 R 6. PocketChain i i JG AR &5 %
U BT BUHT R T T RSA B a o
TH 2228 5 i B (spent transaction outputs, STO) 7k
WHOR AR T TR s 19 SR 0% [l R 5
TR s 5 A it DX T Sk BT L0 HIE 58 B 1) A R
HU B A SCHR B TOIR S % 7 0 5 4 H R AR AR
B FHTCARZS 2 5 s AR AE it 19 D 35 s IR 23 v Jd 39
PEBEHL E 2H T B RS IS ) R, DT BE i — 20 42
Thoy b EH R I v RS k.

25 IR A SR A DX H B B R i A A ik
B ), 2 HY T PocketChain, —F1 i [7] UTXO #5784 1Y
AR G X PR AR SO TR 4 AT -

D $2 7T RSA RN as 4l i Ay B A7 4t b 34
AE ) B34 i STO AR HOAR  ROIR A R BB 3es
MOGHETEE OG) s

2) PocketChain fff F STO 7K i £ AR # 2 JE 4k
A v S UE T R H R AR A P s X Sk DA e b
i 1 G AT BUHE A RO ATR T X R A A 1 A

3) PocketChain # oI 45 % 3 540 B A
TP A 3G T 4 H T 03 1 L 1 B R A A
T 100 M T 32— 25 41 74 43 TR LA 0 T 4%
W R G154

D SR R AR 5 b0 5 % A
T4+ PocketChain A8 85 Bt W86 15 45 19 17
FE 7 9 LR Go 75 1k 3 R 5 B 2 43 J B0RE 19 1 I 2
PER K.

1 #HxIME

FEAT P RATEBENFIREE 0550 F
Fe A AH S & DA S 5E IR
1.1 EREEF iR
L1.1 TR P R G451

EX 1. KRS A — D EIEEEH S =
{s1os0smes, | 2R R G Y 1A K P (kb k)

P I JRE £ 3k 7 BT A g B2 DX RSk A 1 5 0k 4 A
X BEER 2.

i BTE B RS AF B T X g o Bk I
ANJE BT R TR S A SR B Dy s DX B o Y
PR3 T8/ s R LU A A R0 v o AT 42 o A6
BB X T NE S 5 ) 56 Uk B A+ o3 5B A .
ARG 0 I 5 7 R AT 58 B IR AR B X Bk vl
PAor o 2 28 RS IXHBE S O RS X Hefi.

A X BREE 1 R GEAE A ANIET 1 BT %, A R
AR D ol DX Bt S bR A A B IF AR 215 B ok Bk
S o WA TR T IX B AR i, AR A X e v i AL
S 5 PARZS ZEAT BB RS KB BE W A2 T
FUR T BERAE AR ARSI AT DL K 52 5 AR i RS
DX BE A7 PR B 00 B i BB 6 A A0 P (B

Node
Block #0 Block #N+1
' Tx Generate Block
: Tx #1233
D = ®
Block #N Tx #1234
l VerifyI ® :
@ Update State
\— !

State

Fig. 1 Stateful blockchain architecture
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Fig. 2 Stateless blockchain architecture
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13 05 40 B5 Ak % B . Class Group 1E S — il i 74 1Y
TRJTHRE. AT DL TR R E AR RSA R
i AHOE TAEA SURBUR I, 3235 7T A2 % Boneh LU
J HABARSC TAE.
3.2 STO FigH A

fE UTXO #5801 X He 55 of, R 28 i BT A
UTXO H.HEL S E % E A1 UTXO, I 77 4
) UTXO ids8. B M TR RSA Bongs /e T

UTXO 4 b, g UTXO KK ESIR .
WM B A S, N UTXO &G R s A B0 2%

) UTXO FF¥ 8 7= 4 1 UTXO. SR 76 A ALE
BERY OIS 0T . N RSA BIm#s M BR T R i & 24
RO A INERAER 222 AR O (o), B 2 Hh
PN 1B i8] SPTve o ) 1B e T A O
AR SCHE T STO 7&K H A L fifi il RSA 2
fngs A STO #4717 K45 1 T STO & —1H 3
FEUS B A B Bt 25 4 L o fe T HEAT AR B Y R
T2 M B A
3.3 EFSTOREMEREERI
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B#K+] B#K+N
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Fig. 4 System architecture of PocketChain
Kl 4 PocketChain &4 454

3.3.1 STO 7&if

BAXSLER T H &3S W Merkle # #)
(Merkle transactions root, MTR), i1 T H Fr
AT 2 B0 22 B i 4R STO RE ACC. 24
B X B A R T B ACC H RN X B b 27 9
1 52 B i o H) 3 BT (9 STO BRI fEL. K41, RSA 2
ﬁﬂ%%ﬂ‘]%ﬁ/\%?ﬁﬁﬁ%ﬂ%%%ﬁﬂ“%%iﬁ,ﬁ\%ﬁjﬁiﬂﬁ%
PRI IRATT ZoH STO 78 Z K0, X vl LIl

B HashToPrime'
B

BE 1L R Bt b 35 5 5 I uE k.

[+ RSA 2NN #1bh 1k sREL > /|

Func GGen (1) :

D Gren<GGen (1)

@ Ay<Grsas

@ return A,.

Friede. BAR S Bk 1
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[ BT SR R KR <

Func AccUpdate (A, stx) .

@© p=1;

@ for each u in tx.inputs do

® p"=HashToPrime(u);

@ end for

® A, <Al

® Q< NI_POE_PROVE(A, ,p,A,1);

@ return A, +,,Q.

[ BRI 56 IE PR AL+ [

Func AccVerify(A, ,tx A, , Q) :

@ p=1;

@ for each u in tx.inputs do

® p"=HashToPrime(u);

@ end for

® return NI _POE VERIFY(A,.p.A,1.Q).

D Gen QO BHEMGERGE L ESH A X RGLk
I AL 3 18] ZANHI AR A 5

2) AccUpdate (A, tx) ¥ 3E B X B B 1§ ¥ 19
52 oy th R 20 A R AT e AR B BE R v S 1l ]
HashToPrime X} 5438 5 0 iy A #E 47 3K Jit iz 5.,
IR EATRY A AR 5 AT B E 5 h RN
B Je i AE RS L2 NI-POE B iSCH 58 1 i 538 19 3k
Bl Q.

3) AccVerify (A, stx A, Q) M 532 5 Ak
Q- il NI-POE HpisCH Uk 22 (A2 75 B4 1 1 587

Hop  NT-POE" I Hp i S VR IE WA P il 4 iE
AV AERH (usw o)W R w=u",V AFF#T DRI
SEERTLUHAE P EAT T IE# TR NI-POE il fE
S AR CFE T I AR 0 Tk 32 00 8 e 1 B g 40 Ao
3.3.2 S oA RUMEUE W] AR A

S5 A MR B 5 E AL HE 2 A0 58 Sy A
IR A7 A A I B R0 52 B B N\ ) R A B B g A
FO A7 £ UE I AT LA 32 5 i A 7= A2 Bk ) Merkle ik
B AL I35 5 8] MTR B B42. T AN R B &2
Sy i A RTRE 7 AR T AN T[] 1 DX He, B DL G R A 7
IER AT 5 0F.

B8 5 i AW AR AE B AE W X 5 i STO RN
AR B 5L WLTE. T STO A& 1 Fr i 2 S i A
R4 AR il 5% DLAIE 50 BE IR B A A BT 9t
AR PG 2 Fros. Horb 3R 03 W AE A U5 %
NonMemWitCreate Vi UTXO H: i Bt BF 78 X Bt 1Y
STO FNMEE AR E . AR )5 BT A B STO id 5%
PEATSR Bz A7 IF 15 s AR ) a2 2 9 A A8

DLUEA o8 R 47 2 B 2SR, NonMem Wit Veri fy
SR AR B WAE BEAT 5 TR, BAA T DL S % L A
P NES S DA [[F: 3 S E | S A QST RGN TR T )
2 A TE B2 A S A B R AE TR B AT LA
JE G 2 A5 50 T IR HIXHc+1 A
AT LI 3 — A X HE ¢ TG A& IR uE L IR R
PRI 41 R AT RE 4R i 2.

BIE 20 UE W AR SR R IR S

[ BEXYHT R A A, A 2, BYAERLS WAE * /

Func NonMemWitCreate (A, ,STO,,.,. sA,. sx,):

@ p=1;

@ x,<HashToPrime(x,);

@ for each sto in STO,., do

@  p*=HashToPrime (sto);

® end for

©® a.b<Bezout(x,,p);

D d<Aj;s

return u,, (x,)<(d ,b).

[ % A BB WUE 565 % [

Func NonMemWitVerify(A, A, sz, su,, (x,)):

D z,<HashToPrime(x,);

@ db<u,(x,);

® check dx A", =A,,.

[+, BAERA WAEMN A, THHHIA, */

Func NonMemWitUpdate (A, su, (x,),x,STO,,.,.):

Dd.b<u,(x,).p=1;

@ for each sto in STO,,,, do

@  p* =HashToPrime (sto);

® end for

©® aqsb,=Bezout (HashToPrime(x,),p);

D r=a,b;

® return u,, (x,)<(dA, .b,b).
3.3.3 5 A RNk I HH

2y iy A 0 A AE PR UE WA A AR Y
Merkle ¥ 4% 1% UE B D 55 8 248, S 5 8 557 9K T
22 oy i A AR AE IR W= X Y 1T STO %A SnfH
A B DL, 2 STO SR BB a5 2 ) 20 3
B AR AL B UE

FH P AE K B 52 Ty I 8 58 1 S B A7 R RIE B, AT
RE 23 P A X 28 4% 46 4 3R sl T JC vk R BT 28 5
FEZ G AR UE W] 2 1 P T R S R
J5 YA AP I B T BE 23 1 hn A Al R Y S 4 S
35 At . PocketChain 51 A T STO ZZ AL, &1~
SR SR R IE o DX CEAN 1T h B 1 d) A%k
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Fig. 5 Periodically reshuffling architecture of sharding
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Fig. 6 Performance of accumulator update
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Table 1 A Single Chain Maximum TPS
x1 BRERZFEREM

Tx Verification ~ Acc Update Maximum
Accumulator - . J——
Time/s Time/s TPS
Boneh 0.01 156 3.2
PocketChain 0.01 3.01 100
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Fig. 7 RAM usage comparison between Bitcoin
and PocketChain
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Fig. 8 Disk usage comparison between Bitcoin
and PocketChain
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Table 2 Comparison of PocketChain with State-of-the-art Sharding-based Blockchain Protocols
% 2 PocketChain 5 & # 85 F i 93¢ bk

Protocol TPS Disk RAM State Sharding Data Migration
Elasticol'3] Linearly All History Block All State Unsurport
Zilliga %] Linearly All History Block All State Unsurport
OmniLedgert?’ Linearly Ledger Pruning 1/k State Surport 1/k State
RapidChain/7 Linearly All History Block 1/k State Surport 1/k State
SSChaint?7] Linearly 1/k History Block 1/k State Surport 0
PocketChain Linearly Block Header Constant Sized Surport 0
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