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Abstract Serious privacy leakage problems are on the rise with the wide application of mobile crowd
sensing owing to the popularity of mobile smart devices. In general, the existing privacy protection
schemes assume that the third-party service platform is credible, which therefore sets a high
requirement on the application context. Based on this, the paper proposes a new privacy preservation
data aggregation algorithm based on elliptic curve cryptography (ECPPDA) in mobile crowd sensing.
The server randomly divides the participants into g clusters and forms respective cluster public key for
each cluster. The nodes in the cluster encrypt the data through their own cluster public keys and
merge the data aggregation results. The server obtains the aggregation result by cooperating with the
members in the cluster. Since what the server receives is the ciphertext of aggregation and the
ciphertext decryption requires all the nodes in the cluster to cooperate together, the server cannot
obtain the data of a single participant. In addition, the updating of the cluster public key by the server
can facilitate the participants to dynamically join or leave. The experimental result shows that
ECPPDA has the characteristics of high security, low consumption, low communication and high

precision.
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Fig. 1 Basic framework of the crowd sensing application
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Table 1 Comparison in Advantages and Disadvantages of

Existing Schemes

®1 HBAEARMBEIXTEE

Properties PDAIF22]  CTPPSPL!8] ECPPDA
Trusted Third Party Yes No No
Anti-collusion Attack No Yes Yes

Node Dynamics Yes No Yes
Data Loss Processing Yes No Yes
Data Availability Low High High
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