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Abstract Due to the high dynamic variability, suddenness and irreversibility of network traffic, the
statistical characteristics and distribution of traffic may change dynamically, resulting in a concept
drift problem based on the flow-based machine learning method. The problem of concept drift makes
the classification model based on the original data set worse on the new sample, which causes the
classification accuracy to decrease. Based on this, a classification approach based on divergence for
network traffic in presence of concept drift, named ECDD (ensemble classification based on divergence
detection) is proposed. The method uses a double-layer window mechanism to track the concept drift.
From the perspective of information entropy, the Jensen-Shannon divergence is used to measure the
difference of data distribution between old and new windows, so as to effectively detect the concept
drift. This paper draws on the idea of incremental ensemble learning, trains a new classifier on the
concept drift traffic based on the pre-retention classifier, and replaces the classifier with the original
performance degradation according to the classifier weight, so that the ensemble classifier is
effectively updated. For common network application traffic, this paper constructs a concept drift data
set according to different application feature distributions. This paper compares the method with
common concept drift detection methods and the experimental results show that the method can

effectively detect concept drift and update the classifier, showing better classification performance.
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Table 1 Experimental Data Set Composition
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Services Applications Number of Samples
Video YouTube/QQLive/IQIYI 100/100/100
Music Spotify/ QQMusic/KuGou 100/100/100
Web Amazon/ Taobao/ TouTiao 100/100/100

Picture& Voice Skype/WeChat/QQ 100/100/100
File Skype/WeChat/QQ 100/100/100

Chat Skype/WeChat /QQ 100/100/100

Video Call over IP Skype/WeChat /QQ 100/100/100
Voice Call over 1P Skype/ WeChat /QQ 100/100/100
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Table 2 Feature Selection Result

F2 BEXRESER

F;a;::e Feature Description
0 trans_protocol Transport layer protocol type
1 duration Duration of the flow in microsecond
2 pkt_len_mean Mean size of packet
3 fwd_ pkt_len_mean Mean size of packet in forward
4 bwd_ pkt_len_mean Mean size of packet in backward
5 flow_rate The average rate
6 fwd_flow_rate The average rate in forward
7 bwd_flow_rate The average rate in backward
8 pke_num_mean The average number of packets
9 fwd pkt num_mean The average number of packets

in forward

10 bwd_pkt_num_mean The average number of packets

in backward
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Table 3 Concept Drift Data Set
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Sample Set  Services Applications N;:nb;reff
Concept_1 Initial Samples Initial Samples 600
Concept_2 Video QQLive,IQIYI 600
Concept_3 Chat WeChat,QQ 600
Concept_4 Music KuGou,QQMusic 600
Concept_5 Video QQLive, YouTube 600
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Fig. 3 ]S divergence results for the same

concept data set
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Table 4 Detection Window and Threshold
x4 KNEDSKENEE

Window Threshold  Detections FPR FNR
0.4 18 0.778 0
100 0.5 10 0.6 0
0.6 7 0.571 0.143
0.4 6 0.333 0
150 0.5 4 0 0
0.6 5 0 0.25
0.4 4 0.25 0.25
200 0.5 4 0.25 0.25
0.6 5 0.4 0.2
0.4 4 0.25 0.25
250 0.5 4 0.25 0.25
0.6 4 0.25 0.25
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Table 5 Comparison of Detection Methods
x5 WA ELR

Methods FPR FNR
ECDD 0 0
DDM 0 0.33

STEPT 0.5 0.17

ECDD 75 ¥ 4 L% DDM #l STEPT J5 i 1] L)
A 3 Hb A 0 ) MR S T AR L 2 R R R A R
ECDD 7 A& 5 8% 46 0 14 B 148 F DDM 1 STEPT
Tk,
35 MERSELER
3.5.1 FEAPREMEH R

XF T 45 R IR DI R4 B B8R B H W g &
XiF o JEUHE B SR A B AR SCR T CAL5 AR 3 28
s LA Concept_1 il i 4, 81 5 #4138 T £ A [ g S
Iy RABUE T B 2 2 B3 E RR 1 AR LA B

98.0
L —L{— Accuracy
97.5 —@— Precision
F —A— Recall
97.0 - —N/— F1_score
= L
o)
§ 96.5
A L
96.0
95.5 F
95.0 1 1 1 1 1 1
2 4 6 8
Number of Classifiers
Fig. 5 The effect of the number of base classifiers
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