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Abstract Anonymous network represented by Tor is a communication intermediary network that
hides user data transmission behavior. The criminals use anonymous networks to engage in cyber
crimes, which cause great difficulties in network supervision. The website fingerprinting attack
technology is a feasible technology for cracking anonymous communication. It can be used to discover
the behavior of intranet users who secretly access sensitive websites based on anonymous network,
which is an important mean of network supervision. The application of neural network in website
fingerprinting attack breaks through the performance bottleneck of traditional methods, but the
existing researches have not fully considered to design the neural network structures based on the
characteristics of Tor traffic such as burst and the characteristics of website fingerprinting attack
technology. There are problems that the neural network is too complicated and the analysis module is
redundant, which leads to problems such as incomplete feature extraction and analysis and running
slowly. Based on the researches and analysis of Tor traffic characteristics, a lightweight burst feature
extraction and analysis module based on one-dimensional convolutional network is designed, and a
burst-analysis website fingerprinting attack method based on deep neural network is proposed.
Furthermore, aiming at the shortcoming of simply using the threshold method to analyze
fingerprinting vectors in open world scenarios, a fingerprint vector analysis model based on random
forest algorithm is designed. The classification accuracy of the improved model reaches 99.87% and
the model has excellent performance in alleviating concept drift, bypassing defense techniques against
website fingerprinting attacks, identifying Tor hidden websites, performance of models trained with a
small amount of data, and run time, which improves the practicality of applying website

fingerprinting attack technology to real networks.
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Fig. 1 Schematic diagram of the Tor network
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Table 1 Comparison of Four Anonymous Network Communication Attack Technologies

R1 AHEZMEBEFRER AL

Attack Type Deployment Interference Assumption Representative Technology Characteristics
Passive End-to-end Hard None Middle Flow Correlation Imperceptibility
Active End-to-end Very Hard Big Weak Flow Watermarking Strong Traceability
Passive Single-end Easy None Strong Website Fingerprinting Low Cost, Cost-effectiveness
Active Single-end Middle Middle Middle Malicious Code Injection Strong Operability
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Fig. 2 Schematic diagram of WF attack
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Table 3 Concepts and Symbol Definitions of WF Model
#*3 WFRENBEXBIRFSENX
No. Notion Symbol Description
1 Monitored Website Set MW MW = {mwi ,mws ,* smwy_}»mw; is the i-th monitored website.
2 Size of MW N, The size of the monitored website set
. o UW = {uw suws +***} suw; is the ;-th unmonitored website and the size of the set is infinite in
3 Unmonitored Website Set Uuw .
reality.
. I is the website trace instance set. I(;) is the trace instance set of i-th website. IE{; is the j-th
4 Website Instance I
trace instance of I,. I; is the i-th instance in I.
5 Instance Feature F Fif)) is the feature vector of Iif; F; is the feature vector of I;.
L is the website label set. {; is the i-th label of L. LW ={{*W 7§ cec [ W) is the close-
6 Instance Label L :
world website label set. L (OW = {/{OW ,Z(l()W)} is the open-world website label set.
R is the set of vectors processed from I through neural network. R((’,')) is the vector corresponding to
7 Result Vector R I((,’)) Rif)) [k] is the value of the £-th dimension of RE{; R; is the vector corresponding to I;.

R;[ k] is the value of the £-th dimension of R;. The dimension of R; is N.
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Fig. 3 The framework of DBF
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Fig. 6 The neural network structure of DBF-CW
Kl 6 DBF-CW i £ [ 26 25 4

i 1 R burst FEAF $2 BOB B, = 2A4E F A2
fE S A [F /N8 5 FRAZ X B L K burst #E 47
FEHL, IEXF burst 767 5 i B A7 B AT 87 5 00 22 N7
)2 A SO K burst KKK R 8,24
72, FEMRKEKNRIE D 3 MFKE.FE T % e XL
ARUXEAS RS BE /Y burst 20 SR T 4 A4S 5 HAC BE X
LR/ CRI 8, 24 1 72) [ 46 B HEAT S L. S8 5
BENR 3 A5 Bk & 7E G Ol 4 R Rl b o AT PF
(concatenate) , J& Ll 18 4l o0 12 4k (9 46 B oK & Pf

IR Rk AR 32 N K/ANA 1 BRI ER
R HEAT2E 2 KN B BRI 32 A R 2
> 3 Bl A 0 T A R A 3 ) 4% A 2 ]
4 F A FIURH DG 5 43 BT 28 A7 burst £€ 7 81 I W] BB
PR PR I R R — 2 e Rt Ak 2 i e s R
D) 2% X6F Jey S AR A1 1) 2 ) 0% DBE-CW i F (13t £k
E¥ KAk 2, B ik % 0 K/ 55 burst K
B —20, 0 K R burst KB — 2.

M 2y burst 142 > B, = AR R X
551 R R 2 A AR B S S in il g IR
27 2 IR AR AE B 27 >0 32 i 9% 21 42 )= A 5 0
242 LA S [6) 28 ) 0T 3 )7 1) burst ¢ 1E (19 3R )2
TG R R & A By 22 1 CNIN 224 VGG16
) 2 DFEAR X HAY B, I FEAR Kl 2 R &2
— R i Kb A2 4 AR, 7 38 43 R 48 R s B X R AE
LA 2E ST B0 R AL PR IE T 2% 22 )RR B 1 A
VGG16 SR XI5 A HCN 64, EfEH 1 B
JE 2 4555 2 S VGG16 BEAR X He iy 45 AU 5l
128,08 b — AR X H Y 2 5. & & B 21
WA 6 BB 38 A B 1 2% 2] 3R [R) 28 W) 0T i
burst FRAE A9 J2 HE & burst 1 5 2% 3 5 B 1) % FR
W HOKRNYEE XEE burst &8 —3, 5 3K
¥ 1.

B 3 9 burst WA AT H, 1 EAE 2K
R B burst BRI A4 R A
S A Rk 4l T2 i 1) o, O L 85 4R Bl 28 I 4%
XoF 2% ) i A 45 A B AH O RN AR AE B A R AT 40 A DA
2 45 4 b — A T SR IR 19 45 S 4 R RRAIE 1 6
A3 A4 DR X PR A 5 AR X B
H—Z2E%)E . — ZHtirifE k21— 2 Dropout
JZULN A B R W 2 e 8 ok 512, [ EE, burst
TRIE i WA HO IR 5L 1 % 25 7 3 0 DA B 28 1 Al
3VEF 2 RNER 4 A DX B iy b R AT 5% 25 MmN DL 2§
fift AR AIE ) S B B T 4% 2 118 385 0 T 25 2 R R 1
[ia] A

AL R H RMSProp 835 I 25 9 2%, it &b B K
/N batch 2 128, 5% FH A8 U 1T 43 2 i 2k 1 00 3T
A58 48 S HET 8 (accuracy, Acc).

2.4 Fatt 55 =5 DBF-OW

DBF-OW # &1 £t T B HL £k 4k (RF) 55 4%, XF
DBF-CW #i th 948 8C 1) & R, dEA7 43 A BE ML AR A2
FE T 2 ) TR 2 51T B %) R SRR A 55 4 2 g ) B A
AL N AR A YRR ) 1 2T R R 43 BT RICR. an &
7 Ji7R , DBF-CW 5 5 ) i 78 ifF A RF #8091 2501
DBF-OW Jeit 8 R, &4 3 DG4,



Th R0 5 - FE TR B 22 4% burst FRAE 50 BT 14 9 3% 18 S0l O 755

35 5 1) o 2% 2 FEAE (0 B8 T3 A S S W ) i P 1)
BURMIE R 43 R U SR B A e )3 S SE iR
ENZ (3) ~ (5) fF 78 . DBF-OW i i i+ % R, 1%
TR B R RN o 22 A9 8 R, A5 4 A 1Y o A 1
B, KX 3 ADNGEEIHRHER MBI R, T B N, +3 4
(R ARF AR [ 6 BT )RR AIE 1o 5 H X I Y 03 R bR i
AF| RF B i F A7 B 2% 2] e 445 3 — A AT il
S A ST D) LA S A9 ) 43 bR T 8 T R AR A
max(R;) =R;[*k], R [k]=R.[; ],

(3
1 No—1 —
Std(R,)—/\/z(Rl[k]R,)Z’
J\fsk:o
4)
- 1 N¢—1
R, =— > R.[k],
iy\jhkth

N¢—1
Ent(R)=— >.R,[k]XIbR.[k]. (5
k=0

Ry, and Zlow}(’uain) R

___________________

Training | !
I L

————————————————————

Add

Statistical

I

]

]

I

!

! Y Features
i Calculation
]

I

]

I

I

I

I

]

]

Random Forest
Model

(n_estimators= TS)

Random Forest

Model
(n_estimators = TS)

Output
1L
Fig.7 The structure of DBF-OW
7 DBF-OW #5454

DBF-OW Jir 2 T 14 i HL 2R AR by o 1 2R 5 44
o A R SRR B U1 2 R R 2 BORE L ST L 45
R TR A A DR SRR T 3 A I 2 B0 I 5 LA 0 1 i A
— Y 00 Jim M (R D i o X A R AT S L 3 Ry
SR AN S A5 B 22 (5 LA A B LA [W) 4 B
Sl A1 oA ) 73 5 o 1) 2% R0 30 23 O vk AR R 4R A
R A R K o JETT I AR D W STy 2K 12
BB U RO B30 50 B2 B 03 Jim o DR SRR X 4% 350
Kl o 4k 22 03 A 8 URT 9 23 S8 R LA A,
AW — A T o0 SR P AR B0 (5 R
it S 3 o3 FEE B 9 TR a3 (6) ~ (8) i«

L]
Ent(D)=—>,p(z) Xlbp(x,), (6
i=1

J j
G(D.a)=Ent(D) — >, ‘D |
ji=1

a. =arg nsaxG(D,a), (8
a€/

X Ent(D’), (7)

Hrp Ent (D) FR A EAEE D 945 B0, [y [ &
KGR IEEL, p (o) TR @ I8 A B
WG G (D) Fm LIRS R o 4EEEN
K43 F M 05 B 35, T ROR BLI A 4 S8k, DY
FORBER BN A R sa . FORBEREN
SR BV S 25 5 K 1938 B0 o 4

TE A PSRRI 25 58 B T PSR B 1Y) T I 45
H 12 285 05 U R 80808 1) TR 22 B0 S i 25 R i 2 3.
SRR FE T T 0 B A FE B0 ) i R AT 43 T s T
R R R SRR 11 38 5 3 S TE B A 2 L izt
&8 5 0F RO B4 I ) B pe SRR X 3 1 5 A 2K S . A
ST AT R SRR 0 X6 0 B o1 1 4 0 1) 2R A 28 ) T
Jei » Bl ML AR PR KT 45 e 5 R A T 485 S ot A 4 B RN 45
BT DA EE I Jy 2 B A 2, sk (o)
PR

T
L(x) :arggaxzn(c‘,(x) ==y), (9
y =1

Hoe, (O FRE ¢ DREMXT © B BILER T
Je: Bl ML AR MRASE 0 Hp D SRR A 805 Y R A 2 4 5 U R
B [T O RARBHES 09 &0 B BB 1,
W2 0. P (O B & SCRM TAREER Y Py d—
ANICEBRIC v B FEHLARARBE R T rp ) 45 — PR ¢
AP EE 2R ¢, () 5y BEAT HOBE, 245 1 O JO X
y BTN 1, 5 i 388 e S 1) i R R 5 HE .
A R TNAE R v 8 B A BE AL ZR AR X S «
P8 o 12 TN 5 SR Bt BIL AR A L ke SRS Oy i 3 i 4%
BRSRB Xt i 8 1) i B 2 > o3 A 1) A R R AR O
TS A LA AR IBUHR 2 1) f) i A 22 D) L iz
TR R BB — AR R AR

BE AL AR ARAE g — A H R Y, 50 2 45 19 > KL
Je— /N E B SR T A SR 1) A 4R 2 R
s Il B2 1) /N TTiT A2 46 DBF-OW B85 173 K i
B N4 BIPE S P2 9 3 4 /Y U 43 2 — . RF 1
I3 2 i MR B I 4 I ol A A RN T AE AR A R T
RE R 0F B0 4 78 47 58 70 B9 #0045 3 B AU & B9 1

3 XBHEHER

3.1 XWiEE

SEYe E BN 2 ASER A o A AT A3 5
FTTF ik tH: 537 5 1 %A AU P BB R AT PEAR LR T
BEMSDGT63 ERLRAA . 5T 6 4 Intel®
Core™ i7-8750H@2.2 GHz ) CPU Fl—-> NVDIA



756

HEIR S AR 2020, 57(4)

GeForce GTX 1070 ) GPU, #L#s N1 M 32 GB.52
i i 5 2 AR B 3 F Keras 52 L, DF™ Al
AWEH AR Ay 52 58 (4 % AR R phy 52 58 BT 481 1) 4
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1 b PR SR R 28 (Ao ) %o A5 0 BE S AT VT4

N,
ACC:iZTPIa (10)
N =

Horp, TP, FoR55 0 25 M 0 9 1 8 43 25 14 S 491 %
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HEATVEAL .

TP
TPR =35 N (1D
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>ITP,
M ==t
TPR =2y (13)
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BIE, FP 32 A W 42 I 00 3 B 5 1 43 28 hy A2 W #58 1)
UL 8 S 3 50 A S S IO 4 v oI U 4 I o g s &2 T
B W I L3 TR A SR RS B (precision) §8 A5 AS BB
Y e SRR R PR UG SR IR AN SR T IX 2 SR A,
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Table 4 Datasets Used in the Experiments
x4 ZTHREANBESEER

Reference Number Dataset N(MW) N i) (N rainval T N est) NWUW) (N trainval + N test)
1 CW100 100 2500(2375-+125)
2 CW200 200 2500(2375+125)
3 CW500 500 2500(2375+125)

Ref[11] 4 CW900 900 2500(2375-+125)
5 CW200-Time 200 2500(1900+100X6)
6 OW200 200 2000(1900+100) 400000(380000+20000)
7 OW200-Time 200 2500(1900+100X6) 400000(380000+20000)
8 CW-NoDef 95 1000(900+100)
9 CW-W-T 100 900(850+50)
10 CW-WTFPAD 95 1000(900+100)

Ref[22]
11 OW-NoDef 95 1000(900+100) 40100(20 100+20000)
12 OW-W-T 100 900(810-+90) 40000(20000+420000)
13 OW-WTFPAD 95 1000(900+100) 40100(20100+20000)
14 CW-Normal 55 100(70+30)
15 CW-HS 30 80(60+20)

Ref[16]
16 OW-Normal 55 100(70+30) 100 000(70000+30000)
17 OW-HS 30 80(60+20) 100 000(75000-+25000)
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Fig. 8 Performance of DBF-CW under different epochs
8 DBF-CW YIIZA[F epoch B Y1 fiE

—— DBF-CW train_acc
—+- DBF-CW val_acc
-=— DF train_acc

DF val_acc
—»— AWF train_acc
—e- AWF val_acc

—+ DBF-CW train_loss
-+- DBF-CW val_loss
—o— DF train_loss

—- DF val_loss

—— AWF train_loss

-o- AWF val_loss

1900 -4, i = = 3.0
\ < < S Ll
97.5 !
12.5
95.0
42.0
92.5
:% 90.0 1s
87.5
1.0
85.0
10.5
82.5 P
X S aRd L Ml Y
80.0 L~ 00400000 0ma dsebaiibdiniiden | ()()
0 5 10 15 20 25 30

Epoch
Fig. 9 Performance under different epochs on
the CW100 dataset
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Fig. 12 Accuracy of the algorithms with different
training instances on the CW-NoDef dataset
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Fig. 13 Test accuracy of the algorithms on
CW100-900 dataset
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Table 5 Test Accuracy of the Algorithms on CW100-900
Dataset

x5 BEETE CWI00-900 HIBE LMK ERE ¥

Dataset DBF-CW AWFLH DF(22) CUMULM
CW100 99.89 93.52 99.45 97.72
CW200 99.67 90.08 99.38 97.23
CW500 98.97 86.53 98.43 95.74
CW900 98.31 82.82 97.54 92.76
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Fig. 14 Test accuracy of the algorithms on

CW-Time dataset
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Table 6 Test Accuracy of the Algorithms on CW-Time
Dataset
F6 FEHEECW-Time BIRE LW ERmE X

Time Gap/d DBF-CW AWFLH DF(22] CUMULM
0 99.51 89.94 99.31 97.21
3 99.78 90.55 99.75 91.17
10 98.72 87.66 98.18 86.43
14 96.53 79.29 94.37 83.45
28 93.84 70.62 89.79 74.92
42 90.24 66.48 87.25 70.88
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Table 7 Test Accuracy on Tor Hidden Website Dataset
®7 HHEEE Tor RE M HIESE ERNLKERE X

Dataset DBF-CW  AWFLH DF (22 k-FpLI®]
CW-Normal 70.60 43.45 64.06 93.97
CW-HS 80.66 48.66 75.45 81.91
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Table 8 Test Accuracy of the Algorithms on Defense Against WF Attack Dataset
&8 FEREMRE WF BUEBIRE LRI S Rt %
Overhead
Dataset DBF-CW AWFL DF{22] k-FPL1s] k-NN[#6] cuMULl
Bandwidth Latency

CW-NoDef 0 0 98.77 81.69 98.00 95.52 95.03 97.37
CW-W-T 64 0 52.06 38.00 49.66 7.04 20.21 38.43
CW-WTFPAD 31 34 96.25 71.87 92.83 69.07 16.09 60.29
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Fig. 15 Performance of DBF with different number

of estimators on OW-NoDef
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Table 9 Performance of DBF-OW and Threshold Method
£ 9 DBF-OW 5@ EEMHEREXLE %

Dataset Method TPR MTPR FPR
DBF-OW 99.00 98.88 6.76
OW-NoDef
Threshold 98.02 98.02 15.57
DBF-OW 98.44 98.35 1.70
OW200
Threshold 98.38 98.37 15.52
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Fig. 17 Performance comparison of DBF with different

number of training instances of unmonitored website
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Fig. 18 DBF performance on the OW-Time dataset
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Table 10 DBF Performance on the OW-Time Dataset
% 10 DBF 7£ OW-Time #{#E & R EEERT X

Time Gap/d TPR MTPR FPR
0 98.91 98.82 1.63

3 99.80 99.73 1.63

10 96.88 96.75 1.63

14 93.55 93.40 1.63

28 85.06 84.80 1.63

42 81.14 80.82 1.63
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Table 11 Performance on Tor Hidden Website Dataset

R 11 FBEETE Tor REMHHEE LR ERIKIE %

Dataset Metric DBF AWFII - pDFlLzz] k-FPLis]
TPR 68.42 5.57 38.31 84.27
OW-Normal
FPR 0.57 6.59 0.33 0.66
TPR 85.33 11.98 77.99 73.31
OW-HS
FPR 0.13 35.04 0 0.03
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Table 12 Performances on Defense Against WF Attack

Datasets

F12 BEEERHE WFILHEHIESE LRSI Y%

Dataset Metrics DBF AWF DF(22]
TPR 98.74 74.26 98.52

OW-NoDef MTPR 98.67 71.23 97.96
FPR 7.12 22.97 6.57

TPR 93.92 1.67 66.17

OW-W-T MTPR 64.11 1.06 53.21
FPR 34.61 1.48 54.02

TPR 93.66 40.67 91.84

OW-WTFPAD MTPR 92.16 38.08 87.55
FPR 18.13 9.03 15.71
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Fig. 19  Simplified neural network structures of the algorithms
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Table 13 Running Time of DBF on OW-NoDef Dataset
% 13 DBF £ OW-NoDef #IE&EMIZITRE s

Training Time

Sub-model Testing Time

Per Epoch  Epochs Total
DBF-CW 86.30 30 2589.11 14.36
DBF-OW 96.28 0.41
All(DBF) 86.30 30 2685.39 14.77

Table 14 Comparison of Running Time of the Algorithms
on OW-NoDef Dataset
F 14 FBHIETE OW-NoDef BIEERIEITH B s

Training Time

Method Testing Time
Per Epoch  Epochs Total
DBF 86.30 30 2685.39 14.77
DF[22] 102.17 30 3065.13 15.72
AWF 133.95 30 4018.71 107.75

3.7 EKEitie
W 5 s E BRIk P SR 3 5 RO

25 B 1 1 2 O 4 45 A 7R A P

WO R 3% 5 2 A BE X DBF 3E4T T 4347 A5 850 4 3
BT R AR R AT RE M B0 UE - DBF 75 32 #
A A ) 3l 42 TR /N T | % i L S ) 4% A B A A 1Y HE
SR N Lt WE B B AL A S X Tor Ba
S DO 32l P R 00 A A ) i R B X B R 1
Xt WEF Zas R g H #1552 0 46 20 8% v A7 AR R
Bl ; At DBF 7€ 3.5.2 719 (9 ¥t 5 3 55 52 596 56 F
rh L 2R A% B (1 1 A R e L AR A% B i
BB REAR T FPR fH.fH7E 3.5.6 WIS M T
FPR A1 =5 i1 B0, 2 AU WE o 19 B B AL
XA SE BB L AR 1R WE R ELE R W 45 0 503 1%
AyIEN WSRO R ] T WA VE AL B R DBF — &2
FREE oSl 1 B AL IR R B TR = MTPR,,
H#E R FPR %75 DBF-OW 2 B 18 AL 1 hn 5 19
S A8 A, 108 B AR TR A 1] 2 B B X 46 4 1 e 1 2
RE J1 384 BT e RS RY ] 5 (1) S 4080 0 | . DBF
XFUIZRFE IR epoch Vit A B R AE 7 514 BE L 0 W 428 1)
il (N R S 40 B B BIL AR AR BRL TR 1) - or R AR SR S
BOHURRBE AN B U0 RS YA B 11 25 4 2 et Y, AR A
PEREAN 2R 5 32 2 B0 Ak T 52w, DA B b 1
DBF 5 %1 75 4% J7 1 /) 1 fE 2 A0 2248 F DF #i,
RS AEA 5 5 T P8 3OR B S, /N REAR I 2R 1Y
TR U 6 i A 1 R S R TR 19 A R R ) 5
M AWF # A 68 5 DBF F1 DF 45 % A 25 80K,
HERH T #2828 7 i AR J& — AR A AR AR A
XoF 25 ML IR 40 R SRR LG T WIF (R4 s, ol 22 1) 45 1)
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LA TC vk K 4 2k 53 41 . DBF AH B HA 2 A #h 28
W4 7 vk BN A LGB A7 U . 25 | DBF 7R
PRAUEE R G2 17 8% A< 1Y ] 1, 4207 (o7 i 42 17 R 2 Y
IrRAERE.

4 &

-

ARSCHE T — AN 5L F 28 W 48 TR 40 BT burst
A B4 I 3l 45 S0 B R DBE L #2585 1 il 22 N 2% i
3 WF BahHAR 11938 B . DBF A 8% i T 1%
AR ] AN = T /NEEAS YIRS B A 432K v A
A E A WIS 0 R IR S AT
P, NERFHPERE Y M L3R = T W Mol £ oK i 31
SEER AL AT M HFE OW 35 T B UEAR B X WE 1K
o7 B AR B 9 28 0% g ) S5 b, DBF BT FPR
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M, KB T DBF X WF Iz i B #E AL 5 5 B il A7
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SRR H L R — 4 0 55 X DBF-OW 1 i 2t
ki DBF-OW {493 11 53 00 40, LS Jin A 25 5
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