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Abstract Aiming to optimize the attacks detection in high-dimensional and complex wireless network
traffic data with deep learning technology, this paper proposed a WiFi-ADOM (WiFi network attacks
detection optimization method) based on semi-supervised learning. Firstly, based on stacked sparse
auto-encoder (SSAE), which is an unsupervised learning model, two types of network traffic feature
representation vectors are proposed: new feature value vector and original feature weight value vector.
Then, the original feature weight value vector is used to initialize the weight value of the supervised
learning model deep neural network to obtain the preliminary result of the attack type, and the
unsupervised learning clustering method Bi-kmeans is used to produce the corrective term for
unknown attacks discrimination with the new feature value vectors. Finally, the preliminary result of
the attack type and the corrective term of the unknown attacks discrimination are combined to obtain
the final result of the attack type. Compared with the existing attacks detection methods with the
public wireless network traffic data set AWID, the optimal performance of the method of WiFi-
ADOM for network attacks detection is verified. At the same time, the importance of features in
network attacks detection is explored. The results show that the method of WiFi-ADOM can

effectively detect unknown attacks while ensuring detection performance.

Key words network attacks detection; network intrusion detection; semi-supervised learning; deep

learning; Bi-kmeans clustering
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JIA T IR 1, A8 e K T R B3 07 9 B0k A7
A EN Sy g5 2 A B 45 2R 24 Bi-kmeans 5 25 % il
TR A 14 ) 590 225 2 o R 0 Tl 2R R B, SR 0l 28
YR 53] 20 IE T K 1. Bi-kmeans J5 35 #9510 51 45 5
DNN AL 1) 4] 551) 45 5[] i P i I AE A i) 2 i 26
By ACC s BRI A 50 0 5 28 284 14 1T B 0K
2 AR 2 A ) 50 ) IE 028 0, DNIN A5 A4
IR A et 28 20 1 ) 1R 3 FAE T ACC eans B
L8 SR /N AN 52 1 4] 31 45 2R
WiFi-ADOM 5 O A0H5 2y
@ function WiFi-ADOM
function %4 i &b B (I 25 %048 52
for FEAKE do
B A 2L s
s 4 fr e s
Hon a5
Hpi A —A (X 16)) 5
end for
return BIEEE R ;/ * 95 4 * /
function [ 4% Uit i B4 AR AE 2R ) it A=
L CELE 5 R
fori=1to h do
[ * h=3, SSAE [ )24t « /
for YIZRFEEA do
Ty GRD)

><PI)N\I ’

CNENCECRCRSECHENC)

e
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@ = (GR@2);
® F/ME Es(X (1))
® B0, ={w,b};
) end for
® y<L,;; [ *SSAE ' AE [ EURZ .
4t R 70,50,30 % /
() end for
@0 B EE IR i FV<-30 4 [r] i

[*FEW 2.2 35 1) =/
@ JELBA R HE A R (H [7] B WV <95 4t 6] & ;
[*FEW 2.2 35 1) =/

@ return FV , WV
@  function DNN R 2k Gl Zr k4 45
WV)
@ FLT WV Bl hf 1k DNN;
@ Y12 DNN;
@ f/ME AR R gL E, (X100 5
@ return 0= {w,b} F1 DNN #E#{ &
ACCopnys
@  function Bi-kmeans EJS(FV)
29 Bi-kmeans 22%; [ > £ 0 3.1 35 2) =/
@0 return ME R ACC e » BRRSS T
TN
GD  function MR AEA Bt 2 B 5 GO I %L
.0 \ACC 1 VACC e FE 0 D

® B A B I A S )
® BT 0= {w, b} 4 BT 2 R 40 ) g
K ] i
@ Az B R S T SR H) 1) £ 1 T
[* P 3.1 %5 2) =/
® A R AP i P 5[ * PR 3.2 %/
@ i M < fi i P OT E R R R
§)

return Iﬁfﬁ?’éﬂ
4 ETWMEER

A TTAETC L P 4 B0t B 2 AWID 43 50 30
T WIF-ADOM J7 3% % £ %1 2 7 2 8 0 o 0 2
7 28 B i K I PR RE. AR SCRY 92 5 3 B8 Windows
Server 2010 #:/E R 4t . Intel Xeon 2.0 GHz CPU,
512 GB W fF, WiFi-rADOM J7 i X L J7 vk 5 T
python3.6 1 TensorFlow1.3 SZ ¥,

4.1 HIEL
AWID 454 5k U5+ Kolias , 42 55 5 K2
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R A TH] 19 L SE WET 0 28 BR 358 T R 42 14 19 4 40 o5 4L
P A A B s 28 R B A R 4 g 2
Bds 1R 4 Fh ORI 2R ALY CLS $ s 4 A 16 Fp
Wi B E ATK B 4. J5 & 1 16 F 7 il 6 Al
B TERTH B 4 FORTCE KA L He . ATK % dis
£ 1 ) Caffe-Latte, Hirte, Honeypot 1 EvilTwin
ol R Jm T CLS B 4 v ity O 3 el 2R . [a) it
AWTD B dls 4 40 5 5 B B8 5 TR 1] B0l 2 2 SR
AR AR SCAE RS B AR A (9 CLS $iis 45 oA 15
M1 Fw .
Table 1 The Distribution of AWID
R1 AWID BIREEHN S HIFR

Type Training Set Testing Set
Normal 1633190 530785
Flooding 48484 8097

Impersonation 48522 20079
Injection 65379 16 682
Total 1795575 575643

B A 10 T Ak B O R A ERHE A Rk L A
BAEALFIE — 4k 4 > EB 43

D Bl A 3k

I 2 Gt i B v A SE AR IR (R R T Bk R AR,
T ORUE S A KSR W BR 8 PR R 20 %
Ja& T 1E H AR A 0 R AF R0 T A (R AT A R ) AR AT LR
FI AT S B AR 0 R 7. i J5 154 HEFRAE I
95 4k,

2) Hds ¥k

B 4R P OE AT g S R I AT M A0 SR L B
Ik 10 1, 3 ERCHE AN Y- A 0] 04 23 1 52 o A 7Y
Y BACRE S BT LAAS SO R AT T 284 Ak AR SO i IR
HAREDREILHE 102 MIEF T hid 55 A M
Uh AT M s 4 R i B s 4R

3) B EE A

k3 €/7E S L VAL il AN R R E RS £ X oWy
i, BT mac HbhE BE AR BOE H S = AR E R
K T LAA SCHE & PEAE 5 45y mac Mtk 7 8 A £ 4
A6 BRI R B AR 25 5 B e AT R R AL B 4 R
JEVEAE 2 B 5 A one-hot 1B 2 Y DU 4k ) &, 1
e % Tzt M A7 S WS S 0001,

O Bl H—1k

B A A TR 4 AE A (B 3R RN AR TR . R T 3 BR
T 2 1) 2 A TR AT SR 119 5 o), 0 S B s 2R AT A
— Al A SR B (E H — Al R P (R e Sg 3 X ]
[0, 1] ]

x; —min(x)

yi:max(z)—min(x)’ (16

H,y, RRH i DFEEHE L ZEE, 2, %
R AFREME , min () A max () 43 FL R FRAE
e M A HU(E 0 T P ) e /N (B T e KA
4.2 REMEESIRE

AR K R E # 2R Caccuracy, ACC) ., @ [A] %
(Recall) iR HFIF (false alarm rate, FAR) .F, EH
I 26 T80 A7 Ry A I g v 1 PR RE V- 48 A

D HE# 3 (ACC) | J& Ml 1t K6l J7 325 ) B IR A7 3%
PE LA R

TP+TN

ACC= b TN FFPFFN an

2) RIAR(FAR) FRn WA R A 2 Bk A1
R J5CE: A AT O R Y AR, TSR

FP

3) A (Recall ) F 7 WER H 2 M E 1T H
B 5 AT o B R HOAE, T

TP
Recall = m (19

4) F, B8 % 5 TR G 1R G A
P, H b A 238 8 s ME I A D B 19 B0 AT o 5 R
T3 ) Bei A7 o B 0 He ], T AR
B 2TP

2TP+FP+FN’

Horf, TN (true negative) 22 7n 8 1E H 17 4 IE 84 2 51 Sk
IE# AT MBS, TP (true positive) F/n 8 I 5 47
Sk TE A 00 R T AT R i B L FN (false negative)
FRBIGE AT A R B0 O E W AT O R R FP
(false postive) 7 8 1E # 17 4 & 12 F iy Mo b 47
OLiEIE )
43 LHMER

AR Sy S5 AL 2R T et 26 ARG T A A R g 2 Y
B 2 A J7 R WAL WIF-ADOM J5 32 19 K 1
RE. 7 A R B AT A A 0 o 36 ok 7 i i i R b
I e 2 ) ) T S R g A A R s S A 1Y
Bl A T PR UEAS I B8 DAL B A TR L BR T IE R
a2 mAN  HoAth 3 Al R B s 6 Y 3z P i | D A
Bty A B #5300 B S A 2R H IR
SEYR AR AL 10 U, O B E AR S B 45 2R E
T X LA [] 19X 46 2 2500 B 6 B e B30 B E T ALY
A 1R 25 A PE BB 48 bR R L, SSAE B[ I 4% 25 44
4 95:70:50¢ 30, DNN B {1y {4 2% 4544y 95+ 30:
60:40:20:4,

Fy
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1) T[] T A7 A ARG I ) AR AE B 43 B

HEHE 2.2 19 v JR IR R AR A I 4% 1) ) ol O ik
Fy 7 WiFi-ADOM J7 % DNN 8 o i 58 RRAE 1 AL
o0 4%, FE AR IO Y B — A D AR R R 1Y e 2 AL (B
A Ry FEAE BB B A B K 3R 7R X ik A 1 A
FHABR I (BB /I DU 2 705 A T AR /N AR 90 e 2 A i AH
WEFERT 15 AR P A S 5 o £ AH oG i 8 2
FEOE A ST N 2 A 05 T 3 A 1 B0 A7 S A il
FEAE & PE 19 5 ZEPE  DNIN 55 AS [R] B2 X ER1E &
PR M 9 52 5 3 3 X e WiFi-ADOM #1 C4.5,
D-FES-SVM"? ,DNN,SVM A [a] J5 ¥ iy 5 B 45 fiF

C4.5
D-FES-SVM
DNN

SVM
W-Layer2
W-Layer3

Method

TE B 25 ALY I 4 T A T b KRR i o 1

ZERANE 4 PR AT R AR 5 ¥, 918 oR
AN TFVRRAE TR 2L 8 I €8, TR 21 68 X 3l 3R 7R 9] BT %k 17
AR ARFAE S22 A7 JIT R IO A N 7 125 1) el SRR S . e BT 4
AT LLE PR BORE e 0 2 R AR 82,107, 154,
B Ry B B R AE 19 LG B & 5/5; k& FEAE 38, 71,
108,122, /E N EZERFAE /Y L ] & 4/5. 1 F DNN £
RITh S 4 J2 B2 10 3 8 45 R B e &3k #5, fir LU
WiFi-ADOM #5 iR , AS [ [ 56K J2 16 45 1 4 [A) 8 228 4
fEAT 10 A HA 5 A& A AT HXTF5 2 2 B
JZ .55 3 )2 KRR JZ 5 28 e 2 45 SR AR (LU o
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Fig. 4 The importance heat map of characteristic in attracts detection

PR 4 T f] A A 0 14 i i A A A A AT

& 5 4 T WIiFi-ADOM 77 ¥ H DNN £ # R LAE LN o B, v HIR B 22 S BEAEY DNN 19 B )2

] B2 )2 Top20 J5 4 5 AF J& M i A 3 8 HE 5 19 28
PRt 0. L, a5 AR A TR AR AT 1 A R HE Y v
R (0 10 543 A R R 8 2 J2FNER 3 )2 BeUt )2 1 1%
A RR I M TR 0 1 R R B 4 )2 ROIEE 1 1R
SRR A RS, FH WiFi-ADOM bRl s 41 8,3 & 46
FoRHET R 5,40 DL Y iR O AR R L S
A5, A [] B 23 18 5 1Y) B B RR A 1 AR R OO
S A B BT WRRAE 1425 BT
B ANRRAIE 8257 11 D) 282 01) L K, e AiE 112, A3
BRFE AL 2 2,55 3 J2 B2 10 2k 5 245 o
4 RRTEAE. S G A 3 R 2 B
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Fig. 5 Important order of original features detection

5 T [ S A B0 i i AR AT R

HIOGT 19 2 7k A R 1 A 1 o BT S R L
M), ZE AR A £ 58 BT DR 14 R )2 BT R Y G )2
TR 53 A 45 SR 1.

2) B H Ik ARG I BE 43 BT

2 517 T SSAE BRI R [E] AE B3 2 X
WiFi-ADOM J5 3 P BE 1 5 . AE-1, AE-2, AE-3
G2 T B HT RRE (B /E A Bi-kmeans 2807 16
P B BB AR RS W0 155 00 43 0 T SR [) 4 i 4 A
2 v PR AR A5 51 3R U s A 1 45 R DR A A =X
PIARIRL & 2 T8, ACC 1 Fy 2 Bl 25 B J2 i 38
TR AW K s FAR BYAEAK R B AKX s Recall 1Y {H I
JE R B A S SO AR R B A g 5 A8 A R O
FRAE $2 BOGE 19 45 i 12 7 A0 1) B A4 2% ) BB 0 AL T R A
T [ 2 i 7 A

Table 2 Impacts of Different AEs for SSAE Model
£ 2 SSAE #EGRFE AE BRI EX KNI X

Layer ACC FAR Recall F,

AE-1 95.14 0.76 95.15 94.53

AE-2 97.20 0.13 95.07 95.11
AE-3(WiFi-ADOM)  98.56 0.05 97.21 97.99

Note: The best values are in bold.
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F 3XTLL TR AE F#0Z % A [6] B 26 AU 4G
I AER R0 e F 3RoR iz BGE  In RORTE
ATt Im KR D3 A3 3 7 LA Y X 1R
A7 Ry RS 0 ) 0 R LT AT R L R R T 99.80 005
Xt PR 2 Tl AR A B AR B ACC #5802 3 i 4%
T LR AERE AR R 0 KPPz kB A I g ACC
W2 fHRE ACC (HAMET 8000 . A it — ik
AR XS AN 5] 190 46 Kt 2 2 A A v, ke A i H
L) 85 2R R IE 82 JBOXT I 4 37 & R iE Y 27 2T BE g
DL T B B G B 25 A58 Y, (EL 2 7R B8 AN 58 0 1Y
T ZE BUAG I b B A Ry R A
Table 3 Impacts of Hidden Layer in Different AEs on
ACC for SSAE Model
3 SSAE B hR[E AE BEEXN RN ABENZE X

Layer Normal F In Im Total
AE-1 99.81 69.93 99.03 95.07 98.02
AE-2 99.85 70.95 99.20 96.97 98.31

AE-3(WiFi-ADOM)  99.87 7231 99.21 96.99 98.56

Note: The best values are in bold.

F A X T WiFi-ADOM J7 #: #1 SAE+DNN,
DNN, SVM 77 ¥ 75 A [6] K I 14 B 45 A5 b 19 R 3.
F 4 A1 WiFi-ADOM 7E ACC ,Recall T F, 43 %
BU{E H5e e 5 B 98,56 96,97.21%,97.99% , 7 FAR B
{E A/ B 0.05 %0, S AP BE e 5 2R 5 KK U2 SAE
+DNN F1 DNN, # J5 /& SVM.DNN #il SAE # #4
G54 BRI PE R T DNN R AR SCHIHE SSAE ##
AU LR B B 4 A AR 1] F W) 46 b DNN, 7E DNN
FHRFIE SR £ AN 43 25 1 L At b, RALZ I T SSAE f
i P BURFAE Y R 7 WAR B T o8 BB R IR AR R
FFAE— 004 T SAE-+HDNN 75 32 5 46 I 1 g .

Table 4 Performance Comparation of Different Methods

F4 FRAMBBETAHRNAEZHRNEEITE X%

Methods ACC FAR Recall Fy
WiFi-rADOM 98.56 0.05 97.21 97.99
SAE+DNN 97.85 0.06 99.01 95.03

DNN 97.51 1.24 98.95 95.22
SVM 95.79 0.07 97.02 5.5

Note: The best values are in bold.

%5 X T WiFi-ADOM J7 2 #il SAE+DNN,
DNN, SVM J5 ¥ X AN [R] B 7 26 4G 00 1 14 BE 45 b
ACC. )\ 5 ] LLFE ), WIFi-ADOM J7 ¥ %F 4 Fh 14
A ARG ) ACC ¥ LA Joe e 1 76 HE A % R

UL RE e AL 4 Fh Oy 5 X T A7 Ol 28 BRI A 0
KA KM IE S ACC KT 9506 kb T HACVERE
(FJE X2 Bt e ARSI B 3R 2/ T 80 26 % T Eh
e it ARG DN T A R SVML T A B9 ACC AT 15,5045
HoAts 3 FhOTEH) ACC #B i T 9500, Ab TR TEBE.
HT T WA R AR SC R 7R 1 AN [ T ik A A 00 ofE
RIGAR LA PERE R BL L AL PR RE SR AR X HL A5 2RI
WiFi-ADOM 77 % 4 160 P R A8 T H A 7 vk

Table 5 Performance Comparison of Different

Methods on ACC

£S5 FRRUAEN AR ERBHEMNABEE %

Methods

Normal F In Im Total

WiFi-ADOM  99.87 72.31 99.21 96.99 98.56
SAE-+DNN  97.85 70.35 99.01 95.03 96.32
DNN 97.51 69.71 98.95 95.22 95.97

SVM 95.79 69.52 97.02 15.5 91.76

Note: The best values are in bold.

3) R R T el 28 TR AG I A4 FE 23 B
F6 X T 3 M IR B Ml FOAR L
iy T i ety Too 0 S50 1 S oA S0 A ol 286 78 ) 47 0L
T WIiFi-ADOM J5 ik fe tEfiE e s ACC LBy R HL.
HI 3R 6 AT, 3 i B0 X 0E B AT A 0 G v ) %
JLP B 22 A S A0 T B A4 fE 5 DR O A A I o A
AR RNl 47 T8 BT 7 5 2 — X I 18] . 7 0 9 18] I
S REAT RO I 8 A 1 T8 i A Dy X o A o A SR AT
SR T LLR NI A7 o ) ACC 2 He H At 2 2
T A ACC TR ER M Z — L8 RT3 %
(3 B P s 732 PGl 9 R B AT oA I B0 T L 32
WHC K  ACC P 15 e 2. &5 B BT id, Wik
ADOM J7 ¥E7E ORGIE G 0 4 BE A [ i AT LA 280 4G
ARMBCEAT A SEB T 08 00 4 Mk A7 A ARG A
Table 6 Performance of WiFi-ADOM on Unknown
Attacks
R 6 WIiFi-rADOM 75 &M RN B H X BMEMER 1

Type Normal F In Im Total
F 99.41 59.01 99.02 95.76 96.47
In 99.35 69.23 97.65 96.21 98.31
Im 99.34 70.15 99.17 95.21 98.02
None 99.87 72.31 99.21 96.99 98.56
5 &2 5

TE T2k W 28 Tt 47 o OB AE 89 24 T L A 30
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W 26 B AT SR R I o Y 45 22 S BR LR IE X 2
Tk 2 R AR I B« R M R (R R K T
REE | ST LA I A N T 2SR RE L B OAR AR
FAEG R 7 . B wn A ALER % 20 7 2 35 AT I A
DRI GEAE 4 15 M B S | AR R 4R % O I & LA —
Ao 2 TR, AL R T I 4% I o 50 A T i Bl K R
TCLR W 4 T A7 0 5 B2 A T 9 KSR A T TR A
ARG W00 A 2R AL o 288 R A 2 o ] R PR U, AR SO A TR
FIEW B 2359 SSED #5  Bi-kmeans 287 2 Al
J& T W 2% ) 1 DNN BERL, 38 1 — il 58 72 B
5 20 W I 4% T A7 S KA 46 7 i WiFi-ADOM,
FRER T T A6 K TR) T o 28 B ARG 0 o 4 F i v i)
PE L 45 R R A SCHR 1 B WIFi-ADOM 5 R AE
T A I R O 1T A B T AR A A DR AR RO L T R
Xof A I o 2 B A A LR X T U A A S R
2 R 1 . WIF-ADOM 5 6 19 B 4k 3% 51
E AR ARV S 2 AR DIFRR
O 244 Tt -+ B0 r R A S P 1 LA R R HL A I 44 T
AT AR VR L 9 #E WIFi-ADOM J7 ¥ i 5
il b BT X2 Bk Mot A Sy R i e 28 Y i 1% Ol i — 20
Ak s 2) PEAL F X 2580 (Lt Caffe-Latte i) 1E
R AR A E BN WiFi-ADOM J7 32 [ 46
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