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File Covert Transfer Strategy Based on End Hopping and Spreading
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Abstract The end hopping and spreading technology is an active defense technology that
pseudorandom changes the end information in the end to end data transmission and uses the end
spreading sequence to realize high-speed synchronous authentication. In this paper, the end hopping
and spreading technology is introduced into file covert transfer, the file covert transmission strategy
under the end hopping and spreading network is studied, the multicast time correction scheme is
proposed, and the synchronization problem in communication process is solved. Two kinds of file
transfer schemes based on time transfer and transmission size transfer are proposed for the end
hopping and spreading network, and the data migration is added into the file transfer process to realize
the covert transmission and integrity transmission of files. A prototype system is designed and
implemented for the file covert transfer of end hopping and spreading, and the usability and security
are tested. The experimental results show that the file covert transfer strategy can effectively meet the

requirements for the integrity and concealment of file transfer.

Key words covert communication; end hopping and spreading; file transfer; multicast time correction;

data migration
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Fig. 2 File covert transfer model diagram based on end hopping and spreading
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Table 1 System Parameter Configuration

®1 RAESYEE

Host  RAM/GB  0OS CPU BW/Mbps
Host A 4 Ubuntu Intel® Core™ i5-4170 1000
Host B, 4 Ubuntu Intel® Core™ i5-4170 1000
Host B 4 Ubuntu Intel® Core™ i5-4170 1000
Host Bs 4 Ubuntu Intel® Core™ i5-4170 1000
Host B, 4 Ubuntu Intel® Core™ i7-6700 1000
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XFEHL By B A4 S AT 2H A )R] AL OE.

9 SRy it fm S8 Bk TR A 19 S A% i 2L 95 I i) A
IERE R L NTP IR 55 i 5 4 4% W 45 vb 1 25 7 i A SC
A2 5 e 55 25 BEATRG HERT B R 25 NTP IR 55 4% 5 o
5 R BRI A 00 SO AL AR 55 4% B W — BLR (R4 T
— WA IE , T 5 4L 4% Do 28 v 1 % 7 it 7E 5 it f Bk
TR G B SO 4 IR 55 45 64T 28 B 2Z i 647 — K NTP
R ][] 2. 33 A O i ORI it 15 8 Bk VR & 1) S A% i
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Fig. 9 File transfer time correction for end
hopping and spreading
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Fig. 11  Time comparison of different file transfer
strategies
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Table 2 Different Types of File Transfer Time Comparison

x2 AERBWXHEHEEILE s

File Type TCP Trénsmission Size Based Transmission
Time Time
.ipg 0.114 0.122
.exe 0.744 0.835
.ppt 6.127 6.714
.mp4 20.890 22.862
.zip 38.353 41.568
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Table 3 Environment Configuration of System Attack

4.2.1  Pryed v

AR X it 5 BBk TR A 8 SC A Bl 1% B 2R G A
0 246 IR 45 D0k S0 3 o 0 Bk B TR A IR 45 2% AN 3
JIk 55 4 7E SYN Flood B T 19 SO % v B 18] % 1L
5 U g 5 2 Bk 7R & SO % R e 00 Bt B PR
Pl 12 iR Ry AN [) By 33T 0% ST 2 fn B 1] O
o SO Ry exe B 2L SO R/ 23 KB, di fF
BB AR A 100 B/ R

40

@ L

g 30}

= L

=

.g 20 |

2

z .

£ 10 —o— Traditional Network

= —=&— Hopping and Spreading Network
0

10 20 30 40 50 60
Attack Rate/Mbps
Fig. 12 Transfer time comparison at different

attack rates
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Table 4 File Transfer Schedule Under Different Attacks
R4 FRBE THXHEREEER

Type of DoS Attack File Transfer Completion Time/ms

Experiment
R3I RENEITURERE
Host Job Descripyion 0S CPU/GHz  BW/Mbps
Intel®
Host A Server Ubuntu . 100
Core™ i5-4170
< Intel®
Host B Client Ubuntu [ 100
Core™ i5-4170
Intel®
Host C Attacker Ubuntu me 100

Core™ i5-4170

SYN Flood 19.33
ACK Flood 18.45
UDP Flood 18.83
No Attack 18.17

M 4 T DU Y i S B YT IR & 00 SO A%
R GUAE AR 2 A 45 446 JIR 55 Boate T 29 mT RASE B
19 ¢ B kA% i, REA SCHR A T 4 iR 55 T
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Table 5 IP Address Pool List Table
RS IP IR

Code IP Address Code IP Address
A 172.18.213.141 F 172.18.213.146
B 172.18.213.142 G 172.18.213.147
C 172.18.213.143 H 172.18.213.148
D 172.18.213.144 I 172.18.213.149
E 172.18.213.145 J 172.18.213.150
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Fig. 13 1P Address Usage
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